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1 Executive summary 

A usability test of Allscripts TouchWorks EHR 17.1, an Ambulatory EHR, was 

conducted on June 28 through July 12, 2016, and on July 28 through August 24, 

2016, remotely, by User-View, Inc. The purpose of this test was to test and validate 

the usability of the current user interface, and provide evidence of usability in the 

EHR under Test (EHRUT). During the usability test, 36 healthcare providers and 15 

configuration analysts matching the target demographic criteria served as 

participants and used the EHRUT in simulated, but representative tasks. 

 

This study collected performance data on 13 tasks typically conducted on an EHR: 

 

 Add demographic data, order a medication, interact with a Drug-Allergy 

alert, change and e-prescribe medication, and find educational materials 

for a patient.  

 Add new patient problem, order specific labs and radiology based on the 

information provided, change a lab order, and radiology order. 

 Add new and review allergies and make updates based on the 

information provided. 

 Reconcile specific clinical information (medications, problems, allergies) 

based on the information provided.  

 Review and update medications, renew a medication, order a new 

medication and procedure, and interact with Drug-Drug alerts.  

 Find potential patient education material related to the patient’s health 

problem and demographics.  

 Add, edit and remove implantable device data.  

 Add and edit demographic data.  

 Interact with CDS recommendations.  

 Work with ePrescribe: order, cancel, approve pharmacy substitution 

recommendation, change to generic, review medication history, and 

review fill status.  

 Choose a patient with a similar name as another patient.  

 Configure Drug-Drug / Drug-Allergy alerts. 

 Configure CDS recommendations.  

 

During the 60 minute clinical one-on-one usability test and the 30 minute 

configuration one-on-one usability test, each participant was greeted by the 

administrator and asked to review and sign an informed consent/release form 

(included in Appendix 3: NDA and Informed Consent Form); they were instructed 

that they could withdraw at any time. Participants had prior experience with the 

EHR. Training material was distributed to prospective participants prior to the test. 

The administrator introduced the test, and instructed participants to complete a 

series of tasks (given one at a time) using the EHRUT. During the testing, the 

administrator timed the test and, along with the data logger, recorded user 
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performance data on paper and electronically. The administrator did not give the 

participant assistance in how to complete the task. 

 

Participant screens and audio were recorded for subsequent analysis. 

 

The following types of data were collected for each participant: 

 

 Number of tasks successfully completed within the allotted time without 

assistance 

 Time to complete the tasks 

 Number and types of errors 

 Path deviations 

 Participant’s verbalizations 

 Participant’s satisfaction ratings of the system 

 

All participant data was de-identified – no correspondence could be made from the 

identity of the participant to the data collected. Following the conclusion of the 

testing, participants were asked to complete a post-test questionnaire. Most 

participants volunteered their time and no compensation was provided for their 

involvement in the study. Five (5) nurses were paid for their time and $100 

compensation was provided for their involvement in the study. 

 

1.1 Data Summary - Clinical 

Various recommended metrics, in accordance with the examples set forth in the 

NIST Guide to the Processes Approach for Improving the Usability of Electronic 

Health Records, were used to evaluate the usability of the EHRUT. Table 1 is a 

summary of the clinical performance and rating data collected on the EHRUT. 
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Table 1. Clinical Test Summary. 

 N 

Task 

Success 

 

Path 

Deviation 

 

Task Time 

 
Errors 

Scenario 

Ratings 

5=Easy 

 # (%) 

Deviations 

(Observed 

/ Optimal) 

Mean 

(SD) 

Sec 

Deviations 

(Observed 

/ Optimal) 

 

(%) Mean (SD) 

Scenario 1 

Task 1A: Enter Sexual 

Orientation 
20 100% 6/4 

252* 

(87) 
252*/120 

0%** 

3.9* 

(0.7) 

Task 1B: Enter Gender 

Identity 
20 95% 3/3 5%** 

Task 1.1: Access 

medication orders 
20 100% 6/6 0%** 

Task 1C: Prescribe new 

medication (Omnicef) 
20 100% 6/6 0%** 

Subtask 1C1: Add a 

reason for the order 
20 100% 6/6 0%** 

Task 1D: Review and 

act upon Drug-Allergy 

interaction alert 

20 100% 1/1 0%** 

Task 1E: Change the 

medication to 

Azithromycin based on 

alert 

20 100% 13/12 
196* 

(79) 
196*/120 

0%** 
3.9* 

(0.7) 
Task 1F: e-prescribe 

liquid medicine 

(Azithromycin) 

20 100% 2/2 0%** 

Scenario 2 

Task 2A: Add new 

medication allergy and 

details 

20 100% 14/12 

127* 

(63) 
127*/120 

0%** 

4.2* 

(0.8) 

Task 2B: Change 

existing Medication 

Allergy 

20 100% 8/8 0%** 

Tack 2C: Review 

medication allergy 

history 

20 95% 2/2 5%** 

Scenario 3 

Task 3A: Reconcile 

Problems 
20 40% 9/7 

219* 

(94) 
219*/120 

60%** 

3.1* 

(1.0) 
Task 3B: Reconcile 

Medications 
20 85% 14/11 15%** 

Task 3C: Reconcile 

Medication Allergies 
20 90% 15/11 10%** 

Scenario 4 

Task 4A: Change 

existing medication 
20 100% 6/6 

115* 

(40) 
115*/120 

0%** 
4.5* 

(0.8) Task 4B: Add New 

Medication 
20 90% 9/8 10%** 
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 N 

Task 

Success 

 

Path 

Deviation 

 

Task Time 

 
Errors 

Scenario 

Ratings 

5=Easy 

 # (%) 

Deviations 

(Observed 

/ Optimal) 

Mean 

(SD) 

Sec 

Deviations 

(Observed 

/ Optimal) 

 

(%) Mean (SD) 

Task 4D: Review and 

act upon Drug-Drug 

interaction alert (Task 

for Integrity of 

Information, NISTIR 

7804-1) 

20 100% 1/1 

64* 

(46) 

 

64*/45 

 

0%** 

4.7* 

(0.6) 

 

Subtask 4D1: Access 

Source Attributes for 

the Drug-Drug 

interaction alert 

20 95% 1/1 5%** 

Task 4E: Access and 

review patient's active 

and historical 

medications 

20 100% 2/2 0%** 

Scenario 5 

Task 5A: Access linked 

referential decision 

support for problem and 

demographic 

(InfoButton: childhood 

asthma) 

Performance after initial exposure and minimal training 

21 95% 4/3 
58* 

(49) 
58*/45 

5%** 
4.7 

(0.5) 
Task 5B: Access Source 

Attributes for 

InfoButton 

21 100% 0/0 0%** 

Scenario 6 

Task 6A: Record 

demographics 
20 85% 11/10 

183* 

(58) 
183*/180 

15%** 
4.1* 

(1.0) Task 6B: Change 

demographics 
20 100% 4/4 0%** 

Scenario 7 

Task 7B: Change the 

status of a device 
20 65% 10/8 

263* 

(97) 
263*/120 

35%** 

3.5* 

(1.0) 

Task 7C: Record, parse, 

and display a device 
20 

Performance after initial 

exposure and minimal 

training 

Perfor-

mance 

after 

initial 

exposure 

and 

minimal 

training 

100% 8/6 0%** 

Task 7D: Access and 

obtain the unique 

device identifier data 

20 100% 7/7 0%** 

Task 7E: Display active 

devices list 
20 100% 2/2 0%** 



 
 

 

  

 

 Solution Design Document  Page 9 of 174 

 

 

 

 

 

 N 

Task 

Success 

 

Path 

Deviation 

 

Task Time 

 
Errors 

Scenario 

Ratings 

5=Easy 

 # (%) 

Deviations 

(Observed 

/ Optimal) 

Mean 

(SD) 

Sec 

Deviations 

(Observed 

/ Optimal) 

 

(%) Mean (SD) 

Task 7F: Display all 

devices list 
20 100% 0/0 

263* 

(97) 
263*/120 0%** 

3.5* 

(1.0) 

Task 7G: Review and 

act upon Drug-Allergy 

(Benadryl) interaction 

alert (Task for Integrity 

of Information, NISTIR 

7804-1) 

20 100% 4/4 
54 

(20) 
54/45 0%** 

4.7 

(0.5) 

Scenario 8 

Task 8A: Review and 

act upon CDS – 

Problem List & 

Demographics 

(Combination) Tobacco 

alert and smoking 

20 100% 9/7 

586* 

(174) 
586*/360 

0%** 

3.2* 

(1.0) 

Subtask 8A1/B1: 

Access Source 

Attributes for CDS 

alerts 

20 100% 3/2 0%** 

Task 8B: Review and 

act upon CDS – Vital 

Signs BMI 

recommendation 

20 100% 6/5 0%** 

Task 8C: Review and 

act upon CDS – 

Demographics Falls 

screening 

recommendation 

20 90% 8/7 10%** 

Task 8D: Review and 

act upon CDS - 

Medication Allergy List 

Aspirin Allergy and IVD 

Diagnosis and 

medication 

recommendation 

20 100% 9/8 0%** 

Task 8E: Review and 

act upon CDS – 

Medication List High risk 

medications 

recommendation 

20 95% 4/4 5%** 

Task 8F: Review and 

act upon CDS – 

Problem List Diabetes 

Mellitus controlled and 

recommendation 

20 100% 8/8 0%** 
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 N 

Task 

Success 

 

Path 

Deviation 

 

Task Time 

 
Errors 

Scenario 

Ratings 

5=Easy 

 # (%) 

Deviations 

(Observed 

/ Optimal) 

Mean 

(SD) 

Sec 

Deviations 

(Observed 

/ Optimal) 

 

(%) Mean (SD) 

Task 8G: Review and 

act upon CDS – 

Laboratory Test LDL 

recommendation 

19 74% 17/14 

586* 

(174) 
586*/360 

26%** 

3.2* 

(1.0) 

Subtask 8G.1: Identify 

the provider of the 

laboratory order (Task 

for Identification of 

Information, NISTIR 

7804-1) 

11 

*** 
100% 0/0 0%** 

Scenario 9 

Task 9A: Review gender 

of patient 
20 90% 1/1 

297* 

(120) 
297*/180 

10%** 

4.3* 

(0.8) 

 

Task 9B: Remove 

(change) old diagnosis 

of broken arm from 

Problem List 

20 100% 6/5 0%** 

Task 9C: Review 

Problem List History 
20 100% 1/1 0%** 

Task 9D: Record 

Diagnosis of Knee Pain 
20 100% 5/5 0%** 

(a)(2) Task 9.1: Access 

Lab Orders 
20 100% 5/5 0%** 

Task 9F: Order CBC 20 100% 5/5 0%** 

Subtask 9F1: Add a 

reason for the order 
20 100% 5/5 0%** 

(a)(3) Task 9.1: Access 

Diagnostic Imaging 

Orders 

20 100% 8/7 0%** 

Task 9G: Order MRI 
 

20 95% 8/7 5%** 

Subtask 9G1: Add a 

reason for the order 
20 95% 8/7 5%** 

Task 9H: Change the 

lab to ASAP 
20 100% 7/6 0%** 

Task 9I: Change the 

image to ASAP 
20 100% 7/7 0%** 

Scenario 10 

Task 10A: e-prescribe 

liquid medicine (Cough 

syrup) 

20 100% 12/12 

428* 

(171) 

428*/ 

180 

0%** 

3.5* 

(0.8) 
Task 10B: Provider 

informs pharmacist to 

cancel the multivitamin 

prescription 

19 79% 7/6 21%** 
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 N 

Task 

Success 

 

Path 

Deviation 

 

Task Time 

 
Errors 

Scenario 

Ratings 

5=Easy 

 # (%) 

Deviations 

(Observed 

/ Optimal) 

Mean 

(SD) 

Sec 

Deviations 

(Observed 

/ Optimal) 

 

(%) Mean (SD) 

Task 10C: Review 

results from the 

pharmacy for a 

cancellation request 

19 84% 4/3 

428* 

(171) 

428*/ 

180 

16%** 

3.5* 

(0.8) 

Task 10D: Refill 

prescription request 
20 95% 6/5 5%** 

Subtask 10D1: Verify 

diagnosis element 

11 

*** 
100% 0/0 0%** 

Task 10E: Complete 

prescription request 

change from Zantac to 

Cimetidine 

20 100% 4/4 0%** 

Subtask 10E1: Verify on 

the screen who the 

renewal is for (Task for 

Consistency of 

Information, NISTIR 

7804-01) 

7**

* 
100% 0/0 0%** 

Task 10F: Medication 

History 
19 100% 1/1 

141* 

(56) 
141*/120 

0%** 
2.7* 

(1.1) 
Task 10H: Review fill 

status from the 

pharmacy 

19 58% 3/3 42%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

Eighteen (18) physicians and sixteen (16) nurses completed the System Usability 

Scale (SUS) questionnaire at the end of their session. Two participants did not 

complete the SUS because they had only worked with a few scenarios. The SUS is 

a reliable and valid measure of system satisfaction. Sauro 

(http://www.measuringusability.com/sus.php accessed 3/14/2013) reports, the 

average SUS score from 500 studies across various products e.g., websites, cell 

phones, enterprise systems and across different industries is a 68. A SUS score 

above a 68 is considered above average and anything below 68 is below average. 

User-View encourages teams not to focus on the comparison to the cross industry 

average SUS of 68 reported by Sauro. Instead, we encouraged teams to use the 

SUS as a measure to compare their own usability improvement in the application 

as changes are made. The results from the System Usability Scale scored the 

subjective satisfaction with the system based on performance with these tasks to 

be: 69 (SD = 20). 
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In addition to the performance data, the following qualitative observations were 

made: 

1.2 Major Findings and Areas for Improvement - Clinical 

 

170.315(a)(1) Computerized Provider Order Entry (CPOE) Medications  

Performance was at or above 95% success criterion. No critical or noncritical use 

errors were identified or observed as part of this usability task.  Opportunities to 

improve the effectiveness and efficiency were identified and are described below. 

 

Areas for improvement related to effectiveness and efficiency include: 

 Choose a font size that optimizes for scanning 

 

170.315(a)(2) Computerized Provider Order Entry (CPOE) – Laboratory 

Performance was at or above 95% success criterion. No critical use errors were 

identified or observed as part of this usability task. Opportunities to improve the 

effectiveness and efficiency were identified and are described below.  

 

Areas for improvement related to effectiveness and efficiency include:  

 Choose a font size that optimizes for scanning.  

 

170.315(a)(3) Computerized Provider Order Entry (CPOE) – Diagnostic Imaging  

Performance was at or above 95% success criterion. No critical use errors were 

identified or observed as part of this usability test. One noncritical use error was 

identified and observed as part of this usability task related to indicating the timing 

for the diagnostic imaging was ASAP. Opportunities to improve the effectiveness 

and efficiency were identified and are described below.  

 

Areas for improvement related to effectiveness and efficiency include:  

 Consider a screen design that optimizes visual scanning for frequently used 

fields and optimizes visual scanning of options within drop drown user 

interface elements.  

 Choose a font size that optimizes for scanning.  

 

170.315(a)(4) Drug-Drug, Drug-Allergy Interaction Checks - Clinical  

Performance related to drug-drug and drug-allergy interaction alerts were above 

95% success criterion. The initial drug-allergy interaction alert was a task 

developed to test the Integrity of Information risk based on the NISTIR 7804-1. 

In addition, the drug-allergy (Benadryl) interaction alert was also a task 

developed to test the Integrity of Information risk based on the NISTIR 7804-1. 

 

Alert fatigue validated during usability testing highlights an industry-wide risk 

concern. Many of the 2015 Edition Health IT Certification Safety Enhanced Design 
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criteria involve alerts and messages that interrupt the workflow. Depending on the 

scenario, both critical and noncritical alerts appeared. The noncritical alerts were 

perceived as over-alerting.  Opportunities to improve the effectiveness and 

efficiency were identified and are described below.  

 

The Allscripts team is well aware of the industry’s known issue with alert fatigue. 

Allscripts currently addresses alert fatigue by allowing sites to configure the levels 

of alerts and to configure what level(s) of alerts are presented to users. There are 

alerts that cannot be ignored because of patient safety. Allscripts has calibrated the 

system so as to provide safeguards related to these critical alerts. In addition, 

Allscripts teams would like to call for and be involved with the development and 

sharing of industry best practices, guidelines, templates regarding safety-enhanced 

design that impacts patient safety associated with alerts and alert fatigue.  

 

Improvements related to efficiency and effectiveness were also identified relating 

to the visual layout of content provided in warnings: 

 Consider improved content layout to optimize visual scanning.  

 Choose a font size that optimizes readability.  

 Explore alternative visual design treatments with appropriate interaction 

messages to distinguish critical alerts from less critical alerts, and from 

‘informational’ alerts to reduce the alert fatigue.  

 

170.315(a)(5) Demographics 

Performance for:  

 Entering sexual orientation was at or above the 95% success criterion  

 Entering gender identity was at or above the 95% success criterion  

 Recording demographics fell below the 95% success criterion  

 Changing demographics was at or above the 95% success criterion  

 Reviewing gender of patient fell below the 95% success criterion  

  

Opportunities to improve effectiveness and efficiency were identified and are 

described below.  

  

As part of an on-going improvement process, Allscripts is prioritizing findings from 

this usability test and determining how and when to fit redesign and UCD iterative 

activities in the schedule. 

 

In addition, Allscripts continues to work closely with customers to assure user-

friendly designs, including ongoing formative usability testing with users to support 

iterative design and development per UCD process guidelines.  The current 

mitigation strategy is:  

 To encourage customers to train users in the use of the current design.  

 Consider redesigning the dropdown element for patient race and ethnicity to 

be larger horizontally and to display more options.  
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170.315(a)(6) Problem List 

Performance was at or above 95% success criterion. No critical use errors were 

identified or observed as part of this usability task.  

 

Opportunities to improve effectiveness and efficiency were identified and include:  

 Investigation of optimizing action labels to assure users can accurately and 

quickly predict the action.  

 Allow workflow to directly move problems into or out of appropriate lists.  

  

170.315(a)(7) Medication List  

Task performance for adding a new medication fell below the 95% success criterion. 

Task performance for changing an existing medication and reviewing the patient’s 

active and historical medications was at or above the 95% success criterion. No 

noncritical use errors were identified or observed as part of this usability task.  

 

Opportunities to improve effectiveness and efficiency were identified and include:  

 Consider a design with large click targets optimized for fast and accurate 

clicking. 

 Review the timing of visual and auditory click feedback for opportunities to 

mitigate click errors. 

 

170.315(a)(8) Medication Allergy List  

Performance was at or above 95% success criterion. One error was observed in 

which the participant was unable to review past medication allergies. Opportunities 

to improve the effectiveness and efficiency were identified and are described 

below.  

 

As part of an on-going improvement process, Allscripts is prioritizing findings from 

this usability test and determining how and when to fit redesign and UCD iterative 

activities in the schedule. 

 

In addition, Allscripts continues to work closely with customers to assure user-

friendly designs, including ongoing formative usability testing with users to support 

iterative design and development per UCD process guidelines. The current 

mitigation strategy is:  

 To encourage customers to train users in the use of the current design.  

 Consider a design that will allow appropriate details from free text description 

to be coded in the same data type as options from check boxes.  

 

170.315(a)(9) Clinical Decision Support - Clinical 

Performance for:  

 Reviewing and acting upon clinical decision support alerts for Vital Signs, 

Medication Allergy List, Medication List, Problem List, and Problem List & 

Demographics (Combination) was at or above the 95% success criterion  
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 Identifying the provider of the laboratory order, a task developed to test 

the Identification of Information risk based on the NISTIR 7804-1, was at 

or above the 95% success criterion 

 Reviewing and acting upon clinical decision support alerts for Demographics 

fell below the 95% success criterion  

 Reviewing and acting upon clinical decision support alerts for Laboratory Test 

fell below the 95% success criterion  

 Accessing linked referential decision support for a combined problem and 

demographic was at or above the 95% success criterion  

 Accessing source attributes for CDS was at or above the 95% success 

criterion  

 Accessing source attributes for drug-drug interaction alerts was at or above 

the 95% success criterion  

 Accessing source attributes for linked referential decision support 

(InfoButton) was at or above the 95% success criterion  

  

Opportunities to improve the effectiveness and efficiency were identified and are 

described below. However, alert fatigue validated during usability testing highlight 

an industry-wide risk concern. Many of the 2015 Edition Health It Certification 

Safety Enhanced Design criteria involve alerts and messages that interrupt the 

workflow. Depending on the scenario, both critical and noncritical alerts appeared. 

The noncritical alerts were perceived as over-alerting, whereas the critical alerts 

and actionable clinical decision support were perceived as valuable.  

  

Allscripts is designing and delivering training that includes interactive training, 

questions and answers, and other forms of high-impact training. As part of an on-

going improvement, Allscripts is prioritizing findings from this usability test and 

determining how and when to fit redesign and UCD iterative activities in the 

schedule.  

 

As part of an on-going improvement process, Allscripts is prioritizing findings from 

this usability test and determining how and when to fit redesign and UCD iterative 

activities in the schedule. 

 

In addition, Allscripts continues to work closely with customers to assure user-

friendly designs, including on-going formative usability testing with users to support 

iterative design and development per UCD process guidelines. The current 

mitigation strategy is:  

 To encourage customers to train users in the use of the current design.  

 To improve consistency of design across different parts of the application.  

 To investigate a design to improve content layout to optimize scanning and 

navigation.  
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170.315(a)(14) Implantable Devices List  

Performance for:  

 Changing the status of a device was below the 95% success criterion  

 Recording, parsing and displaying a device was at or above the 95% success 

criterion  

 Accessing and obtaining the unique device identifier data was at or above the 

95% success criterion  

 Displaying the active devices list was at or above the 95% success criterion  

 Displaying all devices list was at or above the 95% success criterion  

 

Opportunities to improve the effectiveness and efficiency of Implantable Device List 

were identified and are described below.  

 

Allscripts is designing and delivering training that includes interactive training, 

questions and answers, and other forms of high-impact training. As part of an on-

going improvement, Allscripts is prioritizing findings from this usability test and 

determining how and when to fit redesign and UCD iterative activities in the 

schedule.  

 

In addition, Allscripts continues to work closely with customers to assure user-

friendly designs, including ongoing formative usability testing with users to support 

iterative design and development per UCD process guidelines. The current 

mitigation strategy is:  

 To encourage customers to train users in the use of the current design.  

 To improve consistency of similar functionality across different parts of the 

application.  

 To investigate a design to improve content layout to optimize visual scanning.  

 

170.315(b)(2) Clinical Information Reconciliation and Incorporation (CIRI)  

Overall performance was below 95% success criterion. Opportunities to improve 

the effectiveness and efficiency were identified and are described below. 

 

As part of an on-going improvement process, Allscripts is prioritizing findings from 

this usability test and determining how and when to fit redesign and UCD iterative 

activities in the schedule. 

 

In addition, Allscripts continues to work closely with customers to assure user-

friendly designs, including ongoing formative usability testing with users to support 

iterative design and development per UCD process guidelines. The current 

mitigation strategy is:  

 To encourage customers to train users in the use of the current design.  

 To investigate a design to improve both consistency between the workflow 

across different types of reconciliation and improved content layout to 

optimize visual scanning.  
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 Consider using onscreen support or warnings to ensure users don’t miss 

required steps. 

 

170.315(b)(3) Electronic Prescribing  

Performance for:  

 e-prescribing liquid medicine (Azithromycin) was at or above the 95% 

success criterion  

 e-prescribing liquid medicine (cough syrup) was at or above the 95% success 

criterion  

 Informing the pharmacist to cancel the multivitamin prescription was below 

the 95% success criterion  

 Reviewing results from the pharmacy for a cancellation request was below 

the 95% success criterion  

 Refilling a prescription request was at or above the 95% success criterion  

 Verifying a diagnosis element was at or above the 95% success criterion  

 Completing a prescription request change from Zantac to Cimetidine was at 

or above the 95% success criterion  

 Verifying on the screen who the renewal is for, a task developed to test the 

Consistency of Information risk based on the NISTIR 7804-01, was at or 

above the 95% success criterion 

 Finding medication history was at or above the 95% success criterion  

 Reviewing fill status from the pharmacy was below the 95% success criterion  

  

Opportunities to improve the effectiveness and efficiency were identified and are 

described below.  

  

As part of an on-going improvement process, Allscripts is prioritizing findings from 

this usability test and determining how and when to fit redesign and UCD iterative 

activities in the schedule. 

 

In addition, Allscripts continues to work closely with customers to assure user-

friendly designs, including ongoing formative usability testing with users to support 

iterative design and development per UCD process guidelines. The current 

mitigation strategy is:  

 To encourage customers to train users in the use of the current design.  

 Assure action labels are sufficiently descriptive so users quickly and clearly 

understand their meaning.  

 Assure headers are sufficiently descriptive so users quickly and clearly 

understand their meaning.  

 Assure action buttons are sufficiently salient from the background so users 

can quickly predict possible actions.  
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NISTIR 7804-1 Identification of Information Critical Risk  

Performance for selecting a patient’s name from a list of patient names was at or 

above 95% success criterion in all instances except two: when selecting the first 

patient in the study and when selecting a patient when another patient on the 

patient list had the same, but inverted name (e.g., William John, John William).  

Opportunities to improve the effectiveness of patient identification are described 

below. 

 

The Allscripts team is well aware of the industry’s known issue with patient 

identification. Allscripts currently addresses patient identification by consistently 

displaying information critical to patient identification in a reserved area on the 

patient banner and by following standards for displaying at least 2 patient 

identifiers on any screen that contains data for a patient, or on which a user will 

be committing an action for a patient. The information is displayed in the same 

location regardless of scrolling or other navigational mechanisms to move within 

the screen/window. Critical information for patient identification in the main 

banner includes: 

 The patient’s name is shown in the largest font on the screen. It is shown 

first with a bolded last (family) name and, followed by a comma and then 

first (given) name with, middle name, and modifier e.g., Lee, Taylor John 

III 

 The date of birth is shown as the date of birth followed by the age and the 

using the following format e.g., 12-Jan-1939 (77y) 

 The gender is provided as an initial e.g., (M) 

 The Medical Record number is also provided in the patient banner. 

 

Formative usability studies were conducted throughout the Spring and Summer of 

2016 to validate patient banner designs and informed the final design tested 

during the Summative sessions. 

 

The Allscripts team is investigating methods to develop matching logic and visual 

indications if there are similar names on a list that include a risk to cause a 

misidentification of patient data. 

 

In addition, Allscripts teams would like to call for and be involved with the 

development and sharing of industry best practices, guidelines, and templates 

regarding safety-enhanced design that impacts patient identification. 

 

1.3 Data Summary – Configuration 
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Table 2 is a summary of the configuration performance and rating data collected on 

the EHRUT. 
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Table 2. Configuration Test Summary. 

 N 

Task 

Success 

 

Path 

Deviation 

 

Task Time 

 
Errors 

Scenario 

Ratings 

5=Easy 

 # (%) 

Deviations 

(Observed / 

Optimal) 

Mean 

(SD) 

Sec 

Deviations 

(Observed 

/ Optimal) 

 

(%) Mean (SD) 

Task C 

Task C1A Locate and 

Change Drug-Drug 

Interaction Alert Onset 

13 100% 6/6 
43 

(33) 
43/27 0%** 

4.3 

(0.8) 

Task C1B Locate and 

Change Drug-Drug 

Interaction Alert 

Severity Level 

14 100% 3/3 
22 

(11) 
22/21 0%** 

4.5 

(0.5) 

Task C1C Locate and 

enable CDS 

recommendations for a 

physician 

15 80% 9/7 

 

112 

(75) 

 

 

112/97 

 

20%** 
3.2 

(0.6) 

Task C1D Locate and 

enable CDS 

recommendations for a 

nurse 

15 100% 6/6 

69* 

(27) 
69*/61 0%** 

3.9 

(0.6) 

Subtask C1D1 Verify on 

the screen who the MU 

recommendation is for 

(Task for Consistency of 

Information, NISTIR 

7804-01) 

15 100% 0/0 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

Fifteen (15) configuration analysts completed the System Usability Scale (SUS) 

questionnaire at the end of their session.  

 

The results from the System Usability Scale scored the subjective satisfaction with 

the system based on performance with these tasks to be: 79 (SD=14). 

 

In addition to the performance data, the following qualitative observations were 

made: 

1.4 Major Findings and Areas for Improvement - Configuration 

170.315(a)(4) Drug-Drug, Drug-Allergy Interaction Checks – Configuration 

Performance was at or above 95% success criterion. No critical or noncritical use 

errors were identified or observed as part of this scenario. Opportunities to improve 

the effectiveness and efficiency were identified and are described below.  
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Areas for improvement related to effectiveness and efficiency include:  

 Either consider redesigning the two administrative areas related to drug-

drug interaction as one area or consider supplying a link for each location in 

the alternative drug-drug interaction administrative area.  

 

170.315(a)(9) Clinical Decision Support - Configuration 

No critical use errors were identified or observed as part of this scenario. The 

subtask failure was related to lack of exposure to the CDS Console. Opportunities 

to improve the effectiveness and efficiency were identified and are described below.  

Areas for improvement related to effectiveness and efficiency include:  

 Differing options and terminology should be clear to the user. 
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2 Introduction 

The EHRUT tested for this study was Allscripts TouchWorks EHR 17.1, an Ambulatory 

EHR. TouchWorks was designed to present medical information to healthcare providers 

in ambulatory settings; the EHRUT consists of Allscripts TouchWorks Clinical Module 

and aims at supporting clinical care and documentation. The usability testing attempted 

to represent realistic exercises and conditions. 

 

The purpose of this study was to test and validate the usability of the current user 

interface, and provide evidence of usability in the EHR Under Test (EHRUT). To this 

end, measures of effectiveness, efficiency and user satisfaction, such as the number 

of tasks successfully completed within the allotted time without assistance, time to 

complete the tasks, number and types of errors, path deviations, participant’s 

verbalizations, and participant’s satisfaction ratings of the system were captured 

during the usability testing. 
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3 Method 

3.1 Participants  

A total of 36 clinical and 15 configuration participants were tested on the 

TouchWorks EHR. Participants in the test were prescribers, nurses / medical 

assistants, and analysts. Allscripts user research team recruited participants. 

Physicians were not compensated; five nurse participants were compensated for 

their time. In addition, participants had no direct connection to the development of 

or organization producing TouchWorks EHR. Participants were not from the testing 

or supplier organization. Participants were given the opportunity to have a similar 

orientation and level of training as the actual end users would have received. 

 

For the test purposes, end-user characteristics were identified and translated into a 

recruiting screener used to solicit potential participants; an example of a screener 

is provided in Appendix 1: Sample Recruiting Screener. Recruited participants had 

a mix of backgrounds and demographic characteristics conforming to the 

recruitment screener. The following is a table (Table 3) of participants by 

characteristics, including demographics, professional experience, computing 

experience and user needs for assistive technology. Participant names were replaced 

with Participant IDs so that an individual’s data cannot be tied back to individual 

identities. 
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Table 3: Participant Demographics. 

Part 

ID  

 

Gender  

 

Age  

 

Education  

 

Occupation/ 

role  

 

Professional 

Experience 

(months) 

 

Computer 

Experience  

(months) 

Product 

Experience 

(months)  

 

 

Assistive 

Technology 

Needs  

 

C1 Male 30-

39 

High school 

graduate 

Applications 

Improvement 

Analyst 

60 288 60 No 

C2 Female 20-

29 

Bachelor’s 

degree 

MU analyst 18 240 36 No 

C3 Male 30-

39 

Bachelor’s 

degree 

Large Project 

Manager, 

Analyst  

72 180 48 No 

C4 Female 50-

59 

Bachelor’s 

degree 

Meaningful use 

analyst 

60 420 48 No 

C5 Female 30-

39 

Some 

college 

credit 

Senior EMR 

analyst 

48 348 48 No 

C6 Male 20-

29 

Bachelor’s 

degree 

Systems 

application 

analyst 

42 240 24 No 

C7 Female 30-

39 

Bachelor’s 

degree 

Consultant for 

EHR 

integration 

services  

186 300 144 No 

C8 Female 40-

49 

Master’s 

degree 

Application 

analyst 

12 240 12 No 

C9 Male 30-

39 

Bachelor’s 

degree 

Senior 

applications 

specialist 

132 216 108 No 

C10 Female 60-

69 

Master’s 

degree 

EMR clinical 

analyst 

108 240 108 No 

C11 Female 30-

39 

Bachelor’s 

degree 

Analyst 180 240 132 No 

C12 Female 30-

39 

Master’s 

degree 

Clinical 

systems 

analyst 

84 240 84 No 

C13 Female 30-

39 

Bachelor’s 

degree 

Consultant for 

EHR 

integration 

services 

156 336 156 No 

C14 Female 40-

39 

Some 

college 

credit 

EHR analyst 

and trainer 

180 324 120 No 

C15 Male 30-

39 

Associate 

degree 

Meaningful Use 

Specialist 

60 240 60 No 
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Part 

ID  

 

Gender  

 

Age  

 

Education  

 

Occupation/ 

role  

 

Professional 

Experience 

(months) 

 

Computer 

Experience  

(months) 

Product 

Experience 

(months)  

 

 

Assistive 

Technology 

Needs  

 

P1 Male 40-

49 

Doctorate 

degree 

CMIO 240 240 48 No 

P2 Male 50-

59 

Doctorate 

degree 

Physician 

champion, 

Director of 

ambulatory 

Clinician 

engagement 

60 360 60 No 

P3 Female 40-

49 

Doctorate 

degree 

Physician 192 384 84 No 

P4 Male 50-

59 

Doctorate 

degree 

Clinician 336 240 108 No 

P5 Male 40-

49 

Doctorate 

degree 

Physician 120 360 54 No 

P6 Male 50-

59 

Doctorate 

degree 

Chair of 

Primary/Urgent 

Care 

180 360 48 No 

P7 Male 40-

49 

Doctorate 

degree 

Physician 240 240 60 No 

P8 Female 40-

49 

Doctorate 

degree 

Physician 192 288 108 No 

P9 Female 50-

59 

Doctorate 

degree 

Family Practice 120 360 48 No 

P10 Male 50-

59 

Doctorate 

degree 

Clinical, 

Administrator 

300 300 72 No 

P11 Female 30-

39 

Doctorate 

degree 

Family 

Medicine 

12 240 12 No 

P12 Female 30-

39 

Doctorate 

degree 

Family 

Physician 

96 300 30 No 

P13 Female 30-

39 

Doctorate 

degree 

Physician 144 288 12 No 

P14 Male 60-

69 

Doctorate 

degree 

Medical 

Director 

372 156 144 No 

P15 Female 30-

39 

Doctorate 

degree 

Pediatrician 36 240 60 No 

P16 Male 60-

69 

Doctorate 

degree 

FP, MIO 300 360 96 No 

P17 Male 50-

59 

Doctorate 

degree 

Pediatrician 240 360 96 No 

P18 Male 40-

49 

Doctorate 

degree 

Physician 192 120 60 No 

P19 Female 20-

29 

Master’s 

degree 

PA 24 120 24 No 
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Part 

ID  

 

Gender  

 

Age  

 

Education  

 

Occupation/ 

role  

 

Professional 

Experience 

(months) 

 

Computer 

Experience  

(months) 

Product 

Experience 

(months)  

 

 

Assistive 

Technology 

Needs  

 

N1 Female 30-

39 

Bachelor’s 

degree 

Systems 

Analyst 

84 216 66 No 

N2 Female 40-

49 

Bachelor’s 

degree 

RN 240 120 36 No 

N3 Female 30-

39 

Bachelor’s 

degree 

RN 84 84 24 No 

N4 Female 30-

39 

High school 

graduate 

Clinical Leader 120 144 48 No 

N5 Female 30-

39 

Bachelor’s 

degree 

Quality 

Coordinator 

12 360 72 No 

N6 Female 40-

49 

High school 

graduate 

Clinical Analyst 252 60 96 No 

N7 Female 20-

29 

High school 

graduate 

CMA/Scribe 36 120 36 No 

N8 Female 40-

49 

Bachelor’s 

degree 

RN 264 216 48 No 

N9 Male 20-

29 

High school 

graduate 

Medical 

Assistant 

60 120 36 No 

N10 Female 30-

39 

Associate 

degree 

Medical 

Assistant 

48 180 8 No 

N11 Female 40-

49 

Bachelor’s 

degree 

Nurse Manager 240 240 36 No 

N12 Female 50-

59 

Bachelor’s 

degree 

RN 420 240 60 No 

N13 Female 30-

39 

Bachelor’s 

degree 

Oncology RN 84 84 24 No 

N14 Female 30-

39 

High school 

graduate 

Office 

Coordinator 

120 144 120 No 

N15 Female 50-

59 

Bachelor’s 

degree 

Clinical Nurse 324 180 180 No 

N16 Female 30-

39 

Bachelor’s 

degree 

RN 60 180 48 No 

N17 Female 50-

59 

Bachelor’s 

degree 

Program 

Manager, 

Clinical 

Information 

360 324 36 No 

 

 

Fifty-one (51) participants, nineteen (19) Prescribers, seventeen (17) 

Nurses/Medical Assistants and fifteen (15) Analysts were recruited and all 51 

participated in the usability test. Zero (0) participants failed to show for the study. 
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Clinical participants were scheduled for 60 minute sessions with 60 minutes in 

between each session for debrief by the administrator(s) and data logger(s), and to 

reset systems to proper test conditions. Configuration participants were scheduled 

for 30 minute sessions with 30 minutes in between each session for debrief by the 

administrator(s) and data logger(s), and to reset systems to proper test conditions.  

A spread sheet was used to keep track of the participant schedule, and included 

each participant’s demographic characteristics as provided by the recruiting 

personnel, or collected during the session.  

 

3.2 Study Design  

Overall, the objective of this test was to uncover areas where the application 

performed well – that is, effectively, efficiently, and with satisfaction – and areas 

where the application failed to meet the needs of the participants. The data from 

this test may serve as a baseline for future tests with an updated version of the 

same EHR and/or comparison with other EHRs provided the same tasks are used. 

In short, this testing serves as both a means to record or benchmark current 

usability, but also to identify areas where improvements must be made. 

 

During the usability test, participants interacted with one EHR. Each participant used 

the system over WebEx in his/her location, and was provided with the same 

instructions. The system was evaluated for effectiveness, efficiency and satisfaction 

as defined by measures collected and analysed for each participant: 

 

 Number of tasks successfully completed within the allotted time without 

assistance 

 Time to complete the tasks 

 Number and types of errors 

 Path deviations 

 Participant’s verbalizations (comments) 

 Participant’s satisfaction ratings of the system 

 

Additional information about the various measures can be found in Section 3.9 on 

Usability Metrics. 

 

3.3 Tasks 

Tasks were designed based on the 2015 Edition Health IT Certification criteria and 

were based on the frequency of use, criticality of function and those that may be 

most troublesome for users. As part of the task construction, tasks were informed 

by Allscripts’ risk management program and informed by NISTIR 7804-1. Tasks 

were constructed that would be realistic and representative of the kinds of 

activities a user might do with this EHR. As part of the task construction, tasks 

were prioritized in accordance with the risk associated with use errors. NISTIR 
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7804; Form for Expert Review Items 1A through 1H was used to create and 

prioritize tasks based on design areas related to known use errors. Tasks with an 

“*” in the list below were identified to be highest priority related to rises based on 

this exercise. 

 

1. Add demographic data, order a medication, interact with a Drug-Allergy 

alert, change and e-prescribe medication, and find educational materials 

for a patient. * 

2. Add new patient problem, order specific labs and radiology based on the 

information provided, change a lab order, and radiology order. 

3. Add new and review allergies and make updates based on the information 

provided. 

4. Reconcile specific clinical information (medications, problems, allergies) 

based on the information provided. * 

5. Review and update medications, renew a medication, order a new 

medication and procedure, and interact with Drug-Drug alerts.  

6. Find potential patient education material related to the patient’s health 

problem and demographics.  

7. Add, edit and remove implantable device data.  

8. Add and edit demographic data. * 

9. Interact with CDS recommendations. * 

10. Work with ePrescribe: order, cancel, approve pharmacy substitution 

recommendation, change to generic, review medication history, and 

review fill status.  

11. Choose a patient with a similar name as another patient. * 

12. Configure Drug-Drug / Drug-Allergy alerts. 

13. Configure CDS recommendations. * 

 

3.4 Procedures 

Upon arrival, participants were greeted; their identity was verified and matched with 

a name on the participant schedule. Participants were then assigned a participant 

ID. Each participant reviewed and signed an informed consent and release form (See 

Appendix 3: NDA and Informed Consent Form). A representative from the test team 

witnessed the participant’s signature. 

 

To ensure that the test ran smoothly, two staff members participated in this test, 

the usability administrator and the data logger. The usability testing staff conducting 

the test was experienced usability practitioners with over fifteen years in the field 

for each of the moderator and clinical data logger and over 4 years in the field for 

the configuration data logger, all of whom hold advanced degrees in Human Factors 

/ Experimental Psychology. 
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The administrator moderated the session including administering instructions and 

tasks. The administrator also monitored task times, obtained post-task rating data, 

and took notes on participant comments. A second person served as the data logger 

and took notes on task success, path deviations, number and type of errors, and 

comments. 

 

Participants were instructed to perform the tasks (see specific instructions below): 

 

 As quickly as possible making as few errors and deviations as possible. 

 Without assistance, administrators were allowed to give immaterial 

guidance and clarification on tasks, but not instructions on use. 

 Without using a think aloud technique. 

 

For each task, the participants were given a written copy of the task. Task timing 

began once the administrator finished reading the question. The task time was 

stopped once the participant indicated they had successfully completed the task. 

Scoring is discussed below in Section 3.10. 

 

Following the session, the administrator gave the participant the post-test 

questionnaire (e.g., the System Usability Scale, see Appendix 5: System Usability 

Scale Questionnaire), compensated him or her for their time, if appropriate, and 

thanked each individual for their participation. 

 

Participants' demographic information, task success rate, time on task, errors, 

deviations, verbal responses, and post-test questionnaire were recorded into a 

spreadsheet. 

 

Participants were thanked for their time and compensated. Participants signed a 

receipt and acknowledgement form (See Appendix 6: Incentive Receipt and 

Acknowledgment Form) indicating that they had received the compensation. 

 

3.5 Test Location 

For these remote testing sessions, the moderator was at his/her personal office, 

the data-logger documented the data from his and her personal office, and each 

participant was at his/her location. 

 

3.6 Test Environment 

The EHRUT would typically be used in a healthcare office or facility. Usability testing 

was conducted using a remote testing procedure. System data was not collected 

from participants. The participants used keyboard and mouse when interacting with 

the EHRUT. 
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Thirty-six (36) clinical sessions and fifteen (15) configuration sessions were 

conducted remotely via WebEx. Participants were instructed to call into an audio 

conference and login to a WebEx meeting. Control of the moderator’s computer was 

passed to the participant and sessions were moderated using the same materials 

and methods as face-to-face sessions. All sessions were audio and video recorded. 

 

For the all sessions, the study was run from Lenovo W550s, screen resolution for 

the study was set at 1600 x 900; participants used their own machines with various 

screen sizes. Screen size for Lenovo W550s, is 15.5", OS: Windows 7 Professional. 

All participants interacted using a keyboard and a mouse when interacting with the 

application. 

 

The application was set up by the Allscripts Touchworks team and was a 

representative configuration. The system performance (i.e., response time) was 

representative to what action users would experience in a filed implementation. 

Participants did not change any of the default system settings (such as control of 

font size).  

 

3.7 Test Forms and Tools 

During the usability test, various documents and instruments were used, 

including: 

 

1. Non-Disclosure Agreement (NDA) and Informed Consent Form 

2. Moderator Guides 

3. Post-test rating scale 

4. System Usability Scale Questionnaire 

5. Incentive Receipt and Acknowledgment Form 

 

Examples of these documents can be found in Appendices 3-6 respectively. The 

Moderator’s Guide was devised so as to be able to capture required data. 

 

The participant’s interaction with TouchWorks EHR was captured and recorded 

digitally using WebEx Recording. 

 

3.8 Participant Instructions 

3.8.1 Participant Instructions - Clinical 

The administrator read the following instructions aloud to each clinical participant 

(also see the full moderator’s guide in Appendix 4: Example Moderator’s Guide and 

Task Sheet; Moderator’s Guide for Clinical Test): 
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Thank you for participating in this study. Our session today will last 60 

minutes. During that time, you will be performing tasks with Allscripts 

Touchworks EHR in order to evaluate the extent to which the 

application is effective/not effective and efficient/not efficient in terms 

of Meaningful Use certification criteria.  

 

The first thing I would like to do is to show you this consent form to 

participate.  

Do you have any questions? Do you consent? 

 

Because this is for Meaningful Use, there are some background 

questions we need to ask. If any make you feel uncomfortable, just let 

me know. 

 

 Gender  

 Age  

 Education (highest degree)  

 Occupation/Role  

 Professional Experience   

 Computer Experience   

 EHR TW Product Experience   

 Assistive Technology Needs (yes-what, no)  

 

I am going to start the recording now. 

We are recording the audio and screenshots of our session today. All of 

the information that you provide will be kept confidential and your 

name will not be associated with your comments at any time.  

 

I am going to read this introduction to you because I want to be sure 

that I don’t miss anything. 

 

We did not have any involvement in this software’s creation. We are 

from an independent consulting company. This is a great chance for 

you to give the Allscripts team feedback about the application we are 

going to look at today, so please be honest with your opinions.  

 

I will ask you to complete a few activities using this system and answer 

some questions. We are interested in how easy or how difficult this 

system is to use, what in it would be useful to you, and how we could 

improve it. Some activities might seem simple to you. Other activities 

might seem difficult. And there will be some activities that you will not 

able to complete. I am telling you this because I want you to 

remember that we are not testing you. You are helping us test the 

application.  
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You will be asked to complete these tasks on your own trying to do 

them as quickly as possible with the fewest possible errors or 

deviations. Do not do anything more than asked. When you are doing 

these activities, I am not going to interact or talk to you. We will be 

taking notes about what you are doing.  

 

Because I am not going to be talking with you while you do the 

activities, I want you to make it clear to me when you are done with an 

activity by saying, "I'm done." There are a number of reasons you 

might be done. 

(1) Done because you completed the activity. You know you completed 

it. So you say I’m Done. 

(2) Done because you have tried, you know you have not completed 

the activity, but you are not going to try anything else. So you say I’m 

Done. 

(3) Done because you feel like if you asked a question you could finish 

the activity. The system you are using is set different from what you 

use in your practice. So you might say I have a such and such button 

on my system. I don’t see on here. And I will tell you the next step and 

we will go from there. 

 

Do you have any questions or concerns before we begin? 

 

During the session, I will be reading a scenario to you. Any information 

that you need to complete your work is on the slide, we call it a task 

sheet. Let me show it to you now. You can click on it anytime to see 

what is needed. Or you can also ask me to repeat the task. 

 

After each task, you will rate how easy or difficult it was to perform.  

 

Ok, I will pass you control of the mouse and keyboard. You can click 

that you will take control.  

 

Following the procedural instructions, the administrator read the task and the 

following instructions: 

 

Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.  

 

Participants were given a various number of tasks to complete. Tasks are listed in 

the moderator’s guide in Appendix 4: Example Moderator’s Guide and Task Sheet: 

Moderator’s Guide for Clinical Test.  Participants could refer to a Task Sheet to 

complete their tasks.  The Task Sheet listed in the moderator’s guide in Appendix 4: 

Example Moderator’s Guide and Task Sheet:Task Sheet for Clinical Test. 
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3.8.2 Participant Instructions – Configuration 

The administrator read the following instructions aloud to each configuration 

participant (also see the full moderator’s guide in Appendix 4: Example 

Moderator’s Guide and Task Sheet; Moderator’s Guide for Configuration Test): 

 

Thank you for participating in this study. Our session today will last 

30 minutes. During that time, you will be performing tasks with 

Allscripts Touchworks EHR in order to evaluate the extent to which the 

application is effective/not effective and efficient/not efficient in terms 

of Meaningful Use certification criteria.  

 

Just so we are all on the same page... We have you here today, not to 

look at still images of screens but to actually perform tasks with a 

system in order to evaluate the extent to which the application meets 

Meaningful Use certification criteria.  

 

The first thing I would like to do is to show you this consent form to 

participate.  

Do you have any questions?  Do you consent? 

 

Because this is for Meaningful Use, there are some background 

questions we need to ask. If any make you feel uncomfortable, just let 

me know. 

 

 Gender  

 Age  

 Education (highest degree)  

 Occupation/Role  

 Professional Experience   

 Computer Experience   

 EHR TW Product Experience   

 Assistive Technology Needs (yes-what, no)  

 

 I am going to read this introduction to you because I want to be 

sure that I don’t miss anything. 

 

I did not have any involvement in this software’s creation. I am from 

an independent consulting company. Companies hire my company to 

conduct activities with people like you that use their products, 

services, and websites. This is a great chance for you to give the 

Allscripts team feedback about the application we are going to look at 

today, so please be honest with your opinions.  
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I will ask you to complete a few activities using this system and answer 

some questions. We are interested in how easy or how difficult this 

system is to use, what in it would be useful to you, and how we could 

improve it. Some activities might seem simple to you. Other activities 

might seem difficult. And there will be some activities that you will not 

able to complete. I am telling you this because I want you to remember 

that we are not testing you. You are helping us test the application.  

 

You will be asked to complete these tasks on your own trying to do 

them as quickly as possible with the fewest possible errors or 

deviations. Do not do anything more than asked. When you are doing 

these activities, I am not going to interact or talk to you while you are 

completing the activity. I and the note taker will be taking notes about 

what you are doing.  

 

Because I am not going to be talking with you while you do the 

activities, I want you to make it clear to me when you are done with 

an activity by saying, "I'm done." There are a number of reasons you 

might be done. 

(1) Done because you completed the activity. You know you completed 

it. So you say I’m Done. 

(2) Done because you have tried, you know you have not completed 

the activity, but you are not going to try anything else. So you say I’m 

Done. 

(3) Done because you feel like if you asked a question you could finish 

the activity. The system you are using is set different from what you 

use in your practice. So you might say I have a such and such button 

on my system. I don’t see on here. And I will tell you the next step 

and we will go from there. 

 

Do you have any questions or concerns before we begin? 

 

During the session, I will be reading a scenario to you. Any information 

that you need to complete your work is on the sheet; we call it a task 

sheet. Let me show it to you now. You can click on it anytime to see 

what is needed. Or you can also ask me to repeat the task. 

 

After each task, you will rate how easy or difficult it was to perform.  

 

Ok, I will pass you control of the mouse and keyboard. You can click 

that you will take control.  
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Following the procedural instructions, the administrator read the task and the 

following instructions: 

 

Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.  

 

Participants were given four tasks to complete. Tasks are listed in the moderator’s 

guide in Appendix 4: Example Moderator’s Guide and Task Sheet; Moderator’s Guide 

for Configuration Test.  Participants could refer to a Task sheet to complete their 

tasks.  The task sheet listed in the moderator’s guide in Appendix 4: Example 

Moderator’s Guide and Task Sheet: Task Sheet for Configuration Test. 

 

3.9 Usability Metrics 

According to the NIST Guide to the Processes Approach for Improving the Usability 

of Electronic Health Records, EHRs should support a process that provides a high 

level of usability for all users. The goal is for users to interact with the system 

effectively, efficiently, and with an acceptable level of satisfaction. To this end, 

metrics for effectiveness, efficiency and user satisfaction were captured during the 

usability testing. The goals of the test were to assess:  
 
 Effectiveness (safety-enhanced design) of TouchWorks EHR by measuring 

participant success rates (pass, fail) and usage errors. Including: 

o Identification and explanation of the root cause of any potential patient 

safety risks resulting from usage errors in usability task performance. 

o Identification of potential mitigations for identified usage errors in 

usability task performance.  

 Efficiency of TouchWorks EHR by measuring participant scenario time, path 

deviations, and task click path notes, including suggestion of potential solutions 

for identified inefficiencies observed in usability task performance. 

 Satisfaction with TouchWorks EHR by administering end of scenario ease of use 

rating and the System Usability Scale (SUS). 

 

3.10  Data Scoring 

The following table (  
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Table 4) details how tasks were scored, errors evaluated, and the time data 

analyzed. 
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Table 4. Details of how observed data were scored. 

Measures  Rationale and Scoring 

 

Effectiveness: 

 

Task Success 

A task was counted as a “Success” if the participant was able to 

achieve the correct outcome, without assistance associated with 

completing the task directly related to the certification criteria, 

within the time allotted on a per task basis. 

 

A task was counted as a “Success with navigation assistance” if the 

participant received administrator help with navigation to the screen 

directly related to the certification criteria. 

 

The total number of successes were calculated for each task and then 

divided by the total number of times that task was attempted. The 

results are provided as a percentage. 

 

The standard deviation for each percent success was a required 

calculation by the ONC. It is not appropriate to calculate a mean 

or standard deviation for a percentage in the way we are reporting 

task success. The ONC, through the Authorized Testing and 

Certifying Body (ATCB), specified to enter a “0” (zero) for task 

success in the standard deviation cells of the CHPL (Certified 

Health IT Product List) spreadsheet. Note, a zero standard 

deviation typically represents a possible but unlikely standard 

deviation value. Zeros were entered into these spreadsheet cells 

to represent no valve.  

 

Task times were recorded for successes. Observed task times 

divided by the optimal time for each task is a measure of optimal 

efficiency. Optimal task performance time, as benchmarked by 

expert performance under realistic conditions, was recorded.  

 

If the defined threshold time for inactivity (30 seconds) passed, the 

moderator would stop the participant. 
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Effectiveness: 

 

Task Failures 

If the participant abandoned the task, did not reach the correct 

answer or performed it incorrectly, received assistance from the 

moderator associated with completing the task directly related to 

the certification criteria or reached the end of the allotted time 

before successful completion, the task was counted as “Failures.” 

No task times were taken for errors. 

 

The total number of errors was calculated for each task and then 

divided by the total number of times that task was attempted. Not 

all deviations would be counted as errors.
  

 

The standard deviation for each percent failure was a required 

calculation by the ONC. It is not appropriate to calculate a mean or 

standard deviation for a percentage in the way we are reporting 

task failure. The ONC, through the Authorized Testing and 

Certifying Body (ATCB), specified to enter a “0” (zero) for task 

errors/failure in the standard deviation cells of the CHPL (Certified 

Health IT Product List) spreadsheet. However, a zero standard 

deviation represents a possible but unlikely standard deviation 

value. Zeros were entered into these spreadsheet cells to represent 

no valve. 

 

On a qualitative level, an enumeration of errors and error types was 

collected. 

Efficiency: 

 

Task Deviations 

The participant’s path (i.e., steps) through the application was 

recorded. Deviations occur if the participant, for example, went to 

a wrong screen, clicked on an incorrect menu item, followed an 

incorrect link, or interacted incorrectly with an on-screen control. 

This path was compared to the optimal path. The number of steps 

in the observed path is divided by the number of optimal steps to 

provide a ratio of path deviation. Optimal paths (i.e., procedural 

steps) were recorded when constructing tasks. 

Efficiency: 

 

Task Time 

Each task was timed from when the administrator said, “Begin” 

until the participant said, “Done.” If he or she failed to say, 

“Done,” the time was stopped when the participant stopped 

performing the task. Only task times for tasks that were 

successfully completed were included in the average task time 

analysis. Average time per task was calculated for each task. 

Variance measures (standard deviation) were also calculated. 
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Satisfaction: 

 

Task Rating 

Participant’s subjective impression of the ease of use of the 

application was measured by administering both a simple post-

scenario question as well as a post-session questionnaire. After 

each scenario, the participant was asked to rate “Overall, this 

task was:” on a scale of 1 (Very Difficult) to 5 (Very Easy). These 

data are averaged across participants. 

 

To measure participants’ confidence in and likeability of the 

TouchWorks EHR overall, the testing team administered the 

System Usability Scale (SUS) post-test questionnaire. Questions 

included, “I think I would like to use this system frequently,” “I 

thought the system was easy to use,” and “I would imagine that 

most people would learn to use this system very quickly.” See 

full System Usability Score questionnaire in  

Appendix 5: System Usability Scale Questionnaire. 
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4 Results: §170.315(a)(1) Computerized 

Provider Order Entry (CPOE) – Medications  

4.1 Task Mapping  

Table 15 maps the Computerized Provider Order Entry - Medications criteria to 

usability test tasks to aid verification that the report will contain all required test 

scenarios for this EHR capability submitted for testing. Green font is used within 

the certification criteria and within the steps for successful task completion to aid 

verification that the usability test tasks address the details of the specified criteria. 

 

Table 5. CPOE-Medications Clinical Criteria Mapped to Usability Test Tasks. 

§170.315(a)(1) Computerized provider order entry - medications 

(i) Enable a user to record, change, and access medication orders.  

(ii) Optional. Include a “reason for order” field. 
 

To successfully complete the task, participants were required to complete each of the following subtasks: 
 
Scenario 1: 

 Task A: Enter Sexual Orientation 

 Task B: Enter Gender Identity 
 Task C: Prescribe new medication (Omnicef) 

o Add a reason for the order 
 Task D: Review and act upon Drug-Allergy interaction alert 
 Task E: Change the medication to Azithromycin based on alert 
 Task F: e-prescribe liquid medicine 
 Task G: Find educational materials for patient problem to share with patent 
 Task H: Identify source of the linked referential CDS 
 

4.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses attempted this task. Prescriber and nurse data 

were combined based on the fact that neither the task nor the user characteristics 

differ based on these user roles. Participants were given the following instruction:  

 

Clinical Scenario 1  

Task C: “Prescribe Omnicef (Cefdinir) for Mrs. Smith’s sinus infection and please be sure 

the diagnosis is associated with the order.” 

 

Task E: ”When you see something like this in your clinical practice, do you ever change 

the prescription?”  

“For today, please change the prescription and order a suspension medicine because the 

patient has issues swallowing pills. Change the medication to Azithromycin suspension, 

200mg/5mL oral suspension. Using a New Structured Sig, Have the patient swallow 5 

CCs daily. Order 2 bottles of 15mL medicine and send in an e-prescription to Mrs. 

Smith’s local CVS retail pharmacy.”.” 

“How do you know you this order will be attached to the correct patient?” 
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4.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above. Prescribers and nurses performed the CPOE 

scenarios. Only the activities associated with the CPOE-Medications criteria are 

reported in this chapter.  

 

Twenty (20) participants attempted the scenario. The usability testing results for 

the EHRUT are detailed below (see Table 6) which lists out the subtasks associated 

with CPOE-Medications. 

 

Table 6. CPOE-Medications Usability Test Results. 

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  Percent 

(%) 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Seconds 

Deviations 

(Observed 

/ Optimal)  

Percent 

(%) 

Mean  

(SD)  

Access, Record and 
Change Medication 
Orders 

 

Task 1.1: Access 
medication orders 

20 100% 

6/6 
252* 

(87) 
252*/120 

0%** 

3.9* 

(0.7) 

Task 1C: Prescribe new 
medication (Omnicef) 20 100% 0%** 

Subtask 1C1: Add a 
reason for the order 20 100% 0%** 

Task 1E: Change the 
medication to 
Azithromycin based on 
alert 

20 100% 13/12 
196* 

(79) 
196*/120 0%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table: 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

1.1) of accessing medication orders. 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

1.C) of prescribing new medication.  

 100% of participants (20/20) successfully (Pass) completed the task (Task 

1.C1) of adding a reason for the order.  

 100% of participants (20/20) successfully (Pass) completed the task (Task 

1E) of changing medication orders.  
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4.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

No critical or noncritical use errors were identified or observed as part of this 

usability task. 

 

EFFECTIVENESS 

  

Performance of the subtasks was at or above the 95% success criterion. No 

critical or noncritical usability issues were identified or observed as part of this 

usability task. 

 

EFFICIENCY 

 

Noncritical usability issues associated with system inefficiency were not 

observed as part of this usability task.  

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Refer to Section 19 for the system level Satisfaction ratings. Users rated the 
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scenario which included these tasks on 1 (very difficult) to 5 (very easy) scale. 

The mean for ordering medications was 3.9 with a standard deviation of 0.7.  

  

MAJOR FINDINGS 

 

Performance was at or above 95% success criterion. No critical or noncritical 

use errors were identified or observed as part of this usability task. 

Opportunities to improve the effectiveness and efficiency were identified and 

are described below. 

 

AREAS FOR IMPROVEMENT 

 

Areas for improvement related to effectiveness and efficiency include: 

 Choose a font size that optimizes for scanning. 
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5 Results: §170.315(a)(2) Computerized 

Provider Order Entry (CPOE) – Laboratory  

5.1 Task Mapping  

Table 7 maps the Computerized Provider Order Entry - Laboratory criteria to 

usability test tasks to aid verification that the report will contain all required test 

scenarios for this EHR capability submitted for testing. Green font is used within 

the certification criteria and within the steps for successful task completion to aid 

verification that the usability test tasks address the details of the specified criteria. 

 

Table 7. CPOE-Laboratory Clinical Criteria Mapped to Usability Test Tasks. 

§170.315(a)(2) Computerized provider order entry - laboratory 

(i) Enable a user to record, change, and access lab orders.  

(ii) Optional. Include a “reason for order” field. 
 

 
To successfully complete the task, participants were required to complete each of the following subtasks. 
Only tasks related to §170.315 (a)(2) CPOE - Laboratory will be addressed in this section 

Scenario 9 

 Task A: Identification of gender on patient banner  

 Task B: Remove (change) old diagnosis of broken arm from Problem List 

 Task C: Review Problem List History 

 Task D: Record Diagnosis of Knee Pain 

 Task E: Prescribe Naproxen 

 Task F: Order CBC  

o Add a reason for the order 

 Task G: Order MRI 

 Task H: Change the lab’s date 

 Task I: Change the image’s date  

5.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses attempted this task. Prescriber and nurse data 

were combined based on the fact that neither the task nor the user characteristics 

differ based on these user roles. Participants were given the following instruction:  
 

Scenario 9 

Task E, F, & G: “You have just completed Chris’s examination on his knee. Please add a 

diagnosis of pain in right knee to his record, order Naproxen, and a CBC with partial 

differential. Also add a diagnosis of frequent headaches and an MRI Head without 

contrast. And please be sure the diagnosis is associated with each of the three order.”  

“Chris has no known allergies. Please go ahead and document that and then continue 

with your task.” 

Task H & I: “Please go back and specify that the lab and MRI need to be done ASAP.” 
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5.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above. Prescribers and nurses performed the CPOE 

scenarios. Only the activities associated with the CPOE-Laboratory criteria are 

reported in this chapter.  

 

Twenty (20) participants attempted the Scenario 9. The usability testing results for 

the EHRUT are detailed below (see Table 8) which lists out the subtasks associated 

with CPOE Laboratories. 

 

Table 8. CPOE - Laboratory Usability Test Results.  

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#   (%) Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Seconds 

Deviations 

(Observed 

/ Optimal)  

 (%)  Mean  

(SD)  

Access, Record and 
Change Laboratory 
Orders 

 

Task 9.1: Access Lab 
Orders 

20 100% 

5/5 
297* 

(120) 
297*/180 

0%** 

4.3* 

(0.8) 

Task 9F: Order CBC  

20 100% 0%** 

Subtask 9F1: Add a 
reason for the order 20 100% 0%** 

Task 9H: Change the 
lab’s date 20 100% 7/6 0%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table: 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

9.1) of accessing lab orders. 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

9.F) of ordering labs.  

 100% of participants (20/20) successfully (Pass) completed the task (Task 

9.F1) of adding a reason for the order.  

 100% of participants (20/20) successfully (Pass) completed the task (Task 

9H) of changing a lab order.  

o Three participants noted the change in the lab’s date using 

annotation. During the post-task interview, the moderator prompted 
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each of these participants to demonstrate changing the lab’s date 

using a different method that would result in coded data. Each 

participant successfully demonstrated the intended path to change 

the laboratory date. 

5.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

No critical use errors were identified or observed as part of this usability task.  

 

Three errors occurred during the subtask change the laboratory order. All three 

errors were related to indicating a change in the date in a way not using the 

intended design. Three participants noted the change in the lab’s date using 

annotation. During the post-task interview, each participant successfully 

demonstrated the intended path to change the laboratory date. These errors 

can be attributed to an artifact of testing. 
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EFFECTIVENESS 

  

Performance of the subtasks was at or above the 95% success criterion. No 

critical or noncritical usability issues were identified or observed as part of this 

usability task. 

 

EFFICIENCY 

 

Noncritical usability issues associated with system inefficiency were not 

observed as part of this usability task.  

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Refer to Section 19 for the system level Satisfaction ratings. Users rated the 

scenario which included these tasks on 1 (very difficult) to 5 (very easy) scale. 

The mean for ordering medications was 4.3 with a standard deviation of 0.8.  

  

MAJOR FINDINGS 

 

Performance was at or above 95% success criterion. No critical use errors 

were identified or observed as part of this usability task. Opportunities to 

improve the effectiveness and efficiency were identified and are described 

below. 

 

AREAS FOR IMPROVEMENT 

 

Areas for improvement related to effectiveness and efficiency include: 

 Choose a font size that optimizes for scanning. 
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6 Results: §170.315(a)(3) Computerized 

Provider Order Entry (CPOE) – Diagnostic 

Imaging  

6.1 Task Mapping  

Table 9 maps the Computerized Provider Order Entry – Diagnostic Imaging criteria 

to usability test tasks to aid verification that the report will contain all required test 

scenarios for this EHR capability submitted for testing. Green font is used within 

the certification criteria and within the steps for successful task completion to aid 

verification that the usability test tasks address the details of the specified criteria. 

 

Table 9. CPOE Diagnostic Imaging Criteria Mapped to Usability Test Tasks. 

§170.315(a)(3) Computerized provider order entry - diagnostic imaging 

(i) Enable a user to record, change, and access diagnostic imaging orders.  

(ii) Optional. Include a “reason for order” field.  
 

To successfully complete the task, participants were required to complete each of the following subtasks. 
Only tasks related to §170.315 (a)(3) CPOE - Diagnostic Imaging will be addressed in this section.  

Scenario 9 

 Task A: Identification of gender on patient banner 

 Task B: Remove (change) old diagnosis of broken arm from Problem List 

  Task C: Review Problem List History 

  Task D: Record Diagnosis of Knee Pain 

 Task E: Prescribe Naproxen 

 Task F: Order CBC 

 Task G: Order MRI 

o Add a reason for the order 

  Task H: Change the lab’s date 

 Task I: Change the image’s date 

6.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses attempted this task. Prescriber and nurse data 

were combined based on the fact that neither the task nor the user characteristics 

differ based on these user roles. Participants were given the following instruction:  
 

Scenario 9 

Task E, F, & G: “You have just completed Chris’s examination on his knee. Please add a 

diagnosis of pain in right knee to his record, order Naproxen, and a CBC with partial 

differential. Also add a diagnosis of frequent headaches and an MRI Head without 

contrast. And please be sure the diagnosis is associated with each of the three order.”  

“Chris has no known allergies. Please go ahead and document that and then continue 

with your task.” 

 

Task H & I: “Please go back and specify that the lab and MRI need to be done ASAP.” 
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6.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above. Prescribers and nurses performed the CPOE 

scenarios. Only the activities associated with the CPOE-Diagnostic imaging criteria 

are reported in this chapter.  

 

Twenty (20) participants attempted the scenario. The usability testing results for 

the EHRUT are detailed below (see Table 10) which lists out the subtasks associated 

with CPOE - Diagnostic imaging. 

 

Table 10. CPOE - Diagnostic Imaging Usability Test Results. 

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  Percent 

(%) 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Seconds 

Deviations 

(Observed 

/ Optimal)  

Mean 

(SD)  

Mean  

(SD)  

Access, Record and 
Change Imaging Orders 

 

Task 9.1: Access 
Diagnostic Imaging 
Orders 

20 100% 

8/7 
297* 

(120) 
297*/180 

0%** 

4.3* 

(0.8) 

Task 9G: Order MRI 
 

20 95% 5%** 

Subtask 9G1: Add a 
reason for the order 20 95% 5%** 

Task 9I: Change the 
image from routine to 
ASAP 

20 100% 7/7 0%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table: 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

9.1) of accessing diagnostic imaging orders. 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

9G) of ordering diagnostic imaging.  

 95% of participants successfully (Pass) completed the task (Task 9I) of 

changing a lab order.  

o One participant noted the change in the imaging date state using the 

calendar. During the post-task interview, the moderator prompted the 

participant to demonstrate changing the date using a different method 

that would result in coded data for “ASAP”. The participant 

successfully demonstrated the intended path to change the diagnostic 

imaging date.  
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o One participant noted the change in the imaging date state using the 

appointment field. During the post-task interview, the participant 

noted that is how they communicate in their office for a lab to be 

completed as soon as possible. The moderator prompted this 

participant to demonstrate changing the date using a different method 

that would result in coded data for “ASAP”. The participant 

successfully demonstrated the intended path to change the diagnostic 

imaging date.  

6.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

No critical use errors were identified or observed as part of this usability test.  

 

Three errors were committed during the subtask change the diagnostic 

imaging order. All three errors were related to indicating a change in the date 

in a way not using the intended design. One participant used the calendar to 

denote the lab needed to be done as soon as possible. One participant noted 

the change in the imaging date state using the appointment field, which is 

how her office current completes this task. During the post-task interview, 

each participant demonstrated selecting ASAP from the drop down filed. One 
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participant did not select ASAP in the drop down but instead indicated 

“important”. 

 

These errors can be attributed to an artifact of testing and lack of familiarity 

with the system test configuration. System users will be familiar with the 

system and policy at the practice regarding this type of documentation. 

 

EFFECTIVENESS 

  

Performance of the subtasks was at or above the 95% success criterion. No 

critical or noncritical usability issues were identified or observed as part of this 

usability task. 

 

EFFICIENCY 

 

Noncritical usability issues associated with system inefficiency were not 

observed as part of this usability task. 

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Refer to Section 19 for the system level Satisfaction ratings. Users rated the 

scenario which included these tasks on 1 (very difficult) to 5 (very easy) scale. 

The mean for ordering imaging was 4.3 with a standard deviation of 0.8.  

  

MAJOR FINDINGS 

 

Performance was at or above 95% success criterion. No critical use errors 

were identified or observed as part of this usability test. One noncritical use 

error was identified and observed as part of this usability task related to 

indicating the timing for the diagnostic imaging was ASAP. Opportunities to 

improve the effectiveness and efficiency were identified and are described 

below. 

 

AREAS FOR IMPROVEMENT 

 

Areas for improvement related to effectiveness and efficiency include: 

o Consider a screen design that optimizes visual scanning for frequently used 

fields and optimizes visual scanning of options within drop drown user 

interface elements. 

o Choose a font size that optimizes for scanning. 
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7 Results: §170.315(a)(4) Drug-Drug, Drug-

Allergy Interaction Checks - Clinical  

7.1 Task Mapping  

Table 11 maps the Drug-Drug, Drug-Allergy Interaction Checks - Clinical criteria to 

usability test tasks to aid verification that the report contains all required test 

scenarios for this EHR capability submitted for testing.  Green font is used within 

the certification criteria and within the steps for successful task completion to aid 

verification that the usability test tasks address the details of the specified criteria. 

 

Table 11.  Drug-Drug, Drug-Allergy Interaction Checks - Clinical Criteria Mapped to 

Usability Test Tasks. 

 
§ 170.315 (a)(4) Drug-drug, drug-allergy interaction checks for CPOE.  

(i) Interventions. Before a medication order is completed and acted upon during computerized provider 

order entry (CPOE), interventions must automatically indicate to a user drug-drug and drug-allergy 
contraindications based on a patient’s medication list and medication allergy list.  
(ii) Adjustments.  
(A) Enable the severity level of interventions provided for drug-drug interaction checks to be adjusted.  
(B) Limit the ability to adjust severity levels to an identified set of users or available as a system 
administrative function. 
 

 
To successfully complete this Task, participants were required to complete each of the following subtasks.   
Scenario 1: 

 Task A:  Enter Sexual Orientation 
 Task B:  Enter Gender Identity 
 Task C: Prescribe new medication (Omnicef) 
 Task D: Review and act upon Drug-Allergy interaction alert 

o Identify source of the alert content 
 Task E: Change the medication based on alert 
 Task F: e-prescribe liquid medicine 
 Task G: Find educational materials for patient problem to share with patent 
 Task H: Identify source of the linked referential CDS 

 
Scenario 4: 

 Task A: Change Flovent (fluticasone propionate), prescribed by another physician.   
 Task B: Record ProAir, prescribed by another physician.   
 Task C: Order med  
 Task D: Review and act upon Drug-Drug interaction alert (Task for Integrity of Information, 

NISTIR 7804-1) 
o Identify source of the alert content 

 Task E: Drug- Dosage error 

 Task F: Review medication list history 
 
Scenario 7: 

 Task A: Record, parse and display a device (initial exposure) 
 Task B: Change the status of a device 
 Task C: Record, parse and display a device 
 Task D: Access and obtain the unique device identifier data 
 Task E: Display active devices list 
 Task F: Display all devices list 
 Task G: Order a medication with a medication allergy associated to it (Task for Integrity of 

Information, NISTIR 7804-1) 
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7.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part 

of their daily work, prescribers and nurses on behalf of prescribers attempted 

this task.  Prescriber and nurse data were combined based on the fact that 

neither the task nor the user characteristics differ based on these user roles. 

Participants were not given instructions on the Drug-Drug or Drug-Allergy 

alerts.  However, they were given the following instruction:  

 

Scenario 1, Task D: [Drug-Allergy interaction alert will come up with existing 

allergy (Penicillin)]  
“Where do you find the clinical research referenced for this alert?”   
 
Scenario 4, Task D: [Drug-Drug interaction alert will come up with existing drug 
Omnicef] 
“Where do you find the clinical reference for this alert?” 

 

Scenario 7, Task G: [Drug-Allergy interaction alert will come up with existing 
allergy Antihistamine] 

7.3 Data Analysis and Reporting - Clinical 

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above. Prescribers and nurses reviewed and acted 

upon Drug-Drug and Drug-Allergy alerts as they were presented in the context of 

the tasks.  Only the review and act upon activities associated with the drug-drug 

and drug-allergy criterion are reported in this chapter.   

 

Twenty (20) participants attempted the scenario. The usability testing results for the 

the EHRUT are detailed below (see   
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Table 12) which lists the subtasks associated Drug-Drug and Drug-Allergy 

interaction checks. 
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Table 12 Drug-Drug Interaction Checks Usability Test Results – Clinical. 

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) Mean (SD)  

Drug-Drug/Drug-Allergy 

Interaction Checks - 

Clinical 

 

Scenario 1D: Review 

and act upon Drug-

Allergy interaction alert  
20 100% 1/1 

252* 

(87) 
252*/120 0%** 

3.9* 

(0.7) 

Scenario 4D: Review 

and act upon Drug-

Drug interaction alert 

(Task for Integrity of 

Information, NISTIR 

7804-1) 

20 100% 1/1 
64* 

(46) 
64*/45 0%** 

4.7* 

(0.6) 

Scenario 7G: Review 

and act upon Drug-

Allergy (Benadryl) 

interaction alert (Task 

for Integrity of 

Information, NISTIR 

7804-1) 

20 100% 4/4 
54 

(20) 
54/45 0%** 

4.7 

(0.5) 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table: 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

1D) of reviewed and acted upon Drug-Allergy interaction alerts.  

 100% of participants (20/20) successfully (Pass) completed the task (Task 

4D) of reviewed and acted upon Drug-Drug interaction alerts.  

 100% of participants (20/20) successfully (Pass) completed the task (Task 

7G) of reviewed and acted upon Drug-Allergy (Benadryl) interaction alerts.  

7.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates.  The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error.  Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency.  As such the discussion of more serious errors and issues is provided in 
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the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.   

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.   

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section.  Associated recommendations are provided in the Areas for 

Improvement section.   

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

Alert fatigue is a known issue across the industry and was validated during 

usability testing.  Alert fatigue is a serious issue that plagues providers.  

Potential risks related to alert fatigue include desensitization to alerts and/or 

overreliance on alerts.  Throughout the usability test session, participants 

interacted with a number of warnings.  In some cases, the participant 

carefully reviewed the alert.  In other cases, the participant routinely 

dismissed the alert.  

 

Many of the Meaningful Use 3 Safety Enhanced Design criteria involve alerts 

and messages that interrupt the workflow.  As such, much of the alerting 

experienced during the usability test session was an artifact of testing.  

Configuration purposely was not set to control the severity of alerts and the 

level of alerts presented to the participants.  Depending on the scenario, both 

critical and noncritical alerts appeared.  Participants expressed frustration 

regarding over-alerting in the usability test session and in their daily practice.    

 

EFFECTIVENESS 

  

Performance of the subtasks was at or above the 95% success criterion. 

 

EFFICIENCY 

 

No noncritical system usability issues associated with drug-drug or drug-

allergy interaction alerts were observed.  
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SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Refer to Section 19 for the system level Satisfaction ratings. Users rated the 

scenario which included this task on 1 (very difficult) to 5 (very easy) scale. 

Scenario 1D included the review and act upon the Drug-Allergy interaction 

alert. The mean was 3.9 with a standard deviation of 0.7. Scenario 4D 

included the review and act upon the Drug-Drug interaction alert.  The mean 

was 4.7 with a standard deviation of 0.6. 

  

MAJOR FINDINGS 

 

Performance related to drug-drug and drug-allergy interaction alerts was 

above 95% success criterion.   The initial drug-allergy interaction alert was a 

task developed to test the Integrity of Information risk based on the NISTIR 

7804-1.  In addition, the drug-allergy (Benadryl) interaction alert was a task 

developed to test the Integrity of Information risk based on the NISTIR 7804-

1. 

 

Alert fatigue validated during usability testing highlights an industry-wide risk 

concern.  Many of the Meaningful Use 3 Safety Enhanced Design criteria 

involve alerts and messages that interrupt the workflow.  Depending on the 

scenario, both critical and noncritical alerts appeared.  The noncritical alerts 

were perceived as over-alerting.  Opportunities to improve the effectiveness 

and efficiency were identified and are described below. 

 

AREAS FOR IMPROVEMENT 

 

The Allscripts team is well aware of the industry’s known issue with alert 

fatigue.  Allscripts currently addresses alert fatigue by allowing sites to 

configure the levels of alerts and to configure what level(s) of alerts are 

presented to users. There are alerts that cannot be ignored because of patient 

safety. Allscripts has calibrated the system so as to provide safe-guards 

related to these critical alerts. In addition, Allscripts teams would like to call 

for and be involved with the development and sharing of industry best 

practices, guidelines, templates regarding safety-enhanced design that 

impacts patient safety associated with alerts and alert fatigue.    

 

Improvements related to efficiency and effectiveness were also identified 

relating to the visual layout of content provided in warnings: 

 Consider improved content layout to optimize visual scanning. 

 Choose a font size that optimizes readability. 
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 Explore alternative visual design treatments with appropriate 

interaction messages to distinguish critical alerts from less critical 

alerts, and from ‘informational’ alerts to reduce the alert fatigue.  
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8 Results: §170.315(a)(4) Drug-Drug, Drug-

Allergy Interaction Checks - Configuration  

8.1 Task Mapping  

Table 13 maps the Drug-Drug, Drug-Allergy Interaction Checks criteria to usability 

test tasks to aid verification that the report contains all required test scenarios for 

this EHR capability submitted for testing. Green font is used within the certification 

criteria and within the steps for successful task completion to aid verification that the 

usability test tasks address the details of the specified criteria. 

 

Table 13. Drug-Drug, Drug-Allergy Interaction Checks Configuration Criteria Mapped 

to Usability Test Tasks. 

 
§ 170.314 (a)(2) Drug-drug, drug-allergy interaction checks for CPOE.  
(i) Interventions. Before a medication order is completed and acted upon during computerized provider 
order entry (CPOE), interventions must automatically indicate to a user drug-drug and drug-allergy 
contraindications based on a patient’s medication list and medication allergy list.  
(ii) Adjustments.  
(A) Enable the severity level of interventions provided for drug-drug interaction checks to be 
adjusted.  
(B) Limit the ability to adjust severity levels to an identified set of users or available as a system 
administrative function. 
Note: This system can only limit the ability to adjust severity levels at the individual level by assigning 

the individual an administrator role. Both Allscripts and all system administrators who participated in this 

test confirmed this. Thus, the criterion was not included in the usability test. 

 

 
To successfully complete the configuration task, participants were required to complete each of the 
following subtasks. Only activities related to § 170.314 (a)(2) drug-drug, drug-allergy interaction checks 
will be discussed in this chapter.  
Configuration Scenario 1: 
 Task A: Adjust Onset for drug-drug interactions  
 Task B: Adjust Drug-Drug severity level 
 Task C: Enable a MU recommendation for a specific set of users at a specific location 
 Task D: Enable a MU recommendation for all doctors 
 

8.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, analysts attempted this task. Participants were given the following 

instruction:  

 

Configuration Scenario, Task A: 

Prescribing doctors are complaining that the onset for the drug-drug interaction checks is 

too slow. Change the system settings so that the onset of the alert is “Rapid”. 

 

 

Configuration Scenario, Task B: 

Prescribing doctors are complaining about being notified too often for drug-drug 

interactions. Change the system settings so that alerts will pop up for the doctors only 

when the severity of drug-drug interactions are “Major”. 



 
 

 

  

 

 Solution Design Document  Page 60 of 174 

 

 

 

 

 

8.3 Data Analysis and Reporting - Configuration 

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above. Participants who failed to follow session and 

task instructions had their data excluded from the analyses. Two participants (C1 

and C2) do not have data that was included in the Task A results. Participants C1 

and C2 performed a similar task, but their task focused on adjustments for Drug-

Drug Interaction checks for Immunizations. Because this was a different task, their 

results were not included in the analyses below.  

 

The results from participant C12 were not included in Task B due to an artifact of 

testing. Participant C12 performed the task using the golden path, however s/he did 

not complete the task because the “Save” button was not pressed. When asked why 

“Save” was not pressed, C12 stated s/he didn’t think it was necessary to complete 

the task because the moderator’s instructions specifically stated: 

 

“You will be asked to complete these tasks on your own trying to do them as 

quickly as possible with the fewest possible errors or deviations. Do not do 

anything more than asked.”  

 

In addition, the task states:  

 

“Prescribing doctors are complaining about being notified too often for drug-

drug interactions. Change the system settings so that alerts will pop up for the 

doctors only when the severity of drug-drug interactions are ‘Major’.” 

 

Since it does not clearly state the system settings need to be saved and the 

directions asked the participants to not do any more than was asked, this was 

considered an artifact of testing and was not included in the results. 

 

Fifteen (15) participants initially attempted the scenario, but as explained above, not 

all 15 were included in the results. The usability testing results for the EHRUT are 

detailed below (see   
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Table 14) which lists out the usability test results for each subtask. 
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Table 14. Drug-Drug Interaction Checks Usability Test Results – Configuration. 

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Task 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) 

 

Mean (SD)  

Adjust Severity 

Levels of Drug-

Drug Interaction 

Checks 

 

Task C1A Locate and 

Change Drug-Drug 

Interaction Alert Onset  

13 100% 6/6 
43 

(33) 
43/27 0%** 

4.3  

(0.8) 

Task C1B Locate and 

Change Drug-Drug 

Interaction Alert 

Severity Level  

14 100% 3/3 
22 

(11) 
22/21 0%** 

4.5  

(0.5) 

** Reporting the % Task Failures. 

 

As indicated in the table and after potentially minimal training: 

 100% of participants (13/13) successfully (Pass) completed the task (Task 

C1A) of locating and changing the alert onset for Drug-Drug interactions.  

o One participant had a close call and changed the alert onset for Drug-

Drug Immunization interactions. The participant caught the mistake 

and completed the task. 

 100% of participants (14/14) successfully (Pass) completed the task (Task 

C1B) of locating and changing the Drug-Drug interaction alert severity level. 

8.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associate mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  
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Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

No critical or noncritical use errors were identified or observed as part of this 

scenario.  

 

EFFECTIVENESS 

  

Performance of the subtasks was at or above the 95% success criterion. 

 

EFFICIENCY 

 

Noncritical system usability issues that did not result in use errors were 

identified and provide opportunities for improvement related to the efficiency 

of this feature. A user interface design element that contributed to poor 

efficiency was there are two administrative areas related to drug-drug 

interactions. Some participants navigated to the other drug-drug interaction 

location, before navigating to the correct drug-drug interaction location. 

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a task level. Refer to 

Section 19 for the system level Satisfaction ratings. Satisfaction levels were 

rated on a 1 (very difficult) to 5 (very easy) scale. The level of satisfaction for 

configuring drug-drug interactions tasks were rated at 4.3 and 4.5. 

 

MAJOR FINDINGS 

 

Performance was at or above 95% success criterion. No critical or noncritical 

use errors were identified or observed as part of this scenario. Opportunities 

to improve the effectiveness and efficiency were identified and are described 

below. 

 

AREAS FOR IMPROVEMENT 

 

Areas for improvement related to effectiveness and efficiency include: 
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 Either consider redesigning the two administrative areas related to 

drug-drug interaction as one area or consider supplying a link for each 

location in the alternative drug-drug interaction administrative area. 
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9 Results: 170.315(a)(5) Demographics 

9.1 Task Mapping  

Table 15 maps the Demographics criteria to usability test tasks to aid verification that 

the report contains all required test scenarios for this EHR capability submitted for 

testing. Green font is used within the certification criteria and within the steps for 

successful task completion to aid verification that the usability test tasks address the 

details of the specified criteria. 

 

Table 15. Demographics Criteria Mapped to Usability Test Tasks. 

§ 170.315(a)(5) Demographic 

(i) Enable a user to record, change, and access patient demographic data including race, 
ethnicity, preferred language, sex, sexual orientation, gender identity, and date of birth. 

(A) Race and ethnicity. 
(1) Enable each one of a patient’s races to be recorded in accordance with, at a 
minimum, the standard specified in § 170.207(f)(2) and whether a patient declines 
to specify race. 
(2) Enable each one of a patient’s ethnicities to be recorded in accordance with, 
at a minimum, the standard specified in § 170.207(f)(2) and whether a patient 
declines to specify ethnicity. 
(3) Aggregate each one of the patient’s races and ethnicities recorded in accordance 
with paragraphs (a)(5)(i)(A)(1) and (2) of this section to the categories in the 
standard specified in § 170.207(f)(1). 

(B) Preferred language. Enable preferred language to be recorded in accordance with 
the standard specified in § 170.207(g)(2) and whether a patient declines to specify a 
preferred language. 
(C) Sex. Enable sex to be recorded in accordance with the standard specified in § 
170.207(n)(1). 
(D) Sexual orientation. Enable sexual orientation to be recorded in accordance with 
the standard specified in § 170.207(o)(1) and whether a patient declines to specify 
sexual orientation. 
(E) Gender identity. Enable gender identity to be recorded in accordance with the 
standard specified in § 170.207(o)(2) and whether a patient declines to specify gender 
identity. 

(ii) Inpatient setting only. Enable a user to record, change, and access the preliminary cause of 
death and date of death in the event of mortality 
 

Note: All participants confirmed that their office Practice Management (PM) systems are used 

to enter patient’s sex and date of birth. Thus, entering sex and date of birth are not tasks done 

in the TouchWorks EHR system and the criterion was not included in the usability test. 

 

Note: A user’s ability to specify that a patient “declines to specify” for the demographic criteria 

specified above are completed with the same user interface element (dropdown menu) in the 

same method (click the dropdown and choose the option “declines to specify”). This user 

interface element was only tested once based on common usability testing procedures and 

good practices. 

 

 
To successfully complete this Task, participants were required to complete each of the 
following subtasks: 
Scenario 1: 

 Task A: Enter Sexual Orientation 
o Declines to specify 

 Task B: Enter Gender Identity  
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 Task C: Prescribe new medication (Omnicef) 
o Add a reason for the order 

 Task D: Review and act upon Drug-Allergy interaction alert 
 Task E: Change the medication to Azithromycin based on alert 
 Task F: e-prescribe liquid medicine 
 Task G: Find educational materials for patient problem to share with patent 
 Task H: Identify source of the linked referential CDS 
 

Scenario 6: 
 Pre-Task: Choose correct patient  
 Task A: Record demographics:  

o Race 
o Ethnicity  

o Language 
 Task B: Change demographics  

o Language 

 
Scenario 9 

 Task A: Identification of gender on patient banner 
 Task B: Remove (change) old diagnosis of broken arm from Problem List 
 Task C: Review Problem List History 
 Task D: Record Diagnosis of Knee Pain 
 Task E: Prescribe Naproxen 
 Task F: Order CBC 
 Task G: Order MRI 
 Task H: Change the lab’s date 
 Task I:  Change the image’s date  

 

9.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses (on behalf of a physician) attempted this task. 

Prescriber and nurse data were combined based on the fact that neither the task 

nor the user characteristics differ based on these user roles. Participants were given 

the following instruction:  
 

Scenario 1, Task A: “Add the following information to Mrs. Smith’s record: 

 Sexual Orientation: Declined 

 

Scenario 1, Task B: “Mrs. Smith is coming in for a medication check and a sinus 

infection. Add the following information to Mrs. Smith’s record: 

 Identifies As: Female 

 

Scenario 6, Task A: “Enter the following information into the patient’s record: 

 Date of Birth: 11/ 7/ 1990 

 Sex: Male 

 Race: Black or African American & Pawnee  

 Ethnicity: Not Hispanic or Latino  

 Preferred Language: Declined 
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Scenario 6, Task B: “The patient states he may have made a mistake on his 

paperwork. He reviews and updates his paperwork. The following needs to be 

updated: 

 Date of Birth: 1/7/ 1990 

 Preferred Language: English 

 

Scenario 9, Task A: “What gender is your next patient? How do you know this?” 

9.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above.  

 

Twenty (20) participants attempted the scenario. Task performance was not 

differentiated by provider type (prescriber, nurse). Therefore, the data was not 

separated by user role. The usability testing results for the EHRUT are detailed below 

(see Table 16) which lists out the usability test results for each subtask to evaluate 

the Demographics certification criteria. 

 

Table 16. Demographics Usability Test Results.  

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed 

/ Optimal)  

 

(%) Mean (SD)  

Record Sexual 

Orientation / 

Gender Identity  

 

Task 1A: Enter Sexual 

Orientation 
20 100% 6/4 

252* 

(87) 
252*/120 

0%** 
3.9* 

(0.7) Task 1B: Enter Gender 

Identity 
20 95% 3/3 5%** 

Record and Change 

Demographics 
 

Task 6A: Record 

demographics 
20 85% 11/10 

183* 

(58) 
183*/180 

15%** 
4.1* 

(1.0) Task 6B: Change 

demographics 
20 100% 4/4 0%** 

Review Gender  

Task 9A: Review gender 

of patient 
20 90% 1/1 

297* 

(120) 
297*/180 10%** 

4.3* 

(0.8) 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 
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As indicated in the table: 

 

Scenario 1 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

1A) of entering sexual orientation. 

o Two (2) participants tried to complete the task through the patient’s 

social history. During the post-task interview, the moderator 

prompted each of the participants to demonstrate entering sexual 

orientation in the patient’s demographics area. Each of the 

participants successfully demonstrated entering sexual orientation in 

the patient’s demographics area.  

o Five (5) participants had difficulty navigating to the patient’s 

demographics area. During the post-task interview, the moderator 

prompted each of the participants to demonstrate entering sexual 

orientation in the patient’s demographics area. Each of the 

participants successfully demonstrated entering sexual orientation in 

the patient’s demographics area.  

 95% of participants (19/20) successfully (Pass) completed the task (Task 

1B) of entering gender identity. 

o One (1) participant completed a similar task to entering gender 

identity, thinking she was completing the correct task due to 

misinterpretation with the instructions or short-term memory lapse. 

During the post-task interview, the moderator prompted the 

participant to demonstrate entering gender identity in the patient’s 

demographics area. The participant successfully demonstrated 

entering gender identity in the patient’s demographics area.  

o One (1) participant chose the wrong option when entering gender 

identity, thinking she was completing the correct task due to 

misinterpretation with the instructions or short-term memory lapse. 

During the post-task interview, the moderator prompted the 

participant to demonstrate entering gender identity in the patient’s 

demographics area. The participant successfully demonstrated 

entering gender identity in the patient’s demographics area.  

 

Scenario 6 

 85% of participants (17/20) successfully (Pass) completed the task (Task 

6A) of recording demographics. 

o One (1) participant chose the wrong option (i.e., American Indian) 

when entering race. During the post-task interview, the moderator 

prompted the participant to demonstrate entering the correct option 

(i.e., Pawnee) for the patient’s race. The participant successfully 

demonstrated entering race. 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

6B) of changing demographics. 
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Scenario 9 

 90% of participants (18/20) successfully (Pass) completed the task (Task 

9A) of reviewing the gender of the patient. 

o One (1) participant tried to complete the task in the patient’s 

demographics area. Due to a configuration issue with the system, the 

gender of the patient did not display in the patient’s demographics 

section. During the post-task interview, the moderator prompted the 

participants to review the gender in the patient banner. The 

participant successfully demonstrated reviewing the patient’s gender 

in the patient banner. 

9.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

Critical use errors were identified as part of the demographics tasks. The 

same two errors were observed when each of two participants only added one 

race option instead of two because the design of the element to display the 

chosen race was too small to see more than one race. The subtask failure is 

attributed to users’ lack of familiarity and the design of the display element 

being too small.  
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Another critical use error was seen when one participant did not complete the 

task because s/he did not want to scroll to find the race. The subtask failure is 

attributed to users’ lack of familiarity and the design of the race dropdown 

element being too small, such that much scrolling was required.  

 

Seven errors were observed during the subtask entering sexual orientation. 

These errors were related to navigating to the appropriate area in the EHR. 

Two participants initially navigated to the patient’s social history and five 

participants were unclear where to navigate to complete the task. During the 

post-task interview, each participant successfully demonstrated entering 

sexual orientation in the patient’s demographics area. These noncritical 

usability task errors were observed and attributed to unfamiliar navigation in 

this part of the application.  

 

One participant elected the wrong field (race) instead of sexual orientation. 

The subtask failure is attributed to an artifact of testing. The participant either 

misunderstood the task or had a short-term memory lapse. 

 

Two other errors were seen in the task of entering gender identity. One 

participant completed a similar task to entering gender identity and another 

participant chose the wrong option when entering gender identity. Both 

participants thought they were completing the correct task. The subtask 

failures are considered an artifact of testing and are attributed to 

misinterpretation of the instructions or short-term memory lapse.  

 

One noncritical error was seen when one participant chose the wrong option 

(i.e., American Indian) when entering race. During the post-task interview, the 

participant successfully demonstrated entering race. This subtask failure was 

observed and attributed to unfamiliarity with this part of the application. 

 

One noncritical error was observed and was due to a configuration issue with 

the system. The participant tried to complete the task of reviewing the 

patient’s gender in the patient’s demographics area. During the post-task 

interview, the participant successfully demonstrated reviewing the patient’s 

gender in the patient banner. 

 

Two errors were seen when each of two participants could not find the gender 

of the patient. One participant was used to seeing the gender in the middle of 

the patient banner and didn’t look near the patient’s name. This error is due 

to an artifact of testing. This subtask failure was attributed to unfamiliarity 

with this part of the application and differences between configuration of the 

test system and the participant’s clinical system. Another participant was 

unsure where to find the gender. This subtask failure was attributed to 

unfamiliarity with this part of the application. 
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EFFECTIVENESS 

  

Performance for recording demographics fell below the 95% success criterion. 

The contributing factors were lack of familiarity with this feature, the design of 

the display element was too small, and the design of the dropdown element 

was too small.  
 

Performance for reviewing gender of patient fell below the 95% success 

criterion. The contributing factor was lack of familiarity with this feature. 

 

Other task failures were associated with misinterpretation of the instructions 

or short-term memory lapse, unfamiliar navigation, and a configuration issue. 

The remaining task failures were a result of critical use errors described in the 

error analysis.  

 

EFFICIENCY 

 

Noncritical system usability issues that did not result in use errors were 

identified and provide opportunities for improvement related to the efficiency 

of this feature. Some participants did not see the text entry option and would 

instead scroll for a period of time before choosing the appropriate option.  

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Refer to Section 19 for the system level Satisfaction ratings. Users rated the 

scenario which included these tasks on 1 (very difficult) to 5 (very easy) scale. 

For the tasks associated with entering sexual orientation and entering gender 

identity, the mean satisfaction was 3.9 with a standard deviation of 0.7. For 

the task associated with recording and changing demographic information, the 

mean satisfaction was 4.1 with a standard deviation of 1.0. For the task 

associated with reviewing the gender of the patient, the mean ease of use 

rating was 4.3 with a standard deviation of 0.8.  

 

MAJOR FINDINGS 

 

Performance for: 

 Entering sexual orientation was at or above the 95% success criterion 

 Entering gender identity was at or above the 95% success criterion 

 Recording demographics fell below the 95% success criterion 

 Changing demographics was at or above the 95% success criterion 

 Reviewing gender of patient fell below the 95% success criterion 
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Opportunities to improve effectiveness and efficiency were identified and are 

described below. 

 

AREAS FOR IMPROVEMENT 

 

As part of an on-going improvement process, Allscripts is prioritizing findings 

from this usability test and determining how and when to fit redesign and UCD 

iterative activities in the schedule. 

 

In addition, Allscripts continues to work closely with customers to assure user-

friendly designs, including ongoing formative usability testing with users to 

support iterative design and development per UCD process guidelines. The 

current mitigation strategy is:  

 To encourage customers to train users in the use of the current design. 

 Consider redesigning the dropdown element for patient race and 

ethnicity to be larger horizontally and to display more options.  
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10 Results: 170.315(a)(6) Problem List  

10.1 Task Mapping  

Table 17 maps the Problem List criteria to usability test tasks to aid verification that 

the report contains all required test scenarios for this EHR capability submitted for 

testing. Green font is used within the certification criteria and within the steps for 

successful task completion to aid verification that the usability test tasks address 

the details of the specified criteria. 

 

Table 17. Problem List Criteria Mapped to Usability Test Tasks. 

 
§ 170.315 (a)(6) Problem list.  
Enable a user to record, change, and access a patient's active problem list: 
(i) Ambulatory setting only. Over multiple encounters in accordance with, at a minimum, the version of 
the standard specified in § 170.207(a)(4).  
(ii) Inpatient setting only. For the duration of an entire hospitalization in accordance with, at a minimum, 
the version of the standard specified in § 170.207(a)(4). 
 

 
To successfully complete this task, participants were required to complete each of the following subtasks:  
 
Scenario 9 

 Task A: Identification of gender on patient banner 
 Task B: Remove (change) old diagnosis of broken arm from Problem List 
 Task C: Review Problem List History 
 Task D: Record Diagnosis of Knee Pain 
 Task E: Prescribe Naproxen 
 Task F: Order CBC 
 Task G: Order MRI 
 Task H: Change the lab’s date 

 Task I: Change the image’s date  
 

10.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses (on behalf of a physician) attempted this task. 

Prescriber and nurse data were combined based on the fact that neither the task 

nor the user characteristics differ based on these user roles. Participants were given 

the following instruction:  
 

Scenario 9 

Task B: “While reviewing Chris’s problem list, you notice an old diagnosis of fractured 

right arm is still listed as a current problem, please update the system so that the 

fractured right arm is no longer listed as a current problem and is viewable in the past 

medical history.” 

 

Task C: “Has the patient had any previous issues with his knee? How do you know?” 

 

Task D: “Chris has come in due to his football injuries. Please add a diagnosis of Pain in 

right knee to his record, order Naproxen, and a CBC with partial differential. Also add a 

diagnosis of frequent headaches and an MRI Head without contrast.” 



 
 

 

  

 

 Solution Design Document  Page 74 of 174 

 

 

 

 

 

 “Chris has no known allergies. Please go ahead and document that and then continue 

with your task.” 

10.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above.  

 

Twenty (20) participants attempted the scenario. Task performance was not 

differentiated by provider type (prescriber, nurse). Therefore, the data was not 

separated by user role. The usability testing results for the EHRUT are detailed below 

(see Table 18) which lists out the usability test results for each subtask in the 

Problem List task. 

 

Table 18. Problem List Usability Test Results.  

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) 

 

Mean (SD)  

Record, Change and 

Access Problem List 
 

Task 9B: Remove 

(change) old diagnosis 

of broken arm from 

Problem List 

20 100% 6/5 

297* 

(120) 
297*/180 

0%** 

4.3* 

(0.8) Task 9C: Review 

Problem List History 
20 100% 1/1 0%** 

Task 9D: Record 

Diagnosis of Knee Pain 
20 100% 5/5 0%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table: 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

9B) of removing a (changed) old diagnosis of broken arm from Problem List 

 Two (2) participants misunderstood the instructions and suppressed rather 

than resolved the old diagnosis. During the post-task interview, the 

moderator prompted each of the participants to demonstrate how to remove 

the old diagnosis of a broken arm. Each of the participants was able to 

complete the task. 

 One (1) participant had confusion navigating to the correct screen. During 

the post-task interview, the moderator prompted the participant to 
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demonstrate how to remove the old diagnosis of a broken arm. The 

participant was able to complete the task. 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

9C) of reviewing the Problem List History 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

9D) of recording Diagnosis of Knee Pain 

10.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

No critical use errors were identified or observed as part of this usability task. 

 

Noncritical use errors were observed and attributed to artifacts of testing. Two 

participants misunderstood the instruction (resolve versus suppress). During 

the post-task interview, the participants successfully demonstrated removing 

an old diagnosis from the Problem List. One participant, who did not perform 

this type of task in her clinical setting, was unfamiliar with the navigation for 

this task. The test moderator prompted the participant to navigate to the 

appropriate section and then the participant successfully completed the task. 
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EFFECTIVENESS 

 

Task performance for accessing a patient’s active problem list over multiple 

encounters, recording, and changing a patient’s active problem list was at or 

above the 95% success criterion. 

 

Errors associated with changing an existing problem are described above. No 

other errors were observed. 

 

EFFICIENCY 

 

Noncritical usability issues associated with resolving versus suppressing a 

problem were observed during testing. Thinking about the difference between 

similar but different actions contributes to system inefficiency. In addition, one 

method of moving an active problem to past medical history requires the user 

to choose checkboxes in a specific order. If a user is not familiar with this 

order, it can become an inefficient method to complete this type of task. 

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Refer to Section 19 for the system level Satisfaction ratings. Users rated the 

scenario which included this task on 1 (very difficult) to 5 (very easy) scale. 

The mean was 4.2 with a standard deviation of 0.8. 

  

MAJOR FINDINGS 

 

Performance was at or above 95% success criterion. No critical use errors 

were identified or observed as part of this usability task. Opportunities to 

improve the effectiveness and efficiency were identified and are described 

below. 

 

AREAS FOR IMPROVEMENT 

 

Opportunities to improve effectiveness and efficiency were identified and 

include: 

 Investigation of optimizing action labels to assure users can accurately 

and quickly predict the action. 

 Allow workflow to directly move problems into or out of appropriate 

lists. 
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11 Results: 170.315(a)(7) Medication List  

11.1 Task Mapping  

Table 19 maps the Medication List criteria to usability test tasks to aid verification 

that the report contains all required test scenarios for this EHR capability submitted 

for testing. Green font is used within the certification criteria and within the steps 

for successful task completion to aid verification that the usability test tasks address 

the details of the specified criteria. 

 

Table 19. Medication List Criteria Mapped to Usability Test Tasks. 

 
§ 170.315(a)(7) Medication list.  
Enable a user to record, change, and access a patient's active medication list as well as medication 
history: 
(i) Ambulatory setting. Over multiple encounters. 
(ii) Inpatient setting. For the duration of an entire hospitalization. 
 

 
To successfully complete this task, participants were required to complete each of the following subtasks.  

 
Scenario 4: 

 Task A: Change Flovent (fluticasone propionate), prescribed by another physician.  
 Task B: Record ProAir, prescribed by another physician.  
 Task C: Order med  
 Task D: Review and act upon Drug-Drug interaction alert 

o Identify source of the alert content 
 Task E: Review medication list history 

  

11.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses (on behalf of a physician) attempted this task. 

Physician and nurse data were combined based on the fact that neither the task 

nor the user characteristics differ based on these user roles. Participants were given 

the following instruction:  
 

Scenario 4 

Task A: “Mike is now seeing sees another doctor for his Asthma and that doctor has 

increased the dosage of his Flovent (fluticasone propionate) HFA from 110 mcg to 220 

mcg. …Update his medical record. 

 

Task B: The doctor also prescribed ProAir RespiClick 108 for him. Update his medical 

record.  

 

Task E: “If you wanted to see the previous medications that your patient has been on, 

how would you do that?” 
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11.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above. Participants who failed to follow session and 

task instructions had their data excluded from the analyses.  

 

Twenty (20) participants attempted the scenario. Task performance was not 

differentiated by provider type (prescriber, nurse). Therefore, the data was not 

separated by user role. The usability testing results for the EHRUT are detailed below 

(see Table 20) which lists out the usability test results for each subtask in the 

Medication List task. 

 

Table 20. Medication List Usability Test Results.  

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) 

 

Mean (SD)  

Record, Change 

and Access 

Medication List 

 

Task 4E: Access and 

review patient's active 

and historical 

medications 

20 100% 2/2 
64* 

(46) 
64*/45 0%** 

4.7* 

(0.6) 

Task 4A: Change 

existing medication  
20 100% 6/6 

115* 

(40) 
115*/120 

0%** 

4.5* 

(0.8) Task 4B: Add New 

Medication 
20 90% 9/8 10%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table: 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

4E) of reviewing the patient’s active and historical medications.  

 100% of participants (20/20) successfully (Pass) completed the task (Task 

4A) of changing existing medication details. 

 90% of participants (18/20) successfully (Pass) completed the task (Task 

4B) of adding a new medication and associated details. 
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11.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

Two critical use errors were identified or observed as part of this usability 

task. One participant inadvertently ordered the medication when s/he thought 

s/he was recording the medication but not ordering. The root cause was a 

click target was too small and the visual feedback was not effective. One 

participant selected the wrong medication. During the post task interview, the 

participant stated s/he did not realize the wrong medication was selected. A 

contributing factor was the medication list is not optimized for scanning and 

the click target is small. 

 

EFFECTIVENESS 

 

Task performance for adding a new medication fell below the 95% success 

criterion. Task performance for changing an existing medication and reviewing 

the patient’s active and historical medications was at or above the 95% 

success criterion. 

 

Errors associated with adding a new medication are described above. No other 

errors were observed. 
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EFFICIENCY 

 

No noncritical system usability issues associated with the medication list tasks 

were observed.  

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Refer to Section 19 for the system level Satisfaction ratings. Users rated the 

scenario which included this task on 1 (very difficult) to 5 (very easy) scale. 

Adding a new medication and changing an existing medication were 

associated with Scenario 4.1 The mean was 4.5 with a standard deviation of 

0.8. Accessing and reviewing historical medications was associated with 

Scenario 4.2. The mean was 4.7 with a standard deviation of 0.6.  

  

MAJOR FINDINGS 

 

Task performance for adding a new medication fell below the 95% success 

criterion. Task performance for changing an existing medication and reviewing 

the patient’s active and historical medications was at or above the 95% 

success criterion. No noncritical use errors were identified or observed as part 

of this usability task. Opportunities to improve the effectiveness and efficiency 

were identified and are described below. 

 

AREAS FOR IMPROVEMENT 

 

Opportunities to improve effectiveness and efficiency were identified and 

include: 

 Consider a design with large click targets optimized for fast and accurate 

clicking. 

 Review the timing of visual and auditory click feedback for opportunities to 

mitigate click errors. 
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12 Results: 170.315(a)(8) Medication Allergy 

List  

12.1 Task Mapping  

Table 21 maps the Medication Allergy List criteria to usability test tasks to aid 

verification that the report contains all required test scenarios for this EHR 

capability submitted for testing. Green font is used within the certification criteria 

and within the steps for successful task completion to aid verification that the 

usability test tasks address the details of the specified criteria. 

 

Table 21. Medication Allergy List Criteria Mapped to Usability Test Tasks. 

 
§ 170.315 (a)(8) Medication allergy list.  
Enable a user to record, change, and access a patient's active medication allergy list as well as 
medication allergy history: 
(i) Ambulatory setting. Over multiple encounters. 
(ii) Inpatient setting. For the duration of an entire hospitalization. 
 

 
To successfully complete the task, participants were required to complete each of the following subtasks:  
 
Scenario 2 

 Task A: Add new allergic reaction to Penicillin medication allergy 
 Task B: Update (change) reaction to aspirin medication allergy 
 Task C: Review medication allergy history 

 

12.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses (on behalf of a physician) attempted this task. 

Physician and nurse data were combined based on the fact that neither the task 

nor the user characteristics differ based on these user roles. Participants were given 

the following instruction:  
 

Scenario 2 

Task A: “About a month ago Mr. Mitchell developed an allergic reaction to Penicillin and 

got a mild rash. Add information about the allergic reaction to Penicillin to Mr. Mitchel’s 

existing allergies.” 

 

Task B: “Mr. Mitchell’s reaction to Aspirin used to be a rash, but now he has an 

anaphylaxis reaction, as well. Review his allergies and update his Aspirin reaction. “  

 

Task C: “When was Mr. Mitchell’s first reaction to Aspirin?” 

12.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above.  
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Twenty (20) participants attempted the scenario. Task performance was not 

differentiated by provider type (prescriber, nurse). Therefore, the data was not 

separated by user role. The usability testing results for the EHRUT are detailed below 

(see Table 22) which lists out the usability test results for each subtask in the 

Medication Allergy List task. 

 

Table 22. Medication Allergy List Test Results.  

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) Mean (SD)  

Record, Change 

and Access 

Medication Allergy 

List 

 

Task 2A: Add new 

medication allergy and 

details 

20 100% 14/12 

127* 

(63) 
127*/120 

0%** 

4.2* 

(0.8) 

Task 2B: Change 

existing Medication 

Allergy 

20 100% 8/8 0%** 

Tack 2C: Review 

medication allergy 

history 

20 95% 2/2 5%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table: 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

2A) of adding a new medication allergy and associated details. 

o One participant noted the allergic reaction as an annotation. During 

the post-task interview, the moderator prompted the participant to 

demonstrate adding the allergic reaction using a different method that 

would result in coded data. The participant successfully demonstrated 

the intended task. 

o One participant’s system is configured differently than the test 

system. In the participant’s system, the list of allergic reactions 

appears automatically. During the post-task interview, the moderator 

prompted the participant to demonstrate how to navigate to the list 

of allergic reactions. The participant was able to complete the task 

after being prompted. 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

2B) of changing existing medication allergy details. 
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o One participant removed the “rash” reaction. During the post-task 

interview, the participant responded that she chose to remove the 

“rash” reaction because she said the anaphylaxis is more important 

and this is the procedure they follow at their office 

 95% of participants (19/20) successfully (Pass) completed the task (Task 

2C) of reviewing the patient’s medication allergy history.  

12.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

One error was observed in which the participant was unable to review past 

medication allergies. This was not a task the participant does in her current 

practice. The subtask failure is attributed to unfamiliar navigation in this part 

of the application.  

 

Successful task performance required participants to access and review the 

patient’s medication allergy history for multiple encounters, document a new 

medication allergy, and to modify an existing medication allergy. Noncritical 

usability task errors were observed and attributed to users’ lack of familiarity 

with the usability test system configuration.  

A few participants experienced difficulty locating where to add/edit medication 

allergy details which resulted in extra clicks and keystrokes or resulted in the 
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participant not entering a detail. The clinical impact is that the specific 

medication allergy would be entered as coded data, but some specific detail 

would be entered as text and not coded data. During the post-task interview, 

participants described in an actual clinical situation where the user is 

documenting medication allergies, the practice has configured short lists. Also, 

in the actual clinical situation, the user is familiar with the navigation within 

the medication allergy list feature and familiar with available options available 

for documenting medication allergy details.  

 

EFFECTIVENESS 

  

Performance of the subtasks was at or above the 95% success criterion. Some 

of the task errors associated with participants not locating where to document 

medication allergy details are attributed to unfamiliarity with the usability test 

configuration. However, even in the actual clinical situation, end users will 

need to document infrequent clinical scenarios and will not be as familiar with 

the available options. 

 

EFFICIENCY 

 

Issues associated with inefficient documentation of medication allergy details 

were related to inefficiencies (extra key strokes) related to trying to find 

where to document medication allergy detail. Looking for and not finding 

where to document a medication allergy detail followed by thinking about how 

to document the detail in a different way takes more time and clicks compared 

to locating a specific item in a list and selecting it.  

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Refer to Section 19 for the system level Satisfaction ratings. Users rated the 

scenario which included this task on 1 (very difficult) to 5 (very easy) scale. 

The mean was 4.2 with a standard deviation of 0.8. 

  

MAJOR FINDINGS 

 

Performance was at or above 95% success criterion. One error was observed 

in which the participant was unable to review past medication allergies. 

Opportunities to improve the effectiveness and efficiency were identified and 

are described below. 
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AREAS FOR IMPROVEMENT 

 

As part of an on-going improvement process, Allscripts is prioritizing findings 

from this usability test and determining how and when to fit redesign and UCD 

iterative activities in the schedule. 

 

In addition, Allscripts continues to work closely with customers to assure user-

friendly designs, including ongoing formative usability testing with users to 

support iterative design and development per UCD process guidelines. The 

current mitigation strategy is:  

 To encourage customers to train users in the use of the current design. 

 Consider a design that will allow appropriate details from free text 

description to be coded in the same data type as options from check 

boxes. 
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13 Results: §170.315(a)(9) Clinical Decision 

Support - Clinical  

13.1 Task Mapping  

Table 23 maps the Clinical Decision Support – Evidence-Based Decision Support 

Interventions criteria to usability test tasks to aid verification that the report 

contains all required test scenarios for this EHR capability submitted for testing. In 

addition, the Linked Referential CDS and CDS – Source Attributes criteria are 

provided. Green font is used within the certification criteria and within the steps 

for successful task completion to aid verification that the usability test tasks address 

the details of the specified criteria. 

 

Table 23.  Clinical Decision Support - Clinical Criteria Mapped to Usability Test Tasks. 

 
§ 170.315(a)(9) Clinical Decision Support (CDS) 
(i) CDS intervention interaction. Interventions provided to a user must occur when a user is interacting 
with technology. 
(ii) CDS configuration. 
(A) Enable interventions and reference resources specified in paragraphs (a)(9)(iii) and (iv) of this section 
to be configured by a limited set of identified users (e.g., system administrator) based on a user’s role. 
(B) Enable interventions: 
(1) Based on the following data: 
(i) Problem list; 
(ii) Medication list; 
(iii) Medication allergy list; 
(iv) At least one demographic specified in paragraph (a)(5)(i) of this section; 
(v) Laboratory tests; and 
(vi) Vital signs. 

(2) When a patient’s medications, medication allergies, and problems are incorporated from a transition of 
care/referral summary received and pursuant to paragraph (b)(2)(iii)(D) of this section. 
(iii)Evidence-based decision support interventions. Enable a limited set of identified users to select 
(i.e., activate) electronic CDS interventions (in addition to drug-drug and drug-allergy contraindication 
checking) based on each one and at least one combination of the data referenced in paragraphs 
(a)(9)(ii)(B)(1)(i) through (vi) of this section. 
(iv) Linked referential CDS.  
 (A) Identify for a user diagnostic and therapeutic reference information in accordance at least one of the 
following standards and implementation specifications: 
(1) The standard and implementation specifications specified in § 170.204(b)(3). 
(2) The standard and implementation specifications specified in § 170.204(b)(4). 
(B) For paragraph (a)(9)(iv)(A) of this section, technology must be able to identify for a user diagnostic or 
therapeutic reference information based on each one and at least one combination of the data referenced 
in paragraphs (a)(9)(ii)(B)(1)(i), (ii), and (iv) of this section. 
(v) Source attributes. Enable a user to review the attributes as indicated for all CDS resources: 
(A) For evidence-based decision support interventions under paragraph (a)(9)(iii) of this section: 
(1) Bibliographic citation of the intervention (clinical research/guideline); 
(2) Developer of the intervention (translation from clinical research/guideline); 
(3) Funding source of the intervention development technical implementation; and 
(4) Release and, if applicable, revision date(s) of the intervention or reference source. 
(B) For linked referential CDS in paragraph (a)(9)(iv) of this section and drug-drug, drug-allergy 
interaction checks in paragraph (a)(4) of this section, the developer of the intervention, and where 
clinically indicated, the bibliographic citation of the intervention (clinical research/guideline). 
 

 
To successfully complete the clinical task, participants were required to detect and acknowledge 
automatically generated Clinical Decision Support alerts as they completed each of the following tasks.  
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Only tasks related to §170.315 (a)(9) Clinical Decision Support – Clinical criteria will be discussed in this 
chapter.  
 
Scenario 1: 

 Task A:  Enter Sexual Orientation 
 Task B:  Enter Gender Identity  
 Task C: Prescribe new medication (Omnicef) 
 Task D: Review and act upon Drug-Allergy interaction alert 

o Source of the Drug-Allergy interaction alert 
 Task E: Change the medication to Azithromycin based on alert 
 Task F: e-prescribe liquid medicine 
 Task G: Find educational materials for patient problem to share with patent  
 Task H: Identify source of the linked referential CDS 

 
Scenario 4: 

 Task A: Change Flovent (fluticasone propionate), prescribed by another physician.   
 Task B: Record ProAir, prescribed by another physician.   
 Task C: Order med  
 Task D: Review and act upon Drug-Drug interaction alert 

o Source of the Drug-Drug interaction alert 
 Task E: Drug- Dosage error 
 Task F: Review medication list history 

 

Scenario 5: 
 Task A: Use InfoButton for Demographics-Diagnosis Reference 

 Task B: Identify source of the linked referential CDS 

 

Scenario 8: 

 Task A: Record a problem and view demographics and problem recommendation 

o Source of the recommendation 

 Task B: View vital signs recommendation  

o If needed: Source of the recommendation 

 Task C: View demographics recommendation  

 Task D: Record medication allergy and view medication allergy recommendation  

 Task E: View medication list recommendation 

 Task F: Record a problem and view problems list recommendation 

 Task G: Record a lab result and view lab test recommendation 

o Prescriber of the lab test (Task for Identification of Information, NISTIR 7804-1) 
 

13.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses attempted this task.  Prescriber and nurse data 

were combined based on the fact that neither the task nor the user characteristics 

differ based on these user roles. Participants were given the following instruction:  

 

Scenario 1, Task D: “If you wanted to see the clinical research referenced for this alert, 

where would you click” “Who is the developer of this intervention?”  [Drug-Allergy 

interaction alert] 

 

Scenario 1, Task G: “Get Mrs. Smith educational materials for hyperlipidemia” 

 

Scenario 1, Task H: “Who is the developer of this reference material?” 
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Scenario 4, Task D: “If you wanted to see the clinical research referenced for this alert, 

where would you click” “Who is the developer of this intervention?” [Drug-Drug 

interaction alert] 

 

Scenario 5, Task A: “You have diagnosed Thomas with Asthma.  Find potential patient 

educational material related to Thomas’s asthma which you could give to his mother.”   

 

Scenario 5, Task B: “Who is the developer of this reference material?” 

 

Scenario 8, Task A: “Your patient, Mr. Brown, has come in for a routine checkup. You 

would like to see what clinical recommendations there are for this patient.  The first CDS 

recommendation has to do with smoking. Please add that the patient is a “current every 

day smoker” to their record and then see if the Tobacco recommendation is still on the 

screen or if there are other recommendations to act upon.” 

“If you wanted to see the clinical research referenced for this alert, where would you 

click?”  

 

Scenario 8, Task B: “Please go ahead and view the next two CDS recommendations and 

then complete these recommendations.” 

Only if needed: “If you wanted to see the clinical research referenced for this alert, 

where would you click?”  

 

Scenario 8, Task C: “Please continue viewing the recommendations and then complete 

the recommendations.” 

 

 Scenario 8, Task D: “There is currently a CDS recommendation on the screen for a 

Patient that has a diagnosis of IVD (Ischemic Vascular Disease) and the consideration to 

order Aspirin or an Antithrombotic for the patient.  Mr. Brown tells you he is allergic to 

Aspirin.  Please add that to his chart and then see if that recommendation is still on the 

screen or if there are other recommendations to act upon.” 

 

Scenario 8, Task E: “Please suppress the high risk medication recommendation for this 

visit.” 

 

Scenario 8, Task F: “Please add a diagnosis of Diabetes Mellitus, Type 2 controlled and 

see if the system gives you any recommendations.  Please act upon any 

recommendations given.” 

 

Scenario 8, Task G:  

“Go ahead and do what the LDL Recommendation tells you to do.  The information you 

need for the LDL is on your Task Sheet.” 

“Based on the information provided on the screen, what provider ordered the lab tests?” 

13.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above.  One participant did not have data that was 

included in the Task G results.  The participant had difficulty understanding the 

nature of the task and why it would be performed.  No other participants had issues 

understanding the task. 

 

   

 



 
 

 

  

 

 Solution Design Document  Page 89 of 174 

 

 

 

 

 

CDS Intervention Interaction and Evidence-Based Decision Support 

Interventions 

 

Twenty (20) participants attempted the scenario.  Task performance was not 

differentiated by provider type (prescriber, nurse). Therefore, the data was not 

separated by user role.  The usability testing results for the EHRUT are detailed 

below (see ) which lists out the subtasks associated Clinical Decision Support – 

Clinical criteria.   

 

Table 24.  Clinical Decision Support – Clinical Usability Test Results.  

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) Mean (SD)  

Task 8A: Review and 

act upon CDS – 

Problem List & 

Demographics 

(Combination) 

Tobacco alert and 

smoking 

20 100% 9/7 

586* 

(174)  
586*/360 

0%** 

3.2* 

(1.0) 

Task 8B: Review and 

act upon CDS – Vital 

Signs BMI 

recommendation 

20 100% 6/5 0%** 

Task 8C: Review and 

act upon CDS – 

Demographics Falls 

screening 

recommendation 

20 90% 8/7 10%** 

Task 8D: Review and 

act upon CDS - 

Medication Allergy 

List Aspirin Allergy and 

IVD Diagnosis and 

medication 

recommendation 

20 100% 9/8 0%** 

Task 8E: Review and 

act upon CDS – 

Medication List High 

risk medications 

recommendation  

20 95% 4/4 5%** 

Task 8F: Review and 

act upon CDS – 

Problem List Diabetes 

Mellitus controlled and 

recommendation 

20 100% 8/8 0%** 
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               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) Mean (SD)  

Task 8G: Review and 

act upon CDS – 

Laboratory Test LDL 

recommendation 

19 74% 17/14 26%** 

Subtask 8G.1: Identify 

the provider of the 

laboratory order (Task 

for Identification of 

Information, NISTIR 

7804-1) 

11 

*** 
100% 0/0 0%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

*** Subtask G.1 was a validation task of the application so a smaller number of participants were asked 

to perform this task. 

 

 

As indicated in the table and after potentially minimal training: 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

8A) of reviewing and acting upon CDS Problem List & Demographics 

(Combination), Tobacco alert and smoking.  

o Five (5) participants were initially unfamiliar with the CDS icon. After 

the moderator presented the CDS icon to the participants, each 

participant successfully demonstrated the intended path to complete 

the task. 

o One (1) participant had a configuration issue. During the post-task 

interview, the moderator prompted the participant to demonstrate 

how to view the hidden CDS recommendations and the participant 

was able to complete the task. 

o Three (3) participants’ systems are configured differently than the 

test system. During the post-task interview, the moderator prompted 

two participants to demonstrate how to update the system to see the 

updated CDS recommendations and prompted one participant to 

review the CDS icon. All participants were able to complete the task 

after being prompted. 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

8B) of reviewing and acting upon CDS Vital Signs, BMI recommendation. 

 90% of participants (18/20) successfully (Pass) completed the task (8C) of 

reviewing and acting upon CDS Demographics, Falls screening 

recommendation. 
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 100% of participants (20/20) successfully (Pass) completed the task (Task 

8D) of reviewing and acting upon CDS Medication Allergy List, Aspirin Allergy 

and IVD Diagnosis and medication recommendation. 

o Two (2) participants’ systems are configured differently than the test 

system. During the post-task interview, the moderator prompted one 

participant to demonstrate how to add the allergy and prompted one 

participant to demonstrate how to update the system to see the 

updated CDS recommendations. Both participants were able to 

complete the task. 

 95% of participants (19/20) successfully (Pass) completed the task (Task 8E) 

of reviewing and acting upon CDS Medication List, High risk medications 

recommendation. 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

8F) of reviewing and acting upon CDS Problem List, Diabetes Mellitus 

controlled and recommendation. 

 74% of participants (14/19) successfully (Pass) completed the task (Task 

8G) of reviewing and acting upon CDS Laboratory Test, LDL 

recommendation. 

o One (1) participant had a configuration issue, which didn’t allow her 

to enter the LDL results like she wanted to. During the post-task 

interview, the moderator prompted the participant to demonstrate 

how to enter the LDL results using a different method and the 

participant was able to complete the task. 

o One (1) participant expected that resulting a lab through the CDS 

recommendations would work similarly to another part of the EHR. 

During the post-task interview, the moderator prompted the 

participant to demonstrate how to enter the LDL results using a 

different method and the participant was able to complete the task. 

 100% of participants (11/11) successfully (Pass) completed the task 

(Subtask 8G.1) of identifying the provider on the screen who ordered the lab. 

 

Linked Referential CDS  

  

Twenty-one (21) participants attempted to locate linked referential information for a 

a problem and for a problem and demographic. The usability testing results for the 

EHRUT are detailed below.   
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Table 25 below provides the usability test results associated with accessing linked 

referential decision support.   
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Table 25. Usability Test Results Associated with accessing linked referential decision 

support. 

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) Mean (SD)  

Task 5A: CDS - Access 

linked referential 

decision support for 

problem and 

demographic (childhood 

asthma) 

Performance after initial exposure and minimal training 

21 95% 4/3 
58* 

(49) 
58*/45 5%** 

4.7* 

(0.7) 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table: 

 After being introduced to the concept of linked referential decision (initial 

exposure with minimal training), 95% of participants (20/21) successfully 

(Pass) completed the task (Task 5A) of accessed linked referential decision 

support for a combined problem and demographic. 

 

Access Source Attributes 

 

Twenty (20) participants attempted to access the CDS, Drug-Drug and Drug-Allergy 

sources. Twenty-one (21) participants attempted to access the CDS, Drug-Drug and 

Drug-Allergy sources. The usability testing results for the EHRUT are detailed below.  
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Table 26 below provides the usability test results associated with accessing Source 

Attributes.   
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Table 26. Usability Test Results Associated with accessing source attributes. 

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) 

 

Mean (SD)  

Subtask 8A1/B1: 

Access Source 

Attributes for alerts: 

Source of the CDS alert 

20 100% 3/2 
586* 

(174) 
586*/360 0%** 

3.2*  

(1.0) 

Subtask 4D1: Access 

Source Attributes for 

alerts: Source of the 

Drug-Drug interaction 

alert 

20 95% 1/1 
64* 

(46) 
64*/45 5%** 

4.7* 

(0.6) 

Task 5B: Access 

Source Attributes for 

InfoButton: Source of 

the InfoButton content 

(problem and 

demographic) 

21 100% 0/0 
58* 

(49) 
58*/45 0%** 

4.7* 

(0.7) 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table: 

 After being introduced to the concept of source attributes (after initial 

exposure and no training), 100% of participants (20/20) successfully (Pass) 

completed the task (Task 8A1/B1) of accessed source attributes for CDS 

 After being introduced to the concept of source attributes (after initial 

exposure and no training), 95% of participants (19/20) successfully (Pass) 

completed the task (Task 4D1) of accessed source attributes for drug-drug 

interaction alerts. 

 After being introduced to the concept of source attributes (after initial 

exposure and no training), 100% of participants (21/21) successfully (Pass) 

completed the task (Task 5B) of accessed source attributes for linked 

referential decision support (InfoButton). 

13.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates.  The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error.  Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 
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considered more severe compared to noncritical system usability issues related to 

efficiency.  As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.   

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.   

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section.  Associated recommendations are provided in the Areas for 

Improvement section.   

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

Alert fatigue is a known issue across the industry and was validated during 

usability testing.  Alert fatigue is a serious issue that plagues providers.  

Potential risks related to alert fatigue include desensitization to alerts and/or 

overreliance on alerts.  Throughout the usability test session, participants 

interacted with a number of clinical decision support alerts.  In some cases, 

the participant carefully reviewed the alert.  In other cases, the participant 

routinely dismissed the alert.  

 

Many of the Meaningful Use 3 Safety Enhanced Design criteria involve alerts 

and messages that interrupt the workflow.  As such, much of the alerting 

experienced during the usability test session was an artifact of testing.  

Depending on the scenario, both critical and noncritical alerts appeared. 

Participants expressed frustration regarding over-alerting in the usability test 

session and in their daily practice. 

 

Participants also expressed frustration with the visual design of the clinical 

decision support alerts. Participants expressed that all alerts looked the same 

and it was not possible to distinguish critical from noncritical alerts. Also, 

participants expressed frustration with non-actionable alerts. Participants 

expressed these frustrations in the usability test session and in their daily 

practice.    

 

The same five errors were seen in the first task (on the combination CDS 

recommendation task) that required participants to click the CDS 

recommendations icon.  The participants were unfamiliar with the icon and 

after moderator presented the CDS icon to the participants, each participant 
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successfully demonstrated the intended path to complete the task. The 

subtask failure is attributed to the lack of familiarity with this feature.    

 

One error on the combination CDS recommendation was seen due to a 

configuration issue in which the CDS recommendations did not display as 

expected.  During the post-task interview, the participant was able to expand 

the CDS recommendations section and complete the task.  This subtask failure 

is attributed to an artifact of testing and the lack of familiarity with these 

features. 

 

Three errors on the combination CDS recommendation task occurred because 

the test system was configured differently than the participants’ clinical 

systems.  During the post-task interview, the moderator prompted two 

participants to demonstrate how to update the system to see the updated CDS 

recommendations and prompted one participant to review the CDS icon.  All 

participants were able to complete the task after being prompted.  All of the 

subtask failures are attributed to an artifact of testing and the lack of familiarity 

with these features. 

 

Two errors on the medication allergy CDS recommendation task occurred 

because the test system was configured differently than the participants’ clinical 

systems.  During the post-task interview, the moderator prompted one 

participant to demonstrate how to add the allergy and prompted one participant 

to demonstrate how to update the system to see the updated CDS 

recommendations.  Both participants were able to complete the task.  The 

subtask failures are attributed to an artifact of testing and the lack of familiarity 

with these features. 

 

Five errors were committed while resulting the lab order during the subtask to 

review and act upon a clinical decision support laboratory test.  Two 

participants had confusion between different lab results and another 

participant had a close call due to this same issue.  Two participants did not 

know the workflow required to appropriately result the lab and two 

participants had a close call due to this same issue.  One participant tried to 

input the results into an incorrect section of the lab results.  All of the subtask 

failures are attributed to the lack of familiarity with these features and 

inconsistency in design.    

 

Another close call was seen when one participant forgot to update the CDS 

recommendations.  The participant expected the CDs recommendations to 

change, and when they didn’t, s/he updated the CDS recommendations and 

then completed the task. 
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An error was seen in the task to access the linked referential decision support 

(InfoButton) for problem and demographic (childhood asthma).  The 

participant expected she could choose the InfoButton and then complete a 

search on the item of interest.  The subtask failure is attributed to the lack of 

familiarity with these features.    

 

EFFECTIVENESS 

  

Performance of reviewing and acting upon a clinical decision support 

Demographics recommendation, a Falls Screening, fell below the 95% 

acceptance criterion.  The contributing factor was lack of familiarity with the 

workflow and inconsistency in design for this recommendation.  

 

Performance of reviewing and acting upon a clinical decision support 

Laboratory Test recommendation, an LDL, fell below the 95% acceptance 

criterion.  The contributing factor was lack of familiarity with the workflow and 

inconsistency in design for this recommendation.  

 

Performance of reviewing and acting upon all other clinical decision support 

alerts in this criterion were at or above the 95% success criterion.  

Performance of accessing the InfoButton was at or above the 95% success 

criterion after first exposure to the feature.  Performance of identifying the 

Alert Source was at or above the 95% acceptance criterion after first exposure 

to the feature.   

 

EFFICIENCY 

 

Noncritical system usability issues that did not result in use errors were 

identified and provide opportunities for improvement related to the efficiency 

of this feature.  Two user interface design workflows that contributed to poor 

efficiency was the need for users to search for the lab that was recommended 

if they choose an alternative workflow that better fit their mental model and 

the need to update the CDS recommendations.   

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Refer to Section 19 for the system level Satisfaction ratings. Users rated the 

scenario which included this task on 1 (very difficult) to 5 (very easy) scale. 

Satisfaction for: 

 Reviewing and acting upon clinical decision support alerts had a mean 

of 3.2 with a standard deviation of 1.0. 

 Accessing linked referential decision support for problem and 

demographic had a mean of 4.7 with a standard deviation of 0.7. 
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 Accessing source attributes for a CDS alert had a mean of 3.2 with a 

standard deviation of 1.0. 

 Accessing source attributes for a Drug-Drug interaction alert had a 

mean of 4.7 with a standard deviation of 0.6. 

 Accessing source attributes for InfoButton (problem and demographics) 

had a mean of 4.7 with a standard deviation of 0.7. 

 

MAJOR FINDINGS 

 

Performance for: 

 Reviewing and acting upon clinical decision support alerts for Vital 

Signs, Medication Allergy List, Medication List, Problem List, and 

Problem List & Demographics (Combination) was at or above the 95% 

success criterion 

 Identifying the provider of the laboratory order, a task developed to 

test the Identification of Information risk based on the NISTIR 7804-1, 

was at or above the 95% success criterion 

 Reviewing and acting upon clinical decision support alerts for 

Demographics fell below the 95% success criterion 

 Reviewing and acting upon clinical decision support alerts for 

Laboratory Test fell below the 95% success criterion 

 Accessing linked referential decision support for a combined problem 

and demographic was at or above the 95% success criterion 

 Accessing source attributes for CDS was at or above the 95% success 

criterion 

 Accessing source attributes for drug-drug interaction alerts was at or 

above the 95% success criterion 

 Accessing source attributes for linked referential decision support 

(InfoButton) was at or above the 95% success criterion 

 

Opportunities to improve the effectiveness and efficiency were identified and 

are described below.  However, alert fatigue validated during usability testing 

highlight an industry-wide risk concern.  Many of the Meaningful Use 3 Safety 

Enhanced Design criteria involve alerts and messages that interrupt the 

workflow.  Depending on the scenario, both critical and noncritical alerts 

appeared.  The noncritical alerts were perceived as over-alerting, whereas the 

critical alerts and actionable clinical decision support were perceived as 

valuable.   
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AREAS FOR IMPROVEMENT 

 

Allscripts is designing and delivering training that includes interactive training, 

questions and answers, and other forms of high-impact training.  As part of an 

on-going improvement, Allscripts is prioritizing findings from this usability test 

and determining how and when to fit redesign and UCD iterative activities in 

the schedule. 

 

As part of an on-going improvement process, Allscripts is prioritizing findings 

from this usability test and determining how and when to fit redesign and UCD 

iterative activities in the schedule. 

 

In addition, Allscripts continues to work closely with customers to assure user-

friendly designs, including on-going formative usability testing with users to 

support iterative design and development per UCD process guidelines. The 

current mitigation strategy is:  

 To encourage customers to train users in the use of the current design. 

 To improve consistency of design across different parts of the 

application.   

 To investigate a design to improve content layout to optimize scanning 

and navigation. 
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14 Results: §170.315(a)(9) Clinical Decision 

Support - Configuration 

14.1 Task Mapping  

Table 27 maps the Clinical Decision Support Configuration criteria to usability test 

tasks to aid verification that the report contains all required test scenarios for this 

EHR capability submitted for testing.  Green font is used within the certification 

criteria and within the steps for successful task completion to aid verification that 

the usability test tasks address the details of the specified criteria. 

 

Table 27.  Clinical Decision Support Configuration Criteria Mapped to Usability Test 

Tasks. 

 
§ 170.315(a)(9) Clinical Decision Support (CDS) 
(i) CDS intervention interaction. Interventions provided to a user must occur when a user is interacting 
with technology.  
(ii) CDS configuration.  

(A) Enable interventions and reference resources specified in paragraphs (a)(9)(iii) and (iv) of this 
section to be configured by a limited set of identified users (e.g., system administrator) based 
on a user’s role.  
(B) Enable interventions:  

(1) Based on the following data:  
(i) Problem list;  
(ii) Medication list;  
(iii) Medication allergy list;  
(iv)At least one demographic specified in paragraph (a)(5)(i) of this section;  
(v) Laboratory tests; and  
(vi) Vital signs.  

(2) When a patient’s medications, medication allergies, and problems are incorporated from a 
transition of care/referral summary received and pursuant to paragraph (b)(2)(iii)(D) of this 
section.  

(iii) Evidence-based decision support interventions. Enable a limited set of identified users to select (i.e., 
activate) electronic CDS interventions (in addition to drug-drug and drug-allergy contraindication 
checking) based on each one and at least one combination of the data referenced in paragraphs 
(a)(9)(ii)(B)(1)(i) through (vi) of this section.  
(iv)Linked referential CDS.  

(A) Identify for a user diagnostic and therapeutic reference information in accordance at least one of 
the following standards and implementation specifications:  

(1) The standard and implementation specifications specified in § 170.204(b)(3). <InfoButton> 
(2) The standard and implementation specifications specified in § 170.204(b)(4). <InfoButton> 

(B) For paragraph (a)(9)(iv)(A) of this section, technology must be able to identify for a user 
diagnostic or therapeutic reference information based on each one and at least one combination of 
the data referenced in paragraphs (a)(9)(ii)(B)(1)(i), (ii), and (iv) of this section.  

(v) Source attributes. Enable a user to review the attributes as indicated for all CDS resources:  
(A) For evidence-based decision support interventions under paragraph (a)(9)(iii) of this section:  

(1) Bibliographic citation of the intervention (clinical research/guideline);  
(2) Developer of the intervention (translation from clinical research/guideline);  
(3) Funding source of the intervention development technical implementation; and  
(4) Release and, if applicable, revision date(s) of the intervention or reference source.  

(B) For linked referential CDS in paragraph (a)(9)(iv) of this section and drug-drug, drug-allergy 
interaction checks in paragraph (a)(4) of this section, the developer of the intervention, and where 
clinically indicated, the bibliographic citation of the intervention (clinical research/guideline). 

 

 
To successfully complete this Task, participants were required to complete each of the following subtasks.   
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Scenario 1: 
 Task B: Adjust Onset for drug-drug interactions for immunizations 
 Task B: Adjust Drug-Drug severity level 
 Task C: Enable a MU recommendation for a specific user  
 Task D: Enable a MU recommendation for a specific user 

o Verify on the screen who the MU recommendation is for (Task for Consistency of 
Information, NISTIR 7804-1) 

 

14.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, analysts attempted this task.  Participants were given the following 

instruction:  

 

Configuration Scenario, Task C: 

Please enable the Meaningful Use recommendation rule 22 for Doctor Zane Zurich.  Rule 

22 is Use of High-Risk Medications in the Elderly – Taking 1 or more medications. 

 
Configuration Scenario, Task D: 

Please enable the Meaningful Use recommendation rule 101 for Nurse Betty Blue. 

Rule 101 is Falls: Screening for Future Falls Risk – Screen for falls. 

“How do you know the correct recommendation is applied to the correct person?” 

14.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above. Participants who failed to follow session and 

task instructions had their data excluded from the analyses.   

 

Fifteen (15) participants attempted the scenario.  The usability testing results for 

the EHRUT are detailed below (see   
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Table 28) which lists out the usability test results for each subtask. 
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Table 28.  Clinical Decision Support Usability Test Results – Configuration. 

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Task 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) 

 

Mean (SD)  

Configure CDS 

recommendations  

 

Task C1C Locate and 

enable CDS 

recommendations for a 

physician 

15 80% 9/7 
112 

(75) 
112/97 20%** 

3.2  

(0.6) 

Task C1D Locate and 

enable CDS 

recommendations for a 

nurse 

15 100% 6/6 

69* 

(27) 
69*/61 0%** 

3.9*  

(0.6) 

Subtask C1D1 Verify on 

the screen who the MU 

recommendation is for 

(Task for Consistency of 

Information, NISTIR 

7804-01) 

15 100% 0/0 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table and after potentially minimal training: 

 80% of participants (12/15) successfully (Pass) completed the task (Task 

C1C) of locating and enabling CDS recommendations for a physician.  

 100% of participants (15/15) successfully (Pass) completed the task (Task 

C1D) of locating and enabling CDS recommendations for a nurse. 

 100% of participants successfully (Pass) verified on the screen who the MU 

recommendation is for. 

14.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates.  The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error.  Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency.  As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associate mitigation strategy is provided in the 

Areas for Improvement section.   
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Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.   

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section.  Associated recommendations are provided in the Areas for 

Improvement section.   

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

No critical use errors were identified or observed as part of this scenario. The 

Subtask failure was related to lack of exposure to the CDS console.  All 

participants were able to successfully complete the second subtask. 

 

Most participants specified that if they are unclear how to complete a task, 

they will consult help documents or peers. In addition, most participants 

described their typical check process and this check process would allow the 

participants and/or their clients to identify and correct any errors made when 

configuring the system for these types of tasks.   

 

EFFECTIVENESS 

  

Performance of the first subtask fell below 95% criterion.  The subtask failure 

was related to lack of exposure to the CDS console. 

 

EFFICIENCY 

 

Noncritical system usability issues that did not result in use errors were 

identified and provide opportunities for improvement related to the efficiency 

of this feature.  User interface design elements that contributed to poor 

efficiency were inconsistent design feedback and unclear options.   

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a task level. Refer to 

Section 19 for the system level Satisfaction ratings. Satisfaction levels were 

rated on a 1 (very difficult) to 5 (very easy) scale.  The level of satisfaction for 

configuring drug-drug interactions tasks were rated at 3.2 and 3.9. 
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MAJOR FINDINGS 

 

No critical use errors were identified or observed as part of this scenario. The 

subtask failure was related to lack of exposure to the CDS Console.  

Opportunities to improve the effectiveness and efficiency were identified and 

are described below. 

 

AREAS FOR IMPROVEMENT 

 

Areas for improvement related to effectiveness and efficiency include: 

 Differing options and terminology should be clear to the user. 
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15 Results: 170.315(a)(14) Implantable 

Devices List  

15.1 Task Mapping  

Table 29 maps the Medication List criteria to usability test tasks to aid verification 

that the report contains all required test scenarios for this EHR capability submitted 

for testing. Green font is used within the certification criteria and within the steps 

for successful task completion to aid verification that the usability test tasks address 

the details of the specified criteria. 

 

Table 29. Implantable Devices List Criteria Mapped to Usability Test Tasks. 

 

§ 170.315(a)(14) Implantable Device List 

(i) Record Unique Device Identifiers associated with a patient’s Implantable Devices.  

(ii) Parse the following identifiers from a Unique Device Identifier:  

(A) Device Identifier;  

(B) The following identifiers that compose the Production Identifier:  

(1) The lot or batch within which a device was manufactured;  

(2) The serial number of a specific device;  

(3) The expiration date of a specific device;  

(4) The date a specific device was manufactured; and  

(5) For an HCT/P regulated as a device, the distinct identification code required by 21 CFR § 

1271.290(c).  

(iii) Obtain and associate with each Unique Device Identifier:  

(A) A description of the implantable device referenced by at least one of the following:  

(1) The “GMDN PT Name” attribute associated with the Device Identifier in the Global Unique 

Device Identification Database.  

(2) The “SNOMED CT® Description” mapped to the attribute referenced in paragraph 

(a)(14)(iii)(A)(1) of this section.  

(B) The following Global Unique Device Identification Database attributes:  

(1) “Brand Name”;  

(2) “Version or Model”; Page 3 of 9  

(3) “Company Name”;  

(4) “What MRI safety information does the labeling contain?”; and  

(5) “Device required to be labeled as containing natural rubber latex or dry natural rubber (21 

CFR 801.437).”  

(iv) Display to a user an implantable device list consisting of:  

(A) The active Unique Device Identifiers recorded for the patient;  

(B) For each active Unique Device Identifier recorded for a patient, the description of the implantable 

device specified by paragraph (a)(14)(iii)(A) of this section; and  

(C) A method to access all Unique Device Identifiers recorded for a patient.  

(v) For each Unique Device Identifier recorded for a patient, enable a user to access:  

(A) The Unique Device Identifier;  

(B) The description of the implantable device specified by paragraph (a)(14)(iii)(A) of this section;  

(C) The identifiers associated with the Unique Device Identifier, as specified by paragraph (a)(14)(ii) 

of this section; and 

(D) The attributes associated with the Unique Device Identifier, as specified by paragraph 

(a)(14)(iii)(B) of this section.  

(vi) Enable a user to change the status of a Unique Device Identifier recorded for a patient.  
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To successfully complete this Task, participants were required to complete each of the following subtasks.  
Scenario 7: 

 Task A: Record, parse and display a device (initial exposure) 
 Task B: Change the status of a device 
 Task C: Record, parse and display a device 
 Task D: Access and obtain the unique device identifier data 
 Task E: Display active devices list 
 Task F: Display all devices list 
 Task G: Order a medication that has a medication allergy associated with it  
 

15.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses (on behalf of a physician) attempted this task. 

Prescriber and nurse data were combined based on the fact that neither the task 

nor the user characteristics differ based on these user roles. Participants were given 

the following instruction:  

 

Scenario 7, Task A: “Mr Gonzales states that he recently had a screw 
implanted to fix his fractured knee. Please add the knee screw to his 
record.” 
 
Scenario 7, Task B: “Mr Gonzales realizes he gave you the wrong device ID. Please 
specify this was Entered in Error and record the correct device.“ 
 
Scenario 7, Task C: “Record the Correct Device for Mr. Gonzales.” 
 
Scenario 7, Task D: “If you needed to find the Device Identifier 
information because there was a recall on these devices, where would 
you find this?” 
 
Scenario 7, Task E: “How many Active Implanted Devices does Mr. 
Gonzales currently have in his record?”  
 
Scenario 7, Task F: “How many Total Implanted Devices are recorded for Mr. Gonzales, 
this includes all devices not just active ones?” 

15.3 Data Analysis and Reporting 

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above. Participants who failed to follow session and 

task instructions had their data excluded from the analyses.  

 

Twenty (20) participants attempted the scenario. Task performance was not 

differentiated by provider type (prescriber, nurse). Therefore, the data was not 

separated by user role. The usability testing results for the EHRUT are detailed below 

(see   
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Table 30) which lists out the usability test results for each subtask. 
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Table 30. Implantable Device List Usability Test Results.  

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) 

 

Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed / 

Optimal)  

 

(%) 

 

Mean (SD)  

Review and 

Update 

Implantable 

Device List 

 

Task 7B: Change the 

status of a device 
20 65% 10/8   35%** 

3.5* 

(1.0) 

Task 7C: Record, parse, 

and display a device 

20 

Performance after initial 

exposure and minimal 

training 

263* 

(97) 
263*/120 

Perfor-

mance 

after 

initial 

exposure 

and 

minimal 

training 

100% 8/6   0%** 

Task 7D: Access and 

obtain the unique 

device identifier data 

20 100% 7/7   0%** 

Task 7E: Display active 

devices list 
20 100% 2/2   0%** 

Task 7F: Display all 

devices list 
20 100% 0/0   0%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table and after minimal training: 

 65% of participants (13/20) successfully (Pass) completed the task (Task 

7B) of changing the status of a device. 

 After being introduced to the concept of recording, parsing and displaying a 

device (initial exposure with minimal training), 100% of participants (20/20) 

successfully (Pass) completed the task (Task 7C) of recording, parsing and 

displaying a device.  

 100% of participants (20/20) successfully (Pass) completed the task (Task 

7D) of accessing and obtaining the unique device identifier data. 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

7E) of displaying the active devices list. 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

7F) of displaying the all devices list.  
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15.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 

 

ERROR ANALYSIS 

 

Changing the implantable device to a status of “Entered in Error” was chosen 

as a required task because it was seen as the most likely to cause issues for 

users. Seven (7) participants were unable to change the status of an 

implantable device to “Entered in Error”. The subtask failure is attributed to 

inconsistent design of similar functionality across different parts of the 

application.  

 

EFFECTIVENESS 

 

Performance of one subtask (change the status of the device) fell below 95% 

success criterion. One (1) participant had confusion finding the implantable 

devices area for this subtask. This was due to unfamiliarity with this new area 

in the EHR. A training packet, which included information about this task, was 

sent to the participants. Minimal training seemed to help the participants.  

 

It is expected that a more thorough training packet or training session 

developed by Allscripts on the implantable design section would help users to 

understand and correctly navigate to the implantable devices area. 

 



 
 

 

  

 

 Solution Design Document  Page 112 of 174 

 

 

 

 

 

EFFICIENCY 

 

Noncritical system usability issues that did not result in use errors were 

identified and provide opportunities for improvement related to the efficiency 

of this feature. User interface design elements that contributed to poor 

efficiency was small, gray font and unfamiliar terminology. 

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Refer to Section 19 for the system level Satisfaction ratings. Users rated the 

scenario which included this task on 1 (very difficult) to 5 (very easy) scale. 

The mean was 3.5 with a standard deviation of 1.0. 

  

MAJOR FINDINGS 

 

Performance for: 

 Changing the status of a device was below the 95% success criterion 

 Recording, parsing and displaying a device was at or above the 95% success 

criterion 

 Accessing and obtaining the unique device identifier data was at or above the 

95% success criterion 

 Displaying the active devices list was at or above the 95% success criterion 

 Displaying all devices list was at or above the 95% success criterion  

 

Opportunities to improve the effectiveness and efficiency of Implantable 

Device List were identified and are described below. 

 

AREAS FOR IMPROVEMENT 

 

Allscripts is designing and delivering training that includes interactive training, 

questions and answers, and other forms of high-impact training. As part of an 

on-going improvement, Allscripts is prioritizing findings from this usability test 

and determining how and when to fit redesign and UCD iterative activities in 

the schedule. 

 

In addition, Allscripts continues to work closely with customers to assure user-

friendly designs, including ongoing formative usability testing with users to 

support iterative design and development per UCD process guidelines. The 

current mitigation strategy is:  

 To encourage customers to train users in the use of the current design. 

 To improve consistency of similar functionality across different parts of 

the application.  
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 To investigate a design to improve content layout to optimize visual 

scanning.  
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16 Results: §170.315(b)(2) Clinical 

Information Reconciliation and Incorporation 

(CIRI)  

16.1 Task Mapping  

Table 31 the Clinical Information Reconciliation and Incorporation criteria to 

usability test tasks to aid verification that the report will contain all required test 

scenarios for this EHR capability submitted for testing. Green font is used within 

the certification criteria and within the steps for successful task completion to aid 

verification that the usability test tasks address the details of the specified criteria. 

 

Table 31. CIRI Criteria Mapped to Usability Test Tasks. 

 
§ 170.315(b)(2) Clinical Information Reconciliation and Incorporation 
(i) General requirements. Paragraphs (b)(2)(ii) and (iii) of this section must be completed based on the 
receipt of a transition of care/referral summary formatted in accordance with the standards adopted in § 
170.205(a)(3) and § 170.205(a)(4) using the Continuity of Care Document, Referral Note, and 
(inpatient setting only) Discharge Summary document templates.  
(ii) Correct patient. Upon receipt of a transition of care/referral summary formatted according to the 
standards adopted § 170.205(a)(3) and § 170.205(a)(4), technology must be able to demonstrate that 
the transition of care/referral summary received can be properly matched to the correct patient.  
(iii) Reconciliation. Enable a user to reconcile the data that represent a patient's active medication list, 
medication allergy list, and problem list as follows. For each list type:  

(A) Simultaneously display (i.e., in a single view) the data from at least two sources in a 
manner that allows a user to view the data and their attributes, which must include, at a minimum, 
the source and last modification date.  
(B) Enable a user to create a single reconciled list of each of the following: medications; 
medication allergies; and problems.  
(C) Enable a user to review and validate the accuracy of a final set of data.  
(D) Upon a user's confirmation, automatically update the list, and incorporate the following data 
expressed according to the specified standard(s):  

(1) Medications. At a minimum, the version of the standard specified in § 170.207(d)(3);  
(2) Medication allergies. At a minimum, the version of the standard specified in § 
170.207(d)(3); and  
(3) Problems. At a minimum, the version of the standard specified in § 170.207(a)(4).  

(iv) System verification. Based on the data reconciled and incorporated, the technology must be able to 
create a file formatted according to the standard specified in § 170.205(a)(4) using the Continuity of 
Care Document template. 
 

 
To successfully complete this Task, participants were required to complete each of the following subtasks.  
Scenario 3: 

 Task A: Reconcile Problems 
o Discover where to reconcile Problems (Problem List) 
o Verify and add problem (Sinus Infection) from the external source to Touchworks EHR 
o Remove duplicate problem (Diabetes Mellitus) from coming into Touchworks 

 Task B: Reconcile Medications 
o Discover where to reconcile Medications (Medication List) 
o Verify and add medication (Cefdinir) from the external source to Touchworks EHR 
o Remove duplicate medication (Glucotrol) from coming into Touchworks 

 Task C: Reconcile Medication Allergies 
o Discover where to reconcile Medication Allergies (Medication Allergy List) 
o Verify and add medication allergy (Codeine) from the external source to Touchworks 

EHR 
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o Remove duplicate medication allergy (Aspirin) from coming into Touchworks 
 

16.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses (on behalf of a physician) attempted this task. 

Prescriber and nurse data were combined based on the fact that neither the task 

nor the user characteristics differ based on these user roles. Almost all participants 

had no familiarity with reconciling problems and medication allergies. Only a few 

participants had familiarity with reconciling medications. Participants were given 

the following instruction:  

 

Task A: “Mrs. Holland has come in for a follow-up visit after going to the Urgent 

Care with a Sinus Infection 7 days ago. Reconcile Mrs. Holland’s problems from 

the Urgent Care facility’s electronic clinical information with the information in her 

Touchworks chart.” 

 

Task B: “Reconcile Mrs. Holland’s medications from the Urgent Care facility’s 

electronic clinical information with the information in her Touchworks chart.” 

 

Task C: “Reconcile Mrs. Holland’s medication allergies from the Urgent Care 

facility’s electronic clinical information with the information in her Touchworks 

chart.” 

16.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above. Prescribers and nurses performed the CIRI 

scenarios. Only the activities associated with the CIRI criteria are reported in this 

chapter.  

 

Twenty (20) participants attempted the scenario. Task performance was not 

differentiated by provider type (prescriber, nurse). Therefore, the data was not 

separated by user role. The usability testing results for the EHRUT are detailed below 

(see   
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Table 32) which lists out the subtasks associated with CIRI criteria. 
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Table 32. CIRI Problems, Medications, and Medication Allergies Results. 

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed 

/ Optimal)  

 

(%) Mean (SD)  

Reconcile 

Problems, 

Medications, and 

Medication 

Allergies 

 

Task 3A: Reconcile 

Problems 

20 40% 9/7 

219* 

(94) 
219*/120 

60%** 

3.1* 

(1.0) 
Task 3B: Reconcile 

Medications 
20 85% 14/11 15%** 

Task 3C: Reconcile 

Medication Allergies 
20 90% 15/11 10%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 

 

As indicated in the table: 

 40% of participants (8/20) successfully (Pass) completed the task (Task 3A) 

of reconciling problems. 

o One participant initially missed that to reconcile the problems; s/he 

needed to add a new problem from an outside source. The participant 

noted that problems that need to be reconciled are listed differently 

than medications and medication allergies that need to be reconciled. 

During the post-task interview, the moderator prompted the 

participant to demonstrate reconciling the problems, including adding 

the new problem from an outside source. The participant successfully 

demonstrated the intended path to reconcile problems. 

 85% of participants (17/20) successfully (Pass) completed the task (Task 

3B) of reconciling medications. 

o One (1) participant was unclear that s/he needed to remove duplicate 

items to complete the medication reconciliation. The participant saw 

there was a duplicate medication, but did not think the duplicate 

medication needed to be removed to be completed. This was 

considered an artifact of testing. During the post-task interview, the 

moderator prompted the participant to demonstrate reconciling the 

medications, including removing the duplicate medications. The 

participant successfully demonstrated the intended path to reconcile 

medications. 
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o One (1) participant had difficulty verifying the medication to be added 

to the patient’s record. This was due to a web conferencing issue and 

considered an artifact of testing. During the post-task interview, the 

moderator prompted the participant to demonstrate reconciling the 

medications, including verifying the medication to be added. The 

participant successfully demonstrated the intended path to reconcile 

medications. 

o One (1) participant had a close call because s/he was unclear that 

s/he needed to commit the changes for them to go into effect. The 

participant removed the duplicate item but did not commit the 

actions. The participant then hid the duplicate item. The participant 

later committed the changes and successfully completed the task.  

 90% of participants (18/20) successfully (Pass) completed the task (Task 

3C) of reconciling medication allergies. 

o One participant did not initially remove the duplicate medication 

allergy because it had an indication that it would be hidden in the 

record. This was a configuration issue with the test system. During 

the post-task interview, the moderator prompted the participant to 

demonstrate reconciling the medication allergies, not considering the 

indication. The participant successfully demonstrated the intended 

path to reconcile medication allergies. 

16.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 
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ERROR ANALYSIS 

 

Ten critical use errors were observed in which each of ten participants failed to 

remove a duplicate problem. One participant mentioned that in their practice 

they confirm with the provider which diagnoses to include on the patient’s 

record. These errors were seen more often in the problems area due to the 

design differences between the problems area and the medications and 

medication allergies area. The error can be attributed to inconsistency in design 

location, a non-salient design of items from outside sources, unfamiliarity with 

this area of the system and a design that does not facilitate the workflow for 

reconciliation. 

 

One critical use error was observed in which a participant failed to add an 

additional problem. This was due to an issue with the test system; the label for 

the outside-sourced problem did not fully show on the test system and the 

participant failed to see it. The error can be attributed to an artifact or testing. 

The error can also be attributed to unclear header terminology, since part of 

the header was displayed. 

 

Two critical use errors were observed in which each of two participants failed to 

add the problem from an outside source. The participants did not notice this 

item. The error can be attributed to unclear header terminology, a non-salient 

design of items from outside sources, unfamiliarity with this area of the system, 

and a design that does not facilitate the workflow for reconciliation. 

 

One critical use error was observed in which a participant failed to add an 

additional problem through the outside source. The participant initially added a 

new problem, but not from the outside source. The error can be attributed to 

unfamiliarity with this area of the system and a design that does not facilitate 

the workflow for reconciliation. 

 

An error was seen when one participant initially missed that to reconcile the 

problems, s/he needed to add a new problem from an outside source. The 

participant noted that problems that need to be reconciled are listed differently 

than medications and medication allergies that need to be reconciled. During 

the post-task interview, the participant successfully demonstrated the intended 

path to reconcile problems. The error can be attributed to unclear header 

terminology and a design that does not facilitate the workflow for reconciliation. 

 

Two critical use errors were observed in which each of two participants failed to 

remove a duplicate medication. The error can be attributed to a non-salient 

design of items from outside sources, unfamiliarity with this area of the system 

and a design that does not facilitate the workflow for reconciliation. 
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Two critical use errors were observed in which each of two participants failed to 

add the medication from an outside source. The participants did not notice this 

item. The error can be attributed to unclear header terminology, a non-salient 

design of items from outside sources, unfamiliarity with this area of the system, 

and a design that does not facilitate the workflow for reconciliation. 

 

One noncritical use error was seen in which one participant was unclear that 

s/he needed to remove duplicate items to complete the medication 

reconciliation. The participant saw there was a duplicate medication, but did not 

think the duplicate medication needed to be removed to be completed. During 

the post-task interview, the moderator prompted the participant to demonstrate 

reconciling the medications, including removing the duplicate medications. The 

participant successfully demonstrated the intended path to reconcile 

medications. The error can be attributed to an artifact of testing. 

 

One noncritical use error was seen when a participant had difficulty verifying 

the medication to be added to the patient’s record. This was due to a web 

conferencing. During the post-task interview, the moderator prompted the 

participant to demonstrate reconciling the medications, including verifying the 

medication to be added. The participant successfully demonstrated the intended 

path to reconcile medications. The error can be attributed to an artifact of 

testing. 

 

One close call was seen in which one participant was unclear that s/he needed 

to commit the changes for them to go into effect. The participant removed the 

duplicate item but did not commit the actions. The participant then hid the 

duplicate item. The participant later committed the changes and successfully 

completed the task.  

 

One critical use error was observed in which a participant failed to remove a 

duplicate medication allergy. The error can be attributed to a non-salient design 

of items from outside sources, unfamiliarity with this area of the system and a 

design that does not facilitate the workflow for reconciliation. 

 

One critical use error was observed when a participant failed to add the 

medication allergy from an outside source. The participant had noticed this 

item, but said s/he was focused on the task of removing the duplicate 

medication allergy and forgot to complete the task of adding the medication 

allergy from an outside source. The error can be attributed to a non-salient 

design of items from outside sources and a design that does not facilitate the 

workflow for reconciliation. 

 



 
 

 

  

 

 Solution Design Document  Page 121 of 174 

 

 

 

 

 

One error was seen when a participant did not initially remove the duplicate 

medication allergy because it had an indication that it would be hidden in the 

record. This was a configuration issue with the test system. During the post-

task interview, the participant successfully demonstrated the intended path to 

reconcile medication allergies. The error can be attributed to an artifact of 

testing. 

 

EFFECTIVENESS 

  

Performance of the subtasks was below the 95% success criterion for the 

reconciliation tasks for medication allergies, medications and problems. The 

contributing factors were unfamiliarity with this area of the system, a design 

that does not facilitate the workflow for reconciliation, inconsistency in design 

location, a non-salient design of items from outside sources, and unclear header 

terminology.  

 

EFFICIENCY 

 

Noncritical system usability issues that did not result in use errors were 

identified and provide opportunities for improvement related to the efficiency of 

this feature. Task times and number of clicks varied considerably during 

reconciliation of problems, medications, and medication allergies. Several 

interactions led to this result: 

1) Inconsistent location of items to be reconciled across the different areas of 

problems, medications, and medication allergies.  

2) Unclear labeling of the headers for the items to be reconciled across the 

different areas of problems, medications, and medication allergies.  

3) Inconsistent location of reconciliation actions across the different areas of 

problems, medications, and medication allergies. The areas had redundant 

methods to accept and reject located in context menu and ‘row’ toolbar, but 

not in a consistent manner.  

4) Non-saliency of the items to be reconciled compared to the items already in 

the patient’s chart. 

. 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. Refer 

to Section 19 for the system level Satisfaction ratings. Users rated the scenario, 

which included these tasks on 1 (very difficult) to 5 (very easy) scale. The mean 

ease-of-use rating for reconciling of problems, medications, and medication 

allergies was 3.1 with a standard deviation of 1.0.  
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MAJOR FINDINGS 

 

Overall performance was below 95% success criterion. Opportunities to improve 

the effectiveness and efficiency were identified and are described below. 

 

AREAS FOR IMPROVEMENT 

 

As part of an on-going improvement process, Allscripts is prioritizing findings 

from this usability test and determining how and when to fit redesign and UCD 

iterative activities in the schedule. 

 

 In addition, Allscripts continues to work closely with customers to assure 

user-friendly designs, including ongoing formative usability testing with users 

to support iterative design and development per UCD process guidelines. The 

current mitigation strategy is: 

 To encourage customers to train users in the use of the current design. 

 To investigate a design to improve both consistency between the 

workflow across different types of reconciliation and improved content 

layout to optimize visual scanning.  

 Consider using onscreen support or warnings to ensure users don’t 

miss required steps. 
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17 Results: 170.315(b)(3) Electronic 

Prescribing  

17.1 Task Mapping  

Table 33 maps the Electronic Prescribing criteria to usability test tasks to aid 

verification that the report contains all required test scenarios for this EHR 

capability submitted for testing. Green font is used within the certification criteria 

and within the steps for successful task completion to aid verification that the 

usability test tasks address the details of the specified criteria. 

 

Table 33. Electronic Prescribing Criteria Mapped to Usability Test Tasks. 

 

§170.315(b)(3) Electronic Prescribing  

(i) Enable a user to perform all of the following prescription-related electronic transactions in accordance 

with the standard specified in § 170.205(b)(2) and, at a minimum, the version of the standard specified in 

§ 170.207(d)(3) as follows:  

(A) Create new prescriptions (NEWRX).  

(B) Change prescriptions (RXCHG, CHGRES).  

(C) Cancel prescriptions (CANRX, CANRES).  

(D) Refill prescriptions (REFREQ, REFRES).  

(E) Receive fill status notifications (RXFILL).  

(F) Request and receive medication history information (RXHREQ, RXHRES).  

(ii) For each transaction listed in paragraph (b)(3)(i) of this section, the technology must be able to 

receive and transmit the reason for the prescription using the diagnosis elements in DRU 

Segment.  

(iii) Optional. For each transaction listed in paragraph (b)(3)(i) of this section, the technology must be able 

to receive and transmit the reason for the prescription using the indication elements in the SIG Segment.  

(iv) Limit a user’s ability to prescribe all oral liquid medications in only metric standard units of mL 

(i.e., not cc).  

(iv) Limit a user’s ability to prescribe all oral liquid medications in only metric standard units of mL 

(i.e., not cc).  

(v) Always insert leading zeroes before the decimal point for amounts less than one and must 

not allow trailing zeroes after a decimal point when a user prescribes medications. 

 
Note: All participants confirmed that they do not manually request medication history information. Most 

participants’ systems pull this data automatically, while a few participants weren’t sure if their systems 

pulled this data. This is not a use case for any of the participants. It is inappropriate to test the usability of 

a task that is not a use case. Thus, manually requesting medication history information was not tested. 

 

 

To successfully complete the task, participants were required to complete each of the following Subtasks.  
Scenario 1:  

 Task A: Enter Sexual Orientation 
 Task B: Enter Gender Identity 
 Task C: Prescribe new medication (Omnicef) 
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 Task D: Review and act upon Drug-Allergy interaction alert 
 Task E: Change the medication to Azithromycin based on alert 
 Task F: e-prescribe liquid medicine 

o New prescription of Azithromycin 
 Only metric standard units of mL  

 Task G: Find educational materials for patient problem to share with patent 
 Task H: Identify source of the linked referential CDS 

 

Scenario 10 

 Task A:  Order Mrs. Smith Cough Syrup for her sinus infection 

o Always insert leading zeroes before the decimal point for amounts less than one 

o Must not allow trailing zeroes after a decimal point 

  Task B: Provider informs pharmacist to cancel the multivitamin prescription 

  Task C: Review results from the pharmacy of a cancellation request 

 Task D: Refill prescription request 

o Verify diagnosis element 

 Task E: Complete prescription request change from Zantac to Cimetidine 

o Verify on the screen who the renewal is for (Task for Consistency of Information, 
NISTIR 7804-1) 

 Task F: Medication History 

  Task H: Review fill status from the pharmacy 

17.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses (on behalf of a physician) attempted this task. 

Prescriber and nurse data were combined based on the fact that neither the task 

nor the user characteristics differ based on these user roles. Participants were given 

the following instruction:  
 

Scenario 1: Task F: “Send in an e-prescription to Mrs. Smith’s local retail 

pharmacy for the new prescription of Azithromycin.”  

 

Scenario 10, Task A: Your patient Mrs. Smith called to tell you that her sinus 

infection is now causing her to cough at night and she would like some cough 

syrup. Please prescribe her Guaifenesin-Codeine 100-10MG/5 ML Oral Solution. 

You mean to enter 5.0mL every 4 hours as needed but let’s say you accidentally 

entered .50mL every 4 hours as needed. Please enter the SIG as a New Free Text 

and enter it as “.50mL every 4 hours as needed”  

 

Scenario 10, Task B: Mrs. Smith also tells you that although she asked for a refill 

on her multivitamins yesterday, she can’t afford them. Please notify the 

pharmacist that her multivitamin prescription should be cancelled. 

 

Scenario 10, Task C: Where would you look to view a medication that has been 

cancelled by the pharmacy? How do you know it was cancelled?  

 

Scenario 10, Task D: The pharmacist requests approval to refill Mrs. Smith’s 

Lipitor prescription. Please approve that request.  

What diagnosis is her Lipitor associated with? 

 

Scenario 10, Task E: The pharmacy sent a request to change Mrs. Smith’s Zantac 

prescription. Please respond to their request by changing Mrs. Smith’s 

prescription from Zantac to Cimetidine 300mg tablet to be taken once a day. 
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What diagnosis is her Cimetidine associated with? 

How can you verify on the screen that this renewal is for Mrs. Smith and not for 

Mrs. Jones? 

 

Scenario 10, Task F: Your next patient is Mr. Timothy Steinberg. Mr. Steinberg 

receives care from another medical practice where he had been prescribed a 

specific medication. This medication was retrieved via your organization’s auto-

retrieval pull from the pharmacy and not manually inputted by a provider. What 

is the medication name?  

 

Scenario 10, Task H: If you wanted to see a history of the drug as it was dispensed 

to the patient by the pharmacy, how would you do that? The information on your 

screen is not complete, it only covers the prescriptions entered through the EHR 

system. Please get a more thorough fill list for the medication. 

17.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above.  

 

One participant did not have data that was included in the Task 10B results. The 

participant did not understand the task to be completed. No other participants had 

issues understanding the task. 

 

One participant did not have data that was included in the Task 10C results. The 

participant’s clinical system was set differently than the test system and affected 

his/her ability to complete the task.  

 

One participant did not have data that was included in the Task 10F results. The 

participant did not understand the task to be completed. No other participants had 

issues understanding the task. 

 

One participant did not have data that was included in the Task 10H results. The 

participant did not understand the task to be completed. No other participants had 

issues understanding the task. 

 

Twenty (20) participants attempted the scenarios. Task performance was not 

differentiated by provider type (prescriber, nurse). Therefore, the data was not 

separated by user role. The usability testing results for the EHRUT are detailed below 

(see   
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Table 34) which lists out the usability test results for each subtask in the electronic 

prescription tasks. 
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Table 34. Electronic Prescription Usability Test Results.  

               Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Path  

Deviation  

 

Task Time 

 

Errors  Scenario 

Ratings  

5=Easy  

#  (%) Deviations 

(Observed / 

Optimal)  

Mean 

(SD)  

Sec 

Deviations 

(Observed 

/ Optimal)  

 

(%) Mean (SD)  

Scenario 1 

Electronic 

Prescribing 

 

Task 1F: e-prescribe 

liquid medicine 

(Azithromycin) 

20 100% 2/2 
196* 

(79) 

196*/ 

120 
0%** 

3.9* 

(0.7) 

Scenario 10 

Electronic  

Prescribing 

 

Task 10A: e-prescribe 

liquid medicine (Cough 

syrup) 

20 100% 12/12 

428* 

(171) 

428*/ 

180 

0%** 

3.5* 

(0.8) 

Task 10B: Provider 

informs pharmacist to 

cancel the multivitamin 

prescription 

19 79% 7/6 21%** 

Task 10C: Review 

results from the 

pharmacy for a 

cancellation request 

19 84% 4/3 16%** 

Task 10D: Refill 

prescription request 
20 95% 6/5 5%** 

Subtask 10D1: Verify 

diagnosis element  

11 

*** 
100% 0/0 0%** 

Task 10E: Complete 

prescription request 

change from Zantac to 

Cimetidine 

20 100% 4/4 0%** 

Subtask 10E1: Verify on 

the screen who the 

renewal is for (Task for 

Consistency of 

Information, NISTIR 

7804-01) 

7 

*** 
100% 0/0 0%** 

Task 10F: Medication 

History 
19 100% 1/1 

141* 

(56) 
141*/120 

0%** 

2.7* 

(1.1) 
Task 10H: Review fill 

status from the 

pharmacy 

19 58% 3/3 42%** 

* Mean (SD) Task Time is the time to complete the entire scenario. Deviations Observed/Optimal is the 

time to complete the entire scenario. Scenario Ratings are Mean (SD) ease of use rating for the entire 

scenario. 

** Reporting the % Task Failures. 



 
 

 

  

 

 Solution Design Document  Page 128 of 174 

 

 

 

 

 

*** Tasks 10D1 and 10E1 were validation tasks of the application so a small number of participants 

were asked to perform them. 

 

As indicated in the table: 

 

Scenario 1 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

1F) of e-prescribing liquid medicine (Azithromycin). 

 

Scenario 10 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

10A) of e-prescribing liquid medicine (cough syrup). 

 79% of participants (15/19) successfully (Pass) completed the task (Task 

10B) of informing the pharmacist to cancel the multivitamin prescription. 

o Two (2) participants cancelled the multivitamin prescription by 

renewing the prescription and using annotation to tell the pharmacist 

to cancel the prescription. One participant said s/he would also call 

the pharmacist to cancel the prescription. The other participant also 

used the intended path to cancel the prescription. During the post-

task interview, the moderator prompted the participant who would 

also all the pharmacist to demonstrate cancelling the multivitamin 

prescription, to use a different method. The participant successfully 

demonstrated the intended path to cancelling the multivitamin 

prescription. The participant who also completed the task using the 

intended path specified the annotation was made because s/he was 

unsure if the pharmacist would get confirmation with the intended 

path. 

o One (1) participant initially deferred the multivitamin prescription. 

During the post-task interview, the participant stated the patient 

might want to resume the prescription. The moderator prompted the 

participant to demonstrate cancelling the multivitamin prescription. 

The participant successfully demonstrated the intended path to cancel 

the multivitamin prescription.  

 84% of participants (16/19) successfully (Pass) completed the task (Task 

10C) of reviewing results from the pharmacy for a cancellation request. 

o One (1) participant misunderstood the instructions. During the post-

task interview, the moderator prompted the participant to 

demonstrate reviewing results from the pharmacy for a cancellation 

request. The participant successfully demonstrated reviewing results 

from the pharmacy for a cancellation request.  

o One (1) participant had difficulty navigating to complete the task. 

During the post-task interview, the moderator prompted the 

participant to navigate to the cancellation request. The participant 

successfully completed the task.  
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 95% of participants (19/20) successfully (Pass) completed the task (Task 

10D) of refilling a prescription request. 

o Two (2) participants had difficulty navigating to complete the task.   

During the post-task interview, the moderator prompted each of the 

participants to navigate to the refill prescription request. Each of the 

participants successfully completed the task.  

 100% of participants (11/11) successfully (Pass) completed the task (Task 

10D1) of verify diagnosis element 

 100% of participants (20/20) successfully (Pass) completed the task (Task 

10E) of completing a prescription request change from Zantac to Cimetidine. 

 100% of participants (7/7) successfully (Pass) completed the task (Task 

10E1) of verifying on the screen who the renewal is for 

 100% of participants (19/19) successfully (Pass) completed the task (Task 

10F) of finding medication history. 

 58% of participants (11/19) successfully (Pass) completed the task (Task 

10H) of reviewing fill status from the pharmacy. 

o One (1) participant had difficulty navigating to complete the task. 

During the post-task interview, the moderator prompted the 

participant to review the fill status from the pharmacy. The participant 

successfully completed the task. 

17.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 
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ERROR ANALYSIS 

 

A noncritical use error was observed in which two participants cancelled the 

multivitamin prescription by renewing the prescription and using annotation to 

tell the pharmacist to cancel the prescription. One participant said s/he would 

also call the pharmacist to cancel the prescription. The other participant also 

used the intended path to cancel the prescription. During the post-task 

interview, the participant who would also call the pharmacist to demonstrate 

cancelling the multivitamin prescription, successfully demonstrated the 

intended path to cancelling the multivitamin prescription. The participant who 

also completed the task using the intended path specified the annotation was 

made because s/he was unsure if the pharmacist would get confirmation with 

the intended path.   These errors can be attributed to an artifact of testing and 

unfamiliarity with this part of the application. 

 

A noncritical use error was observed in which one participant initially deferred 

the multivitamin prescription. During the post-task interview, participant 

successfully demonstrated the intended path to cancel the multivitamin 

prescription. The error can be attributed to an artifact of testing. 

 

Two critical use errors were observed in which both of two participants were 

unable to complete the cancelling the multivitamin prescription task. Neither 

completes this type of task as part of their work. These errors can be 

attributed to unfamiliarity with this part of the application and clear 

terminology. 

 

A noncritical use error was observed in which a participant was unable to 

complete the cancelling the multivitamin prescription because s/he could not 

find “Cancel” or “Void”, which is what s/he uses in his/her system. The subtask 

failure can be attributed to an artifact of testing and clear terminology. 

 

A use error was observed in which a participant chose the wrong option to 

complete the cancelling the multivitamin prescription task. The participant 

said s/he would also call the pharmacy to cancel the multivitamin prescription. 

The error can be attributed to unfamiliarity with this part of the application 

and clear terminology. 

 

A noncritical use error was observed in which a participant misunderstood the 

instructions. During the post-task interview, the participant successfully 

demonstrated reviewing results from the pharmacy for a cancellation request. 

The error is considered an artifact of testing and are attributed to 

misinterpretation of the instructions. 
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A noncritical use error was observed in which a participant had difficulty 

navigating to complete the task of reviewing results from the pharmacy for a 

cancellation request. During the post-task interview, the participant 

successfully completed the task. This noncritical usability task error was 

attributed to unfamiliar navigation in this part of the application.  

 

Three critical use errors were observed in which each of 3 participants were 

unable to complete the task of reviewing results from the pharmacy for a 

cancellation request. One participant did not see the header that indicated the 

results from the pharmacy for a cancellation request and two participants did 

not understand the header.  These errors can be attributed to unfamiliarity 

with this part of the application and clear terminology. 

 

Two noncritical use errors were observed in which each of 2 participants had 

difficulty navigating to complete the task of refilling prescription request. During 

the post-task interview, each of the participants successfully completed the 

task. This noncritical usability task error was attributed to unfamiliar navigation 

in this part of the application.  

 

A use error was observed in which 1 participant had difficulty navigating to 

complete the task of refilling prescription request. During the post-task 

interview, the participant was unable to successfully complete the task. This 

use error was attributed to unfamiliar navigation in this part of the application 

and non-salient buttons.  

 

A noncritical use error was observed in which a participant had difficulty 

navigating to complete the task of review the fill status from the pharmacy. 

During the post-task interview, the participant successfully completed the 

task. This noncritical usability task error was attributed to unfamiliar 

navigation in this part of the application.  

 

Eight use errors were observed in which participants had difficulty navigating 

to complete the task of review the fill status from the pharmacy. During the 

post-task interview, the participants were unable to complete the task. Two 

participants stated they would call the pharmacy to get the fill status. These 

errors were attributed to unfamiliar navigation in this part of the application 

and non-salient buttons.  

 

EFFECTIVENESS 

  

Performance for informing the pharmacist to cancel the multivitamin 

prescription task fell below the 95% success criterion. The contributing factors 

were unfamiliarity with this part of the application and clear terminology. 
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Performance for reviewing results from the pharmacy for a cancellation request 

task fell below the 95% success criterion. The contributing factors were 

unfamiliarity with this part of the application and clear terminology. 

 

Performance for reviewing the fill status from the pharmacy task fell below the 

95% success criterion. The contributing factors were unfamiliarity with this 

part of the application and non-salient buttons.  

 

All other e-prescribe tasks including e-prescribing liquid medicine 

(Azithromycin), e-prescribing liquid medicine (cough syrup), refilling a 

prescription request, verifying diagnosis element, completing a prescription 

request change from Zantac to Cimetidine, verifying on the screen who the 

renewal is for and finding medication history was at or above the 95% success 

criterion.  

 

EFFICIENCY 

 

Noncritical system usability issues that did not result in use errors were 

identified and provide opportunities for improvement related to the efficiency of 

this feature. Thinking about the difference between similar but different actions 

contributes to system inefficiency as well as unclear labels.  

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. Refer 

to Section 19 for the system level Satisfaction ratings. Users rated the scenario 

which included these tasks on 1 (very difficult) to 5 (very easy) scale. For the 

tasks associated with e-prescribe a liquid medicine (Azithromycin), the mean 

satisfaction was 3.9 with a standard deviation of 0.7. For the task associated 

with e-prescribe a liquid medicine (cough syrup), cancel a multivitamin 

prescription, review results from the pharmacy of a cancellation request, refill 

a prescription request, verify the diagnosis element, complete prescription 

request change from Zantac to Cimetidine, and verify on the screen who the 

renewal is for, the mean satisfaction was 3.5 with a standard deviation of 0.8. 

For the task associated with medication history and reviewing the fill status 

from the pharmacy, the mean ease of use rating was 2.7 with a standard 

deviation of 1.1. 

  

MAJOR FINDINGS 

 

Performance for: 

 e-prescribing liquid medicine (Azithromycin) was at or above the 95% 

success criterion 
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 e-prescribing liquid medicine (cough syrup) was at or above the 95% 

success criterion 

 Informing the pharmacist to cancel the multivitamin prescription was 

below the 95% success criterion 

 Reviewing results from the pharmacy for a cancellation request was 

below the 95% success criterion 

 Refilling a prescription request was at or above the 95% success criterion 

 Verify a diagnosis element was at or above the 95% success criterion 

 Completing a prescription request change from Zantac to Cimetidine was 

at or above the 95% success criterion 

 Verifying on the screen who the renewal is for, a task developed to test 

the Consistency of Information risk based on the NISTIR 7804-1, was at 

or above the 95% success criterion 

 Finding medication history was at or above the 95% success criterion 

 Reviewing fill status from the pharmacy was below the 95% success 

criterion 

 

Opportunities to improve the effectiveness and efficiency were identified and 

are described below. 

 

AREAS FOR IMPROVEMENT 

 

As part of an on-going improvement process, Allscripts is prioritizing findings 

from this usability test and determining how and when to fit redesign and UCD 

iterative activities in the schedule. 

 

 In addition, Allscripts continues to work closely with customers to assure 

user-friendly designs, including ongoing formative usability testing with users 

to support iterative design and development per UCD process guidelines. The 

current mitigation strategy is:  

 To encourage customers to train users in the use of the current design. 

 Assure action labels are sufficiently descriptive so users quickly and 

clearly understand their meaning.  

 Assure headers are sufficiently descriptive so users quickly and clearly 

understand their meaning.  

 Assure action buttons are sufficiently salient from the background so 

users can quickly predict possible actions.  
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18 Results: Critical Use Risks for Patient Safety 

and NISTIR 7804-1  

18.1 Task Mapping  

The ONC 2015 Edition Certification final rule states that the test scenarios 

participants used during the summative usability testing be submitted as part of 

the test results report. The ONC 2015 Edition Companion Guide for Safety-

Enhanced Design includes clarification that in accordance with NISTIR 7804 

Technical Evaluation, Testing, and Validation of the Usability of Electronic Health 

Records (EUP), it is recommended that the test scenarios be based upon an analysis 

of critical use risks for patient safety, which can be mitigated or eliminated by 

improvements to the user interface design. In addition, the Companion Guide for 

Safety-Enhanced Design explains that NIST recently developed an additional 

recommended resource for test scenarios: NISTIR 7804-1: Technical Evaluation, 

Testing, and Validation of the Usability of Electronic Health Records: Empirically 

Based Use Cases for Validating Safety-Enhanced Usability and Guidelines for 

Standardization to inform summative usability test task development. 

 

As part of the task construction, tasks were informed by Allscripts’ risk 

management program and informed by NISTIR 7804-1. Findings associated with 

critical use risks identified via Allscript’s risk management program are reported 

within the results chapters that align with each certification criteria. Thus, findings 

associated with critical use risks that align with NISTIR 7804-1 Consistency of 

information, Integrity of Information, and Identification of Information are reported 

within the results chapters that align with these areas. However, findings associated 

with critical risks that align with NISTIR 7804-1 Identification of Information and 

that spanned multiple scenarios are reported in this chapter.  

 

As part of constructing scenarios to assess Identification of Information, the 

usability test team used NISTIR 7804-1 to inform usability test task creation. 

Examples include using mock-patient names where commonly used first names 

were also possible last names (e.g., William John, John William) were included in 

patient lists.  

18.2 Task Participant and Instructions  

Based on user characteristics, typical workflow, and tasks performed as part of their 

daily work, prescribers and nurses attempted multiple tasks that called for the 

prescriber and nurse to select a specific mock-patient from a patient list. 

Participants were given the patient names verbally and via a data sheet that was 

available to the participant throughout the usability test tasks. 
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18.3 Data Analysis and Reporting  

The results of the usability test were calculated according to the methods specified 

in the Usability Metrics section above. Prescribers and nurses selected specific 

patients from a patient list within the context of each usability test tasks.  

 

Task performance was not differentiated by provider type (prescriber, nurse). 

Therefore, the data was not separated by user role. The usability testing results for 

the EHRUT are detailed below (see Table 35) which lists out the task of selecting a 

specific mock patient from a patient list. These tasks are associated with the NISTIR 

7804-01 Identification of Information critical risk criteria. 

 

Table 35. Identification of Information Critical Risk Results. 

              Measure  

 

 

 

 

Task 

N  Task 

Success  

 

Errors  

#  (%) (%) 

Identification of Information Critical Risk Tasks    

Scenario 1: Select (first name*) Smith 20 90% 10%** 

Scenario 2: Select (first name*) Mitchell 20 100% 0%** 

Scenario 3: Select (first name*) Holland 20 100% 0%** 

Scenario 4: Select Mike (last name*)  20 100% 5%** 

Scenario 5: Select Thomas (last name*) 21 100% 0%** 

Scenario 6: Select (first name*) William; this task 

had the same but inverted name on the patient list 
20 75% 25%** 

Scenario 7: Select (first name*) Gonzales 20 100% 0%** 

Scenario 8: Select (first name*) Brown 20 100% 0%** 

Scenario 9: Select Chris (last name*)  20 100% 0%** 

Scenario 10: Select Timothy Steinberg  20 100% 0%** 

* This name varied for each participant. 

 

As indicated in the table: 

 90% of participants (18/20) successfully (Pass) completed the task (Scenario 

1) of choosing the correct patient. 

 100% of participants (20/20) successfully (Pass) completed the task 

(Scenario 2) of choosing the correct patient. 

 100% of participants (20/20) successfully (Pass) completed the task 

(Scenario 3) of choosing the correct patient. 

 100% of participants (19/20) successfully (Pass) completed the task 

(Scenario 4) of choosing the correct patient. 

o One participant had a close call. The participant started to complete 

the task on the wrong patient. The participant realized s/he was on 
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the wrong patient, and corrected the error by choosing the correct 

patient. 

 100% of participants (21/21) successfully (Pass) completed the task 

(Scenario 5) of choosing the correct patient. 

 75% of participants (15/20) successfully (Pass) completed the task (Scenario 

6) of choosing the correct patient. 

o Two participants had a close call. Each of the participants started to 

complete the task on the wrong patient. Each of the participants 

realized s/he was on the wrong patient, and corrected the error by 

choosing the correct patient. 

 100% of participants (20/20) successfully (Pass) completed the task 

(Scenario 7) of choosing the correct patient. 

 100% of participants (20/20) successfully (Pass) completed the task 

(Scenario 8) of choosing the correct patient. 

 100% of participants (20/20) successfully (Pass) completed the task 

(Scenario 9) of choosing the correct patient. 

 100% of participants (20/20) successfully (Pass) completed the task 

(Scenario 10) of choosing the correct patient. 

18.4 Discussion of the Findings  

The following sections discuss the results organized around an error analysis, test 

performance and error rates. The error analysis includes identification of use errors 

and user interface design issues as well as classification of severity based on the 

consequence of the error. Use errors and user interface design issues that resulted 

in subtask failures, that are known industry risk issues, and errors and issues 

related to aspects of the user interface that are configured per customer site are 

considered more severe compared to noncritical system usability issues related to 

efficiency. As such the discussion of more serious errors and issues is provided in 

the Error Analysis section and the associated mitigation strategy is provided in the 

Areas for Improvement section.  

 

Based on our definition of effectiveness metrics, performance, use errors and issues 

stemming for task failures are also discussed in the Effectiveness section as 

effectiveness was measured with task success and failure.  

 

Noncritical system usability issues related to efficiency are discussed in the 

Efficiency section. Associated recommendations are provided in the Areas for 

Improvement section.  

 

Satisfaction was assessed at the scenario level and at the system level. Both are 

discussed in the Satisfaction section. 
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ERROR ANALYSIS 

 

Identification of Information is a known issue across the industry and was 

validated during usability testing. As described in NISTIR 7804-1 users must 

know; Am I in the right place and doing the right thing 

 For patient 

 For patient lists 

 For records  

 For medication/order. 

 

Potential consequences included  

 Missed, omitted, delayed care 

 Care or billing activity conducted on the wrong patient 

 Having to pull up every patient chart 

 Wrong medication ordered. 

 

These consequences are propagated when pass/sharing information and 

results in fragmented information in the intended patient’s record. 

 

Throughout the usability test session, participants selected multiple patients 

from multiple patient lists. In many cases the participant selected the correct 

patient. In other cases, the participant selected the wrong patient. 

 

There were instances of the participant selecting the wrong patient based on 

this flipping the first and last names (e.g., Taylor Lee and Lee Taylor), as well 

as names that sounded similar (e.g., Taylor Jackson and Taylor Johnson). 

Most participants completed the entire set of subtasks and did not realize the 

wrong patient was selected.  

 

EFFECTIVENESS 

  

Performance of selecting the correct patient fell below the 95% success 

criterion for some tasks.  

 

EFFICIENCY 

 

NA 

 

SATISFACTION 

 

Satisfaction levels were rated at the system level and at a scenario level. 

Ratings are discussed in the chapters associated with 2015 Edition 

Certification criteria and are not repeated in this section. Refer to Section 19 

for the system level Satisfaction ratings. 
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MAJOR FINDINGS 

 

Performance of some patient identification fell below the 95% success 

criterion for selecting the correct patient. Opportunities to improve the 

effectiveness of patient identification are described below. 

 

AREAS FOR IMPROVEMENT 

 

The Allscripts team is well aware of the industry’s known issue with patient 

identification. Allscripts currently addresses patient identification by 

consistently displaying information critical to patient identification in a 

reserved area on the patient banner and by following standards for displaying 

at least 2 patient identifiers on any screen that contains data for a patient, or 

on which a user will be committing an action for a patient. The information is 

displayed in the same location regardless of scrolling or other navigational 

mechanisms to move within the screen/window. Critical information for 

patient identification in the main banner includes: 

 The patient’s name is shown in the largest font on the screen. It is 

shown first with a bolded last (family) name and, followed by a comma 

and then first (given) name with, middle name, and modifier e.g., Lee, 

Taylor John III 

 The date of birth is shown as the date of birth followed by the age and 

the using the following format e.g., 12-Jan-1939 (77y) 

 The gender is provided as an initial e.g., (M) 

 The Medical Record number is also provided in the patient banner. 

 

Formative usability studies were conducted throughout the Spring and 

Summer of 2016 to validate patient banner designs and informed the final 

design tested during the Summative sessions. 

 

The Allscripts team is investigating methods to develop matching logic and 

visual indications if there are similar names on a list that include a risk to 

cause a misidentification of patient data. 

 

In addition, Allscripts teams would like to call for and be involved with the 

development and sharing of industry best practices, guidelines, and templates 

regarding safety-enhanced design that impacts patient identification.  
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19 Satisfaction 

19.1 About System Usability Scale (SUS) Scores 

Participants completed the System Usability Scale (SUS) questionnaire at the end 

of their session. The SUS survey yields a single number that represents a composite 

measure of the overall perceived usability of the system. SUS scores have a range 

of 0 to 100 and the score is a relative benchmark that is used against other 

iterations of the system. The SUS is a reliable and valid measure of system 

satisfaction. Sauro (http://www.measuringusability.com/sus.php accessed 

3/14/2013) reports, the average SUS score from 500 studies across various 

products e.g., websites, cell phones, enterprise systems and across different 

industries is a 68. A SUS score above a 68 is considered above average and 

anything below 68 is below average.  

 

User-View encourages teams not to focus on the comparison to the cross industry 

average SUS of 68 reported by Sauro. Instead, we encourage teams to use the 

SUS as a measure to compare their own usability improvement in the application 

as changes are made.  

19.2 Clinical System Satisfaction Results 

Eighteen (18) physicians and sixteen (16) nurses completed the System Usability 

Scale (SUS) questionnaire at the end of their session. Two participants did not 

complete the SUS because they had only worked with a few scenarios. The results 

from the System Usability Scale scored the subjective satisfaction with the system 

based on performance with these tasks to be: 69 (SD=20). 

19.3 Configuration System Satisfaction Results 

Fifteen (15) configuration analysts completed the System Usability Scale (SUS) 

questionnaire at the end of their session. The system scored an average of 79 

(SD=14).  
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20 Appendices 

The following appendices include supplemental data for this usability test report. 

Following is a list of the appendices provided: 

 

1. Sample recruiting screener 

2. Participant demographics 

3. Non-Disclosure Agreement (NDA) and Informed Consent Form 

4. Example Moderator’s Guide 

5. System Usability Scale Questionnaire 

6. Incentive receipt and acknowledgment form 
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20.1 Appendix 1: Sample Recruiting Screener 

 

The purpose of a screener to ensure that the participants selected represent the 

target user population as closely as possible. Recruiters were told the clinical 

participants needed to meet the following criteria: 

- Had to work with patients 

- Had to be familiar with Enterprise EHR 

 

In addition, the following screener (survey) was used for the clinical participants.  

 

Pre-Session Survey 

 

1. What is your name? 

 

2. What is your gender? [Female, Male] 

 

3. What is your age bracket? [Teens, 20-29, 30-39, 40-49, 50-59, 60-69, 

70+] 

 

4. What is your highest educational degree earned? [LPN, RN, NP, PA, MD, 

Other] 

 

5. What is your occupation or role title? 

 

6. How many years of professional experience do you have in this role? 

 

7. How many years of computer experience do you have (all computer 

experience)? 

 

8. How many years have you worked with TouchWorks? 

 

9. Do you have any assistive technology needs (e.g., screen reader, etc.)? 
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20.2 Appendix 2: Participant Demographics 

 

Following is a high-level overview of the participants in this study. 

 

 Gender       Count 

Men 17 
Women 34 

Total (participants) 51 

 

Age Range                                                         Count 

20-29   5 
30-39 21 

40-49 12 

50-59 10 

60-69   3 

Total (participants) 51 

 

Education Range                                                Count 

High school graduate   6 
Some college credit   2 

Associate degree   2 

Bachelor’s degree 19 

Master’s degree   4 

Doctorate degree 18 

Total (participants) 51 

 

Occupation/Role                                                  Count 

RN/LPN/MA 17 
Prescribers 19 

Analysts/Administration Staff 15 

Total (participants) 51 

 

 

 

 

 

 

 

 

Years of Experience                                     Mean           Range 

Professional Experience 12.4  1   -   35 

Computer Experience 20.3  5   -   35 

EHR Experience  5.5   0.7 - 15 

Assistive Technology Needs                                  Count 

Yes  0 

No 51 

Total (participants) 51 
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20.3 Appendix 3: NDA and Informed Consent Form 

 

I voluntarily agree to participate in an evaluation being conducted by User-View, Inc. 

of Raleigh, North Carolina. This evaluation is about configuring the Allscripts 

TouchWorks EHR.  

 

The purpose of this study is to gather feedback about the effectiveness and efficiency 

of the Allscripts TouchWorks EHR. 

 

During the evaluation, I understand that I may learn information that is confidential 

to User-View or its clients. I agree to treat all confidential information received during 

this evaluation in accordance with this non-disclosure agreement. Accordingly, I will 

not disclose confidential information to any third parties 

 

I authorize User-View and their client to keep, preserve, use in any manner and 

dispose of the findings from this evaluation, including my feedback and opinions 

expressed. User-View and their client will not associate my name or organization 

name with the results of this evaluation. 

 

I give my permission for User-View and their client to make video and audio records 

and to take photos of me during this evaluation. I understand that these recordings 

and photos can be used only for evaluation purposes and can be used for no other 

purpose without my knowledge and consent. 

 

I understand that my participation is completely voluntary and that I may leave at 

any time. 

 

 

_________________  _________________________  _______ 

Name (Please Print)  Signature     Date 
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20.4 Appendix 4: Example Moderator’s Guide and Task Sheet 

 

20.4.1 Moderator’s Guide for Clinical Test 

 

Administrator ____________________  

Participant # __TW-Clinical-_________  

Data Logger _____________________ 

Location _______Remote __________ 

Date ___________________________  

 

 

Orientation (5 minutes) 

 

Hello. Welcome, my name is _____________ and I’m a moderator, also we have 

______________ online with us, s/he is the data logger.  

 

Thank you for participating in this study. Our session today will last 60 minutes. 

During that time, you will be performing tasks with Allscripts Touchworks EHR in 

order to evaluate the extent to which the application is effective/not effective and 

efficient/not efficient in terms of Meaningful Use certification criteria.  

 

The first thing I would like to do is to show you this consent form to participate.  

Do you have any questions? Do you consent? 

 

I am going to start the recording now. 

We are recording the audio and screenshots of our session today. All of the 

information that you provide will be kept confidential and your name will not be 

associated with your comments at any time.  

 

Because this is for Meaningful Use, there are some background questions we need 

to ask. If any make you feel uncomfortable, just let me know. 

 

Gender  

 Age  

 Education (highest degree)  

Occupation/Role  

Professional Experience   

Computer Experience   

EHR TW Product Experience   

Assistive Technology Needs (yes-what, no)  

 

I am going to read this introduction to you because I want to be sure that I don’t 

miss anything. 

 

We did not have any involvement in this software’s creation. We are from an 

independent consulting company. This is a great chance for you to give the 
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Allscripts team feedback about the application we are going to look at today, so 

please be honest with your opinions.  

 

I will ask you to complete a few activities using this system and answer some 

questions. We are interested in how easy (or how difficult) this system is to use, 

what in it would be useful to you, and how we could improve it. Some activities 

might seem simple to you. Other activities might seem difficult. And there will be 

some activities that you will not able to complete. I am telling you this because I 

want you to remember that we are not testing you. You are helping us test the 

application.  

 

You will be asked to complete these tasks on your own trying to do them as 

quickly as possible with the fewest possible errors or deviations. Do not do 

anything more than asked. When you are doing these activities, I am not going to 

interact or talk to you. We will be taking notes about what you are doing.  

 

Because I am not going to be talking with you while you do the activities, I want 

you to make it clear to me when you are done with an activity by saying, "I'm 

done." There are a number of reasons you might be done. 

(1) Done because you completed the activity. You know you completed it. So you 

say I’m Done. 

(2) Done because you have tried, you know you have not completed the activity, 

but you are not going to try anything else. So you say I’m Done. 

(3) Done because you feel like if you asked a question you could finish the activity. 

The system you are using is set different from what you use in your practice. So 

you might say I have a such and such button on my system. I don’t see on here. 

And I will tell you the next step and we will go from there. 

 

Do you have any questions or concerns before we begin? 

 

During the session, I will be reading a scenario to you. Any information that you 

need to complete your work is on the slides, we call it a task sheet. Let me show it 

to you now. You can click on it anytime to see what is needed. Or you can also ask 

me to repeat the task. 

After each task, you will rate how easy or difficult it was to perform.  

 

Ok, I will pass you control of the mouse and keyboard. You can click that you will 

take control.  

 

Note: Instructions in parentheses were not spoken to the participants unless the 

participants forgot their next task. 

 

Scenario 1: CPOE Meds, DD/DA, MD Demo 

 

Task A (Scenario 1): “Your patient is Mrs. _________Smith.”  

“Add the following information to Mrs. Smith’s record:  

 Sexual Orientation: Declined  

 Identifies As: Female. 

 Prescribe Omnicef (Cefdinir) for Mrs. Smith’s sinus infection and send to her 

local pharmacy. Please be sure the diagnosis is associated with the order 

(Refer to Task Sheet or ask for details)” 
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“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 

 

Task Error Discussion Comments 

 

Task A. Enter Sexual Orientation.  

 

  

 

Task B (Scenario 1): (Identifies As: Female) 

 

Task Error Discussion Comments 

 

Task B. Enter Gender Identity.  

 

  

 

Task 1.1 (Scenario 1): “Prescribe Omnicef (Cefdinir) for Mrs. Smith’s sinus 

infection and please be sure the diagnosis is associated with the order.” 

 

Task Error Discussion Comments 

 

Task 1. Access medication orders.  

 

  

 

 

Task C (Scenario 1): (Prescribe Omnicef (Cefdinir) for Mrs. Smith’s sinus 

infection and please be sure the diagnosis is associated with the order). 

 

Task Error Discussion Comments 

 

Task C. Order new medication (Omnicef).  

 

  

 

Subtask C1 (Scenario 1): (Add a reason for the order). 

 

Task Error Discussion Comments 

 

Subtask C1. Add a reason for the order.  
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Task D (Scenario 1): [Drug-Allergy interaction alert will come up with existing 

allergy to Penicillins]  

 

 

Task Error Discussion Comments 

 

Task D. Review and act upon Drug-Allergy 

interaction alert.  

 

  

 

Subtask D1 (Scenario 1): “Where do you find the clinical research referenced for 

this alert?”  

 

Task Error Discussion Comments 

 

Subtask D1. Access Source Attribute for the 

Drug-Allergy interaction alert.  

 

  

 

Task E (Scenario 1): “When you see something like this in your clinical practice, 

do you ever change the prescription? 

For today, please change the prescription and order a suspension medicine 

because the patient has issues swallowing pills.  

 Change the medication to Azithromycin suspension, 200mg/5mL oral 

suspension. Using a New Structured Sig, Have the patient swallow 5 CCs 

daily. Order 2 bottles of 15mL medicine and send in an e-prescription to 

Mrs. Smith’s local retail pharmacy.  

 Also, Get Mrs. Smith educational materials for hyperlipidemia.”  

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

 

Task Error Discussion Comments 

 

Task E. Change the medication to (liquid) 

Azithromycin based on alert. 

 

  

 

Task F (Scenario 1): (Send in an e-prescription to Mrs. Smith’s local retail 

pharmacy for the new prescription of Azithromycin). 

 

Task Error Discussion Comments 

 

Task F. e-prescribe liquid medicine. 

 

  

 

  



 
 

 

  

 

 Solution Design Document  Page 148 of 174 

 

 

 

 

 

Task G (Scenario 1): (Get Mrs. Smith educational materials for hyperlipidemia). 

 

Task Error Discussion Comments 

 

Task G. Find educational materials for patient 

problem to share with patent. 

 

  

 

Task H (Scenario 1): “Who is the developer of this reference material?” 

 

Task Error Discussion Comments 

 

Task H. Referential CDS. 

 

  

 

 

Scenario 2: Med Allergy 

 

Task A (Scenario 2): “Your patient is Mr. _________Mitchell.” 

“About a month ago Mr. Mitchell developed an allergic reaction to Penicillin and got 

a mild rash. In addition, his reaction to aspirin used to be a rash, but now he also 

has an anaphylactic reaction as well.  

Add information about the allergic reactions to Mr. Mitchell’s existing allergies.”  

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task A. Add new allergic reaction to Penicillin. 

 

  

 

Task B (Scenario 2): (Review and update Mr. Mitchell’s existing allergies).  

 

Task Error Discussion Comments 

 

Task B. Change existing Medication Allergy. 

 

  

 

Task C (Scenario 2): “When was Mr. Mitchell first reaction to Aspirin?” 

 

Task Error Discussion Comments 

 

Task C. Review Medication Allergy history. 
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Scenario 3: Clinical Reconciliation and Incorporation 

 

Task A (Scenario 3): “Your patient is Mrs. _________Holland.” 

“Mrs. Holland has come in for a follow-up visit after going to the Urgent Care with 

a Sinus Infection recently. You need to reconcile Mrs. Holland’s problems, 

medications, and medication allergies from the Urgent Care facility’s electronic 

clinical information with the information in her Touchworks chart.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task A. Discover where to reconcile Problems 

(Problem List). 

Verify and add problem (Sinus Infection) from 

the external source to Touchworks EHR - 

update the record in the chart with the all the 

information from the External source. 

“Remove” duplicate problem (Diabetes 

Mellitus) from coming into Touchworks - 

update the record in the chart with the all the 

information from the External source. 

 

  

 

Task B (Scenario 3): (Reconcile Mrs. Holland’s medications from the Urgent Care 

facility’s electronic clinical information with the information in her Touchworks 

chart).  

 

Task Error Discussion Comments 

 

Task B. Discover where to reconcile 

Medications (Medications List). 

Verify and add medication (Cefdinir) from the 

external source to Touchworks EHR - update 

the record in the chart with the all the 

information from the External source. 

“Remove” duplicate medication (Glucotrol) 

from coming into Touchworks - update the 

record in the chart with the all the information 

from the External source. 
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Task C (Scenario 3): (Reconcile Mrs. Holland’s medication allergies from the 

Urgent Care facility’s electronic clinical information with the information in her 

Touchworks chart). 

 

How do you know this information is for this patient? 

 

Task Error Discussion Comments 

 

Task C. Discover where to reconcile 

Medication Allergies (Medication Allergy List). 

Verify and add medication allergy (Codeine) 

from the external source to Touchworks EHR - 

update the record in the chart with the all the 

information from the External source. 

“Remove” duplicate medication allergy 

(Aspirin) from coming into Touchworks - 

update the record in the chart with the all the 

information from the External source. 

 

  

 

 

Scenario 4: Medication List 

 

Task A (Scenario 4): “Your patient is Mike _________.” 

“Mike sees another doctor for his Asthma and that doctor has increased the dosage 

of his Flovent (fluticasone propionate) HFA from 110 mcg to 220 mcg The doctor 

also prescribed ProAir RespiClick 108 mcg. Do not order these; just update his 

medical record with the medication names and doses.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 

 

Task Error Discussion Comments 

 

Task A. Change Flovent dose (fluticasone 

propionate), prescribed by another physician. 

 

  

 

Task B (Scenario 4): (Update the Med List with a new medication, ProAir) 

 

Task Error Discussion Comments 

 

Task B. Record ProAir in Med List. 
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Task C (Scenario 4): “Order Digoxin (Lanoxin) 250 MCG, 1 Tablet Daily for 

Mike’s Congestive Heart Failure.”  

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task C. Order med. 

 

  

 

Task D (Scenario 4): [Drug-Drug interaction alert will come up with existing drug 

Ventolin]  

 

Task Error Discussion Comments 

 

Task D. Review and act upon Drug-Drug 

interaction alert. 

 

  

Subtask D1 (Scenario 4): “Where do you find the clinical research referenced for 

this alert?”  

 

Task Error Discussion Comments 

 

Subtask D1. Access Source Attributes for the 

Drug-Drug interaction alert. 

 

  

 

Task E (Scenario 4): “If you wanted to see the previous medications that your 

patient has been on, how would you do that?”  

  

 

Task Error Discussion Comments 

 

Task F. Review medication list history. 
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Scenario 5: InfoButton 

 

Task A (Scenario 5): “Your patient is Thomas _________.” 

“You have diagnosed Thomas (or for nurses: “Thomas has been diagnosed”) with 

Asthma. Find potential patient educational material related to Thomas’s asthma, 

which you could give to his mother. 

Please do not actually print it.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task A. Use InfoButton for demographic-

diagnosis reference. 

 

  

 

Task B (Scenario 5): “Who is the developer of this reference material?” 

 

Task Error Discussion Comments 

 

Task B. Access Source Attributes for 

InfoButton 

 

  

 

 

Scenario 6: Demographics 

 

Task A (Scenario 6): “In your practice, do you enter the Date of Birth for a 

patient in TouchWorks EHR? 

If a patient’s date of birth needed to be added or changed, what would you do? 

In your practice, do you enter the gender for a patient in TouchWorks EHR?  

If a patient’s gender needed to be added or changed, what would you do?” 

 

“Your patient is Mr. William, Mr. _________William.” 

“Enter the following into the patient’s record: 

 Date of Birth: 11/ 7/ 1965 

 Sex: Male 

 Race: Black or African American & Pawnee 

 Ethnicity: Not Hispanic or Latino 

 Language: Declined” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 
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Task Error Discussion Comments 

 

Task A. Enter the following to the patient’s 

record: 

 Date of Birth: 11/ 7/ 1965  

 Sex: Male 

 Race: Black or African American & 

Pawnee 

 Ethnicity: Not Hispanic or Latino 

 Preferred Language: Declined 

  

 

Task B (Scenario 6): “The patient states he may have made a mistake on his 

paperwork. He reviews and updates his paperwork. The following needs to be 

updated: 

• Date of Birth: 1/7/ 1965 

• Language: English” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task B. Change the following in the patient’s 

record: 

 Date of Birth: 1/7/ 1965 

 Preferred Language: English 

 

  

 

 

Scenario 7: Implantable Devices 

 

Task A (Scenario 7): “Your patient is Mr. _________Gonzales.” 

“Mr. Gonzales states that he recently had screws implanted to fix his fractured 

ankle. Please add the ankle screws to his record.”  

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 

 

Task Error Discussion Comments 

 

Task A. Record, parse and display a device. 
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Task B (Scenario 7): “Mr. Gonzales realizes he gave you the wrong device ID. 

Please specify this was Entered in Error.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task B. Change the status of a device. 

 

  

 

Task C (Scenario 7): “Record the Correct Device for Mr. Gonzales.” 

 

Task Error Discussion Comments 

 

Task C. Record, parse, and display a device. 

 

  

 

Task D (Scenario 7): “If you needed to find the Device Identifier information 

because there was a recall on these devices, where would you find this?” 

 

Task Error Discussion Comments 

 

Task D. Access and obtain the unique device 

identifier data. 

 

  

 

Task E (Scenario 7): “How many Active Implanted Devices does Mr. Gonzales 

currently have in his record?” 

 

Task Error Discussion Comments 

 

Task E. Review active devices list. 

 

  

 

Task F (Scenario 7): “How many Total Implanted Devices are recorded for Mr. 

Gonzales; this includes all devices not just active ones?” 

 

Task Error Discussion Comments 

 

Task F. Review all devices list. 
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Task G (Scenario 7): “Mr. Gonzales is complaining of seasonal allergies. Please 

order him Benadryl 25mg tablet, Take 1 tablet every 4-6 hours as needed.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task G. Review and act upon Drug-Allergy 

(Benadryl) interaction alert (Task for Integrity 

of Information, NISTIR 7804-1). 

 

  

 

 

Scenario 8: CDS-Clinical Recommendations 

 

Task A (Scenario 8): [Problem and Demographics – activates Tobacco cessation 

counseling or pharmacotherapy is recommended for patients that use tobacco.] 

 

“Your patient is Mr. _________Brown.” 

“Your patient, Mr. Brown, has come in for a routine checkup. You would like to see 

what clinical recommendations there are for this patient. The first CDS 

recommendation has to do with smoking.  

Please add that the patient is a ‘current every day smoker’ to their record and then 

see if the Tobacco recommendation is still on the screen or if there are other 

recommendations to act upon.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task A. View Combination (Demographics and 

Problem) CDS recommendation. 

 

  

 

Subtask A1 (Scenario 8):  

 “If you wanted to see the clinical research referenced for this alert, where would 

you click?”  

 

Task Error Discussion Comments 

 

Subtask A1. Access Source Attributes for CDS 

alert 
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Task B (Scenario 8): [Vital Signs - Above normal BMI intervention is 

recommended for every 6 months] 

“Please go ahead and view the next two CDS recommendations and then complete 

these recommendations. (Use your task sheet).” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task B. View vital signs CDS 

recommendation. 

 

  

Subtask B1 (Scenario 8):  

 Only if needed: “If you wanted to see the clinical research referenced for this 

alert, where would you click?”  

 

Task Error Discussion Comments 

 

Subtask B1. Only if needed: Access Source 

Attributes for CDS alert 

 

  

 

Task C (Scenario 8): [Demographics - Routine screening for falls is 

recommended for patients >= 65years old. Consider screening the patients for 

falls.] 

(Please continue viewing the recommendations and then complete the 

recommendations) 

 

Task Error Discussion Comments 

 

Task C. View demographic CDS 

recommendation. 

 

  

 

Task D (Scenario 8): [Medication Allergy – Patient has diagnosis of IVD and/or 

acute myocardial infarction and is not currently an Antithrombotic. Consider 

ordering an Antithrombotic.] 

“There is currently a CDS recommendation on the screen for a Patient that has a 

diagnosis of IVD (Ischemic Vascular Disease) and the consideration to order 

Aspirin or an Antithrombotic for the patient. Mr. Brown tells you he is allergic to 

Aspirin. Please add that to his chart and then see if that recommendation is still on 

the screen or if there are other recommendations to act upon.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 

 

Task Error Discussion Comments 

 

Task D. Record a medication allergy and view 

medication allergy list CDS recommendation. 
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Task E (Scenario 8): [Medication List – The medication list contains one or more 

potentially high risk medication(s) based on the patient’s age.] 

“Please suppress the high-risk medication recommendation for this visit.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 

 

Task Error Discussion Comments 

 

Task E. View medication list CDS 

recommendation. 

 

  

 

Task F (Scenario 8): [Problem – activates LDL recommendation, monitoring is 

recommended for patients with an active diagnosis of diabetes.] 

“Please add a diagnosis of Diabetes Mellitus, Type 2 controlled and see if the 

system gives you any new recommendations.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start” 

 

Task Error Discussion Comments 

 

Task F. View problem list CDS 

recommendation. 

 

  

 

Task G (Scenario 8): [Laboratory - The last LDL was 140 on 6/3/2014. Order 

results and an LDL.] 

“Go ahead and do what the LDL Recommendation tells you to do. The information 

you need for the LDL is on your Task Sheets.” 

 

“Please see if the recommendation is still on the screen or if there are other 

recommendations to act upon.” 

 

Task Error Discussion Comments 

 

Task G. View lab test CDS recommendation. 

 

  

 

Subtask G1 (Scenario 8): “Based on the information provided on the screen, 

what provider ordered the lab tests?” 

 

Task Error Discussion Comments 

 

Task G1. Identify the provider of the 

laboratory order (Task for Identification of 

Information, NISTIR 7804-1). 
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Scenario 9: Problem List, CPOE Labs & Imaging 

 

Task A (Scenario 9): “Your patient is Chris _________.” 

“What gender is your next patient? How do you know this?”  

 

Task Error Discussion Comments 

 

Task A. Test of the Patient Id banner and 

gender. 

 

  

 

Task B (Scenario 9): “While reviewing Chris’s problem list, you notice an old 

diagnosis of a right arm fracture is still listed as a current problem, please update 

the system so that the right arm fracture is no longer listed as a current problem 

and is viewable in the Past Medical History.”  

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 

 

Task Error Discussion Comments 

 

Task B. Remove old diagnosis of broken arm 

from Problem List. 

 

 

  

Task C (Scenario 9): “Has the patient had any previous issues with his knee? 

How do you know?” 

 

Task Error Discussion Comments 

 

Task C. Review Problem List History. 

 

  

 

Task D (Scenario 9): “Chris has come in due to his football injuries. Please add a 

diagnosis of Pain in right knee to his record, order Naproxen, and a CBC with 

partial differential. Also add a diagnosis of frequent headaches and an MRI Head 

without contrast.”  

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task D. Record Diagnosis of Knee Pain. 
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Task E (Scenario 9): (Order Naproxen).  

“Chris has no known medication allergies. Please go ahead and document that. 

Then, don’t order the Naproxen, just go ahead with the rest of the tasks.” 

 

Task Error Discussion Comments 

 

Task E. Document No Known Medication 

Allergy. 

 

  

 

Task 1(a)(2) (Scenario 9): (Order a CBC with partial differential). 

 

Task Error Discussion Comments 

 

Task F. Access Lab Orders. 

 

  

 

Task F (Scenario 9): (Order a CBC with partial differential). 

 

Task Error Discussion Comments 

 

Task F. Order CBC. 

 

  

 

Subtask F1 (Scenario 9): (Order a CBC with partial differential). 

 

Task Error Discussion Comments 

 

Subtask F1. Add a reason for the order. 

 

  

 

Task 1(a)(3) (Scenario 9): (Order an MRI Head without contrast).  

 

Task Error Discussion Comments 

 

Task G. Access Diagnostic Imaging Orders. 

 

  

 

Task G (Scenario 9): (Order an MRI Head without contrast).  

 

Task Error Discussion Comments 

 

Task G. Order MRI. 
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Subtask G1 (Scenario 9): (Add a reason for the order).  

 

Task Error Discussion Comments 

 

Subtask G1. Add a reason for the order. 

 

  

Task H (Scenario 9): “Please go back and specify that the labs and MRI need to 

be done ASAP.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 

 

Task Error Discussion Comments 

 

Task H. Change the lab from routine to ASAP. 

 

  

 

Task I (Scenario 9): (MRI ASAP). 

 

Task Error Discussion Comments 

 

Task I. Change the image from routine to 

ASAP. 

 

  

 

 

Scenario 10: ePrescribe 

 

Task A (Scenario 10): “Your patient is Mrs. _________Smith again.” 

“Your patient Mrs. Smith called to tell you that her sinus infection is now causing 

her to cough and she would like some cough syrup. Please prescribe her 

Guaifenesin-Codeine 100-10MG/5 ML Oral Solution. 

Please enter the SIG as a New Free Text and enter it as ‘.50mL every 4 hours as 

needed’”  

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task A. Order Mrs. Smith Cough Syrup for her 

sinus infection. 

 

  

 

  



 
 

 

  

 

 Solution Design Document  Page 161 of 174 

 

 

 

 

 

Task B (Scenario 10): “Mrs. Smith also tells you that although she asked for a 

refill on her multivitamins yesterday, she can’t afford them. Please notify the 

pharmacist that her multivitamin prescription should be cancelled.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 

 

Task Error Discussion Comments 

 

Task B. Provider informs pharmacist to cancel 

the multivitamin prescription. 

 

  

 

Task C (Scenario 10): “Where would you look to view a medication that has 

been cancelled by the pharmacy?” 

 

Task Error Discussion Comments 

 

Task C. Review results from the pharmacy of 

a cancellation request. 

 

  

 

Task D (Scenario 10): “The pharmacist requests approval to refill Mrs. Smith’s 

Lipitor prescription. Please approve that request.” 

 

Task Error Discussion Comments 

 

Task D. Refill prescription request. 

 

  

 

Subtask D1 (Scenario 10): “What diagnosis is her Lipitor associated with?” 

 

Task Error Discussion Comments 

 

Subtask D1. Verify diagnosis element. 

 

  

 

Task E (Scenario 10): “The pharmacy sent a request to change Mrs. Smith’s 

Zantac prescription. Please respond to their request by changing Mrs. Smith’s 

prescription from Zantac to Cimetidine 300mg tablet to be taken once a day.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 

 

Task Error Discussion Comments 

 

Task E. Complete prescription request change 

from Zantac to Cimetidine. 
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Subtask E1 (Scenario 10): “How can you verify on the screen that this renewal 

is for Mrs. Smith and not for Mrs. Jones?” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.” 

 

Task Error Discussion Comments 

 

Subtask E1. Verify on the screen who the 

renewal is for (Task for Consistency of 

Information, NISTIR 7804-01). 

 

  

 

Task F (Scenario 10): “Your next patient is Mr. Timothy Steinberg.” 

“Does your organization automatically retrieve medication history from a Pharmacy 

or is this done manually?”   

“Mr. Steinberg receives care from another medical practice where he had been 

prescribed a specific medication. This medication was retrieved via your 

organization’s auto-retrieval pull from the pharmacy and not manually inputted by 

a provider. What is this medication?” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task F. Medication History. 

 

  

 

Task H (Scenario 10): “If you wanted to see a history of the drug as it was 

dispensed to the patient by the pharmacy, how would you do that?”  

“The information on your screen is not complete, it only covers the prescriptions 

entered through the EHR system. Please get a more thorough fill list for the 

medication.” 

 

“Do you have any questions about what I am asking you to do? 

Remember to tell us when you are done. Go ahead and start.”  

 

Task Error Discussion Comments 

 

Task H. Pharmacy. 

 

  

 
 

OK, that is the last task I have for you. Now we will go through a brief 

questionnaire about your experience today. 

 Administer the SUS 

That concludes our session today.  Thank you so much for participating.  Have a 

great day!  
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20.4.2 Moderator’s Guide for Configuration Test 

 

 

Administrator ____________________  

Participant # __TW-Clinical-_________  

Data Logger _____________________ 

Location _______Remote __________ 

Date ___________________________  

 

 

Orientation (5 minutes)  

 

Hello. Welcome, my name is _____________ and I’m a moderator, also we have 

______________ online with us, he is the data logger.  

 

Thank you for participating in this study. Our session today will last 30 minutes. 

During that time, you will be performing tasks with Allscripts Touchworks EHR in 

order to evaluate the extent to which the application is effective/not effective and 

efficient/not efficient in terms of Meaningful Use certification criteria. 

 

Just so we are all on the same page... We have you here today, not to look at still 

images of screens but to actually perform tasks with a system in order to evaluate 

the extent to which the application meets Meaningful Use certification criteria.  

 

The first thing I would like to do is to show you this consent form to participate.  

Do you have any questions?  Do you consent? 

 

Because this is for Meaningful Use, there are some background questions we need 

to ask. If any make you feel uncomfortable, just let me know. 

 

Gender  

 Age  

 Education (highest degree)  

Occupation/Role  

Professional Experience   

Computer Experience   

EHR TW Product Experience   

Assistive Technology Needs (yes-what, no)  

 

I am going to start the recording now. 

We are recording the audio and screenshots of our session today. All of the 

information that you provide will be kept confidential and your name will not be 

associated with your comments at any time.  
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I am going to read this introduction to you because I want to be sure that I don’t 

miss anything. 

 

I did not have any involvement in this software’s creation. I am from an 

independent consulting company. Companies hire my company to conduct 

activities with people like you that use their products, services, and websites. This 

is a great chance for you to give the Allscripts team feedback about the application 

we are going to look at today, so please be honest with your opinions.  

 

I will ask you to complete a few activities using this system and answer some 

questions. We are interested in how easy (or how difficult) this system is to use, 

what in it would be useful to you, and how we could improve it. Some activities 

might seem simple to you. Other activities might seem difficult. And there will be 

some activities that you will not able to complete. I am telling you this because I 

want you to remember that we are not testing you. You are helping us test the 

application.  

 

You will be asked to complete these tasks on your own trying to do them as quickly 

as possible with the fewest possible errors or deviations. Do not do anything more 

than asked. When you are doing these activities, I am not going to interact or talk 

to you while you are completing the activity. I and the note taker will be taking 

notes about what you are doing.  

 

Because I am not going to be talking with you while you do the activities, I want 

you to make it clear to me when you are done with an activity by saying, "I'm 

done." There are a number of reasons you might be done. 

(1) Done because you completed the activity. You know you completed it. So you 

say I’m Done. 

(2) Done because you have tried, you know you have not completed the activity, 

but you are not going to try anything else. So you say I’m Done. 

(3) Done because you feel like if you asked a question you could finish the activity. 

The system you are using is set different from what you use in your practice. So 

you might say I have a such and such button on my system. I don’t see on here. 

And I will tell you the next step and we will go from there. 

 

Do you have any questions or concerns before we begin? 

 

During the session, I will be reading a scenario to you. Any information that you 

need to complete your work is on the sheet; we call it a task sheet. Let me show 

it to you now. You can click on it anytime to see what is needed. Or you can also 

ask me to repeat the task. 

 

After each task, you will rate how easy or difficult it was to perform.  
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Ok, I will pass you control of the mouse and keyboard. You can click that you will 

take control.  

 

Configuration Scenario 1:  

 

Task C1A (Configuration): (Locate and Change Drug-Drug Interaction Alert 

Onset) 

I will read this to you now; please do not start until I tell you to. 

“Prescribing Doctors are complaining that the onset for the drug-drug interaction 

checks are too slow. Change the system settings so that the onset of the alert is 

“Rapid”.  

 

Task Error Discussion Comments 

 

Task C1A. Locate and Change Drug-Drug 

Interaction Alert Onset.  

 

  

 

Please rate the tasks based on how you feel right now performing the task – don’t 

rate it for how you think others would feel or how you would feel if you had more 

training on the task. 

 

Task C1B (Configuration): (Locate and Change Drug-Drug Interaction Alert 

Severity Level) 

 “Prescribing doctors are complaining about being notified too often for drug-drug 

interactions. Change the system settings so that alerts will pop up for the doctors 

only when the severity of drug-drug interactions are ‘Major’.” 

 

Task Error Discussion Comments 

 

Task C1B. Locate and Change Drug-Drug 

Interaction Alert Severity Level.  

 

  

Please rate the task. 
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Task C1C (Configuration): (Locate and enable CDS recommendations for a 

physician) 

“Please enable the Meaningful Use recommendation rule 22 for Doctor Zane 

Zurich. Rule 22 is Use of High-Risk Medications in the Elderly – Taking 1 or more 

medications.” 

 

Task Error Discussion Comments 

 

Task C1C. Locate and enable CDS 

recommendations for a physician.  

 

  

Please rate the task. 

 

Task C1D (Configuration): (Locate and enable CDS recommendations for a 

nurse) 

 “Please enable the Meaningful Use recommendation rule 101 for Nurse Betty Blue. 

Rule 101 is Falls: Screening for Future Falls Risk – Screen for falls.” 

 

Task Error Discussion Comments 

 

Task C1D. Locate and enable CDS 

recommendations for a nurse.  

 

  

“How do you know the correct recommendation is applied to the correct person?”  

 

Please rate the task. 

 

OK, that is the last task I have for you. Now we will go through a brief 

questionnaire about your experience today. 

 Administer the SUS 

 

That concludes our session today.  Thank you so much for participating.  Have a 

great day! 
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20.4.3 Task Sheet for Clinical Test 

 

Scenario 1: Mrs. Smith 

 Add Sexual Orientation: Declined 

 Add Specifies as: Female 

 Prescribe Omnicef (Cefdinir) 300mg Oral Capsule 

o For Sinus Infection 

o SIG: Take once a day 

o Quantity: 10 

o Send to her local CVS pharmacy 

 

 Prescribe Azithromycin 200mg/5mL oral suspension 

o For Sinus Infection 

o SIG: Using New Structured: Swallow 5CCs Daily 

o Days: 5 

o Quantity: 2 bottles of 15mL medicine  

o Send to Mrs. Smith’s local retail pharmacy 

 Find educational materials for hyperlipidaemia 

 

Scenario 2: Mr. Mitchell 

 Add new allergy of Penicillin (mild rash) 

 Add existing allergy to Aspirin (rash) changed to now include anaphylactic 

reaction 

 

Scenario 3: Mrs. Holland 

 Reconcile problems from Urgent Care 

 Reconcile medications from Urgent Care 

 Reconcile medication allergies from Urgent Care 

 

Scenario 4: Mike 

 Update record (prescribed by another doctor): 

o Flovent (fluticasone propionate) HFA 220 mcg 

 For Asthma 

o ProAir RespiClick 108 mcg 

 For Asthma 

 

 Order Digoxin (Lanoxin) 250mcg Oral Tablet 

o For Congestive Heart Failure 

o SIG: Take 1 Tablet Daily 

o Quantity: 30 

 



 
 

 

  

 

 Solution Design Document  Page 168 of 174 

 

 

 

 

 

Scenario 5: Thomas 

 Find educational material related to asthma  

 

Scenario 6: Mr. William 

 Enter 

o Date of Birth: 11/ 7/ 1965 

o Sex: Male 

o Race: Black or African American & Pawnee 

o Ethnicity: Not Hispanic or Latino 

o Language: Declined 

 Change 

o Date of Birth: 1/7/ 1965 

o Language: English 

 

Scenario 7: Mr. Gonzales 

 Add new bone screw to record 

o (01)18054242512264(11)160124(17)160124(10)SUREBRI98Z77(21

)98Z7ZIPP734LEFO 

 Update record with new knee screw as Entered in Error  

 Add correct bone screw to record 

o (01)18054242512066(11)160122(17)160122(10)LESHEEZYMAEC(2

1)IPP734LEACCUMSA 

 Order Benadryl 25mg Tablet 

o for Seasonal Allergies 

o SIG: Take 1 Tablet every 4 to 6 hours, as needed 

o Quantity: 90 

 

Scenario 8: Mr. Brown 

 Document the patient is a “current every day smoker”  

o Then see if there is a recommendation related to this  

 

 For “Above Normal BMI…” recommendation: 

o Add “Giving encouragement to exercise”  

 For “Routine Screening for Falls…” recommendation: 

o Add a Falls Screening  

 

 There is currently a recommendation for the patient “Patient has a 

diagnosis of IVD…Consider ordering Aspirin or an Antithrombotic”  

o Document the patient has an allergic reaction to Aspirin and see if 

documenting this allergy changes the recommendation 
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 For “The medication list contains one or more potentially high risk 

medication(s)…” recommendation: 

o Suppress this recommendation for this visit 

 

 Add a Diagnosis of Diabetes Mellitus (controlled) 

 LDL: 

o Use Today’s date 

o Enter 140  

o Enter Normal for Flag 

 

Scenario 9: Chris 

 Update “Right arm fracture” as viewable in Past Medical History 

 

 Add Diagnosis of Pain in Right Knee 

o Order Naproxen 500mg Oral Tablet 

 SIG: Take 1 Tablet every 12 hours daily 

 Quantity: 28 

o Order a CBC with partial differential 

 Add Diagnosis of Frequent Headaches 

o Order a MRI Head without contrast 

 

Scenario 10.1: Mrs. Smith 

 Prescribe Guaifenesin-Codeine 100-10MG/5 ML Oral Solution  

o For Sinus Infection 

o SIG: .50mL every 4 hours as needed (as a New Free Text entry) 

o Quantity: 1 

 

 Notify Pharmacy to cancel multivitamin prescription 

   

 View a medication cancelled by the pharmacy 

      

 Approve Pharmacy Request to refill Lipitor 

   

 Respond to Pharmacy Request to change Zantac to Cimetidine 

o Cimetidine 300 mg tablet 

o Take 1 tablet once a day 

 

Scenario 10.2: Mr. Steinberg 

 What medication was auto-retrieved from the pharmacy?  

 

 Get a thorough fill list for the medication 
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20.4.4 Task Sheet for Configuration Test 

 

Task A 

Prescribing doctors are complaining that the onsets for the drug-drug interaction 

checks are too slow. Change the system settings so that the onset of the alert is 

“Rapid”. 

 

Task B 

Prescribing doctors are complaining about being notified too often for drug-drug 

interactions. Change the system settings so that alerts will pop up for the doctors 

only when the severities of drug-drug interactions are “Major”. 

 

Task C 

Please enable the Meaningful Use recommendation rule 22 for Doctor Zane Zurich. 

Rule 22 is Use of High-Risk Medications in the Elderly – Taking 1 or more 

medications.  

 

Task D 

Please enable the Meaningful Use recommendation rule 101 for Nurse Betty Blue. 

Rule 101 is Falls: Screening for Future Falls Risk – Screen for falls. 
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20.5 Appendix 5: System Usability Scale Questionnaire 

In 1996, Brooke published a “low-cost usability scale that can be used for global 

assessments of systems usability” known as the System Usability Scale or SUS. 

  

Lewis and Sauro (2009) and others have elaborated on the SUS over the years. 

Computation of the SUS score can be found in Brooke’s paper, in at 

http://www.usabilitynet.org/trump/documents/Suschapt.doc or in Tullis and Albert (2008). 

 

 

 

Strongly 

Agree 
   

Strongly 

Agree 

1 2 3 4 5 

1. I think that I would like to use this system frequently      

2. I found the system unnecessarily complex      

3. I thought the system was easy to use      

4. I think that I would need the support of a technical person 

to be able to use this system 
     

5. I found the various functions in this system were well 

integrated 
     

6. I thought there was too much inconsistency in this system      

7. I would imagine that most people would learn to use this 

system very quickly 
     

8. I found the system very cumbersome to use      

9. I felt very confident using the system      

10. I needed to learn a lot of things before I could get going 

with this system 
     

 

  

Brooke, J.: SUS: A “quick and dirty” usability scale. In: Jordan, P. W., Thomas, B., Weerdmeester, B. A., 

McClelland (eds.) Usability Evaluation in Industry pp. 189--194. Taylor & Francis, London, UK (1996). SUS 

is copyrighted to Digital Equipment Corporation, 1986. 

 

Lewis, J R & Sauro, J. (2009) "The Factor Structure Of The System Usability Scale." in Proceedings of the 

Human Computer Interaction International Conference (HCII 2009), San Diego CA, USA. 

http://www.usabilitynet.org/trump/documents/Suschapt.doc
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20.6 Appendix 6: Incentive Receipt and Acknowledgment Form 

 

Participant Payment Receipt Form 

 

 

INVOICE DATE:     (today’s date) 
 

TO: User-View, Inc. 

 1109 Holland Ridge Drive 

 Raleigh, NC 27603 

 

FROM:   

(Participant) (Full legal name as it appears on your federal tax return) 

 

ADDRESS:   

 (Please print clearly) 

   

  

   

 

PHONE:     

 

EMAIL:      

 

 

REFERRAL – Did someone refer you to participate in this study? If yes, please provide 

that person’s name so we can thank them.     

 

REFERENCE: 

 

TOTAL AMOUNT PAID: $100  

 

Participant Signature:   

Note: We will need your Social Security Number if you earn $600 or more in one 

year. 
 

 



 

 
 

 

222 Merchandise Mart #2024 800.877.5678 
Chicago, IL 60654 www.allscripts.com 
 
 
 
 

1 

Mitch Icenhower  

Allscripts  

Vice President Solutions Management, Sol Mgmt - Touchworks 

1-919-329-1877 

Touchworks 17.1  

 

Allscripts attests to the validity of the information below to satisfy the documentation requirements for 

testing and certification of the ONC 2015 Edition criteria: 170.315(d)(2). 

 

1. Does the health IT module audit logging capability monitor each of the required actions for all 

instances of electronic health information utilized by the health IT module in accordance with 

the specified standard ASTM E2147-01?  [IN170.315(d)(2)(i)(A)] 

 
Yes, Allscripts TouchWorks EHR’s audit logging capability monitors Addition, 

Changes, Queries, Print, Copy, and Changes to User Privileges.  The EHR does not allow for the  

Deletion of data, but it allows for the Inactivation of data, which is audit logged. 
 

2. If applicable, and if the health IT module allows it be disabled, is the default state for audit log 

and audit log status recording enabled by default?  
[IN170.315 (d)(2)(i)(B) and (ii)] 
Allscripts TouchWorks EHR does not permit any users (including administrators) to modify or 

disable the audit logs, audit log status or end user device encryption status.  The auditable events 

recorded during certification are gathered in every installation of EEHR 17.1+.  The encryption 

demonstrated on end user devices is always enabled in TouchWorks 17.1+ installations. 

 

 

3. If applicable, and if the health IT module allows it to be disabled, is the encryption of electronic 

health information on end-user devices enabled by default? [IN170.315(d)(2)(i)(C) and (ii)] 

Allscripts TouchWorks EHR doesn’t store any PHI information on end user device. 

 

4. Describe the method(s) through which the audit log protects the following from being changed, 

overwritten, or deleted by the health IT module. [IN170.315(d)(2)(iv)] 

Allscripts TouchWorks EHR does not provide any mechanisms for any user to change, overwrite or 

delete an audit log entry.  Users with sufficient permissions are able to access the “Audit Log” report 

which allows them to view audit log entries, but they cannot be updated 



 

 
 

 

222 Merchandise Mart #2024 800.877.5678 
Chicago, IL 60654 www.allscripts.com 
 
 
 
 

2 

 

5. Describe the method(s) through which the health IT module is capable of detecting whether the 

audit log(s) have been altered.   Note: This type of alteration would be from outside the health 

IT module (e.g., hacking, manual tampering, and other software besides the health IT module). 

[IN170.315(d)(2)(v)] 

Allscripts TouchWorks EHR does not provide any mechanisms for any user to change, overwrite or 

delete an audit log entry.  Whenever an entry is written to the audit log, a digital signature of the entry 

is generated using the approved RSA1024 encryption algorithm.  TouchWorks provides a scheduled 

job in SQL server which validates all audit log entries for the specified date range.   

The SQL scheduled job performs the validation by regenerating the digital signature (SHA-2 hash) 

for all audit log entries in the given date range and comparing them to the digital signature that was 

saved with each row.  If any of the newly generated digital signatures is different from the original 

value this would indicate that one or more fields comprising the audit log entry have been altered in 

some way.  Any entries which have been altered will appear in the result set reported by the 

scheduled job. 

Our clients are able to determine the time and frequency with which the job is run, what date range 

should be included, and what notifications should occur when modified records are detected.  The 

default configuration that Allscripts delivers for the SQL scheduled job is to have it run once per day 

and validate all audit log entries created in the last 24 hours.    Allscripts recommends configuring the 

job notifications write to the Windows Security event log and to email the results to a system 

administrator.  This functionality is provided natively by SQL servers 

 

I hereby attest that all above statements are true, as an authorized signing authority on behalf of 

my organization.  

 

 

Authorized Signature:                    

 

Authorized Signer Name (print):  Mitch Icenhower 

 

Authorized Signer Title (print):   Vice President, Solutions Management, TouchWorks 

 

Date: 7/14/2016 
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PPrriivvaaccyy  aanndd  SSeeccuurriittyy  CCeerrttiiffiiccaattiioonn  FFrraammeewwoorrkk  
 
This document describes the privacy and security certification framework as set 
forth by ONC and introduces the attestation template required for testing and 
certification.  All developers must return an attestation describing their method for 
meeting privacy and security.  
Based on the health IT modules sought for certification, specific privacy and 
security criteria are be required to be tested and certified. Only modules 
§170.315(g)(1) through (6) are exempt from the privacy and security certification 
framework as ONC has identified these as having no implication of privacy and 
security concerns. Attesting that certain privacy and security criteria are 
inapplicable or infeasible is not permitted.   

Multiple Approaches 
For the 2015 edition, ONC has permitted two approaches for testing and 
certifying privacy and security which are described below. Developers must attest 
to one approach or the other. 

Approach #1 – Technically Demonstrate Through Testing 
Health IT can meet applicable 2015 Edition privacy and security 
certification criterion by technically demonstrating, in a live test event, the 
privacy and security criteria using the test procedures outlined in the 2015 
Edition Drummond Group proctor sheets. 
Because privacy and security criteria are applicable to multiple criteria 
capabilities, developers must attest that privacy and security capabilities 
apply to the full scope of capabilities requested for certification.  
Through this attestation, the Health IT Module would only need to be 
tested once to each applicable privacy and security criterion identified in 
Appendix C: Privacy and Security Certification Framework Table. For this 
approach, the health IT developer attests that such privacy and security 
capabilities apply to the full scope of capabilities included in the requested 
certification, except for the certification of a Health IT Module to 
§170.315(e)(1) “VDT” and (e)(2) “secure messaging.”  For each of these 
criteria, a Health IT Module must be separately tested to §170.315(d)(9) 
because of the specific capabilities for secure electronic transmission and 
secure electronic messaging included in each criterion, respectively.  
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However, if some privacy and security capabilities are different for specific 
criteria, those privacy and security capabilities should be tested separately 
as appropriate. For example, if the health IT module has a separate user 
authentication system for sending transitions of care (for criteria 
170.315(h)(1)) compared to the rest of the capabilities of the EHR, the 
authentication, access control, and authorization capabilities of criterion 
170.315(d)(1) should be tested separately for both features. Developers 
should note there is no extra charge for testing multiple capabilities of the 
same privacy and security criteria and therefore, are encouraged to share 
this information with their Test Proctor.  

Approach #2 – System Documentation through Attestation 
Health IT Module can meet applicable 2015 Edition privacy and security 
certification criterion by demonstrating, through system documentation 
that is sufficiently detailed to enable integration, that the Health IT Module 
has implemented service interfaces for each applicable privacy and 
security certification criterion that enable the Health IT Module to access 
external services necessary to meet the privacy and security certification 
criterion. The term ‘‘access’’ includes, as applicable, bi-directional 
interfaces with external services. 
For example, system documentation could detail how integration 
establishes a bi-directional interface that meets the requirements of the 
2015 Edition ‘‘audit report(s)’’ certification criterion. Also, external services 
simply mean services outside the scope of the Health IT Module being 
presented for certification. External services could be, but are not limited 
to, those provided by another certified Health IT Module, another software 
program such as Microsoft Active Directory, or a hospital enterprise-wide 
infrastructure. Finally, a Health IT Module is not required to be paired with 
the other services for the purposes of certification (e.g., certified with 
another certified Health IT Module that performs the privacy and security 
capability or specifying the external services as ‘‘relied upon software’’). 
Approach 2 also serves to provide health IT developers with the ability to 
demonstrate through system documentation that products share a security 
infrastructure, giving developers the option to certify the security 
infrastructure only once. 
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Instructions 
 

The two different attestation templates are found in Appendix A: 
Attestation Template for Approach #1 and Appendix B: Attestation 
Template for Approach #2 of this document. Return the appropriate 
attestation to your Test Proctor at least two weeks prior to the first 
scheduled test date. The Test Proctor will evaluate the documentation 
submitted and notify the health IT developer if the documentation is 
sufficient and if the module results in a pass/fail.  
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AAppppeennddiixx  AA::  AAtttteessttaattiioonn  TTeemmppllaattee  ffoorr  AApppprrooaacchh  ##11    
Privacy and Security Certification Documentation 

 
 

Mitch Icenhower  
Allscripts  
Vice President Solutions Management, Sol Mgmt - Touchworks 
1-919-329-1877 
Touchworks 17.1  
 
 
Touchworks only needs to be tested once per each applicable privacy and security criteria as the 
privacy and security capabilities apply to the full scope of capabilities included in the requested 
testing and certification, except for the following: 
 

 Any health IT system presented for certification to § 170.315(e)(1) must be separately 
tested to § 170.315(d)(9) [Per the ONC Final Rule].  

 Any health IT system presented for certification to § 170.315(e)(2) must be separately 
tested to § 170.315(d)(9) [Per the ONC Final Rule]. 

 
 
 
I hereby attest that all above statements are true, as an authorized signing authority on 
behalf of my organization.  
 
 
 
 
 

 
 
Mitch Icenhower  
6/14/2016 
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AAppppeennddiixx  BB::  AAtttteessttaattiioonn  TTeemmppllaattee  ffoorr  AApppprrooaacchh  ##22  
 
 

Privacy and Security Certification Documentation 
 
 

[Name of Authorized Senior Company Representative] 
[Title of Company Representative] 
[Company Contact Information] 
[Health IT Product and Version] 
 
[Health IT Product] relies on the use of service interfaces that enable the health IT module to 
access external services necessary to meet the privacy and security capabilities of each module 
described below and in which certification is being sought.   
 
Health IT Developer inserts explanation here. Sufficient detail should be provided to 

explain how external systems or services are used to satisfy the privacy and security 

capabilities. Health IT Developer may need to provide additional screen shots or 

material to clearly show how this is accomplished. 
 
Provide an explanation for each applicable P&S criterion that apply: 

 

 §170.315 (d)(1) (authentication, access control, and authorization); 

 §170.315 (d)(2) (auditable events and tamper resistance); 

 §170.315 (d)(3) (audit reports); 

 §170.315 (d)(4) (amendments); 

 §170.315 (d)(5) (automatic log-off); 

 §170.315 (d)(6) (emergency access); 

 §170.315 (d)(7) (end-user device encryption) 

 §170.315 (d)(8) (integrity) 

 §170.315 (d)(9) (trusted connection) 

 §170.315 (d)(10) (auditing actions on health information) 
  
 
 
I hereby attest that all above statements are true, as an authorized signing authority on 
behalf of my organization.  
[Signature] 
[Signature Block of Authorized Senior Company Representative] 
[Date signed] 
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AAppppeennddiixx  CC::  22001155  EEddiittiioonn  PPrriivvaaccyy  aanndd  SSeeccuurriittyy  
CCeerrttiiffiiccaattiioonn  FFrraammeewwoorrkk  TTaabbllee  
 
If Health IT Module 

includes capabilities for 

certification listed under: 

It will need to be certified to approach 1 or approach 2 for each of the 

P&S certification criteria listed in the “approach 1” column 

 

Approach 1 

 

Approach 2 

§170.315(a) §170.315(d)(1) (authentication, access 

control, and authorization); 

(d)(2) (auditable events and tamper 

resistance); 

(d)(3) (audit reports); 

(d)(4) (amendments); 

(d)(5) (automatic log-off); 

(d)(6) (emergency access); 

(d)(7) (end-user device encryption) 

 

 

 

 

 

 

 

For each applicable P&S 

certification criterion not 

certified for approach 1, the 

health IT developer may 

certify for the criterion using 

system documentation 

sufficiently detailed to 

enable integration with 

external services necessary 

to meet the criterion.  

§170.315(b) §170.315(d)(1) through (d)(3) and (d)(5) 

through (d)(8) (integrity) 

§170.315(c) §170.315(d)(1) through (d)(3) and (d)(5) 

§170.315(e)(1) §170.315(d)(1) through (d)(3), (d)(5), 

(d)(7), and (d)(9)(trusted connection) 

§170.315(e)(2) and (3) §170.315(d)(1) through (d)(3), (d)(5), and 

(d)(9) 

§170.315(f) §170.315(d)(1) through (d)(3) and (d)(7) 

§170.315(g)(7), (8) and (9) §170.315(d)(1) and (d)(9); and (d)(2) or 

(d)(10) (auditing actions on health 

information) 

§170.315(h) §170.315(d)(1) through (d)(3) 
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About Drummond Group LLC 
Drummond Group LLC is a global software test and certification lab that serves a wide range of 
vertical industries.  In healthcare, Drummond Group tests and certifies Controlled Substance 
Ordering Systems (CSOS), Electronic Prescription of Controlled Substances (EPCS) software and 
processes, and Electronic Health Records (EHRs) – designating the trusted test lab as the only 
third-party certifier of all three initiatives designed to move the industry toward a digital future. 
Founded in 1999, and accredited for the Office of the National Coordinator Health IT 
Certification Program as an Authorized Certification Body (ACB) and an Authorized Test Lab 
(ATL), Drummond Group continues to build upon its deep experience and expertise necessary to 
deliver reliable and cost-effective services. For more information, please visit 
http://www.drummondgroup.com or email ehr@drummondgroup.com 
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