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HIPAA compliance requires multiple components to be reviewed 
and validated.  The following checklist represents elements of an 
effective HIPAA compliance program.  

Scope and data flow 
 Maintain an inventory of the patient data, how it is transmitted, stored, or processed 
 Define the scope and who has access to the data and the security mechanism 
 to ensure data integrity 

1.



Prioritized approach  
 Determine which are the required and addressable specifications
 Perform a gap analysis and identify which specifications should be prioritized

2.


Plan ahead

 What is the remediation plan for any identified gaps
 Consult with specialties regarding security rules and privacy rules 
 Maintain any systematic documentation and related evidence for periodic reviews 
 Retain any documentation, evidence or testing results associated with HIPAA for at least six years

3.




Application of the rules 

 Determine the right rules required to be compliant 
 Determine whether you are a covered entity or business associate and the associated 
 liability/ obligation 

4.



The HIPAA program management
 Identify the right resource (people or technology) to maintain the confidentiality, integrity, and  
 availability of ePHI
 Perform periodic/ scheduled reviews on security events (annual risk assessment/ risk analysis,  
 quarterly vulnerability scans, annual pen test, quarterly security reviews on privileges, annual  
 testing on contingency plan/ disaster recovery) 
 Obtain management buy-in and support 

5.
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Training 
 Make sure your personnel are aware of their roles and responsibilities 
 Conduct annual HIPAA awareness training 
 Ensure your employee is aware of the policies and procedures that govern the security of EPHI

6.



Preparedness for incident, breaches, or emergency

 Contingency plan with emergency access procedure
 Back up and secure data
 Be prepared for any incident, breach or emergency and the notification 

7.



Continuous effort 

 Continue to monitor, track, and maintain the compliant effort
 Do not take this as a point in time activity 

8.



This checklist is not a complete guide to compliance with the rule itself and is meant to be a useful 
approach for your organization to make progress toward building a better sense of HIPAA priorities—
before implementing a HIPAA compliance strategy.

Drummond and our team of compliance experts can help you achieve HIPAA compliance as an 
independent third-party assessor and a recognized leader in Healthcare and HIPAA compliance.  We 
have performed 200+ HIPAA assessments, which makes us a top performer in the industry. Our 
experience reduces the resources you must expend for certification.

Need help reviewing your HIPAA Compliance?  Contact us to schedule your HIPAA consultation today, 
at sales@drummondgroup.com.


