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1. EXECUTIVE SUMMARY 
 

A usability test of Drs Enterprise® was conducted from October 30 to November 8, 2019, by Keiser 

Computers, Inc., Fort Lauderdale, Florida. The purpose of this test was to test and validate, and provide 

evidence of the usability of, version 11, the current version of Drs Enterprise®, the EHR developed by 

Keiser Computers.  

During the usability test, eleven healthcare providers, administrative staff, consultants and resellers 

matching the target demographic criteria served as participants and used Drs Enterprise® in simulated, 

but representative tasks.  

This study collected performance data on 12 tasks typically conducted on an EHR and presented for 

certification under the 2015 Edition Certification program.  They used the test procedures set forth in 

NISTIR 7741 Guide to the Processes Approach for Improving the Usability of Electronic Health Records, 

as listed below.  See also Section 3.3 (Tasks) for a more detailed description of the individual tasks 

involved in each test procedure, and see Appendix 3 for a list of test instructions describing the steps 

necessary to accomplish the tasks. 

1.  CPOE – Medications 170.315 (a)(1) 

A.1-1 Record Medication Order via CPOE 

A.1-2 Change Medication Order via SPOE 

A.1-3 Access and display changed CPOE Medication Order 

2. CPOE – Laboratory 170.315 (a)(2) 

A.2-1 Record Lab order via CPOE 

A.2-2 Change Lab order via CPOE 

A.2-3 Display changed CPOE Lab order 

3. CPOE – Diagnostic Imaging 170.315 (a)(3) 

A.3-1 Record Imaging order via CPOE 

A.3-2 Change Imaging order via CPOE 

A.3-3 Display changed CPOE Imaging order 

4. Drug-drug, Drug-allergy Interaction Checks 170.315 (a)(4) 

A.4-1 Using CPOE, trigger a drug-drug interaction by entering a new medication order 

A.4-2 Using CPOE, trigger a drug-allergy interaction by entering a new medication order 

A.4-3 Adjust the severity level of a displayed drug-drug interaction 

 

 



5 
 

5. Demographics 170.315 (a)(5) 

A.5-1 Record a patient’s preferred language, date of birth, birth sex, race, ethnicity, sexual 

orientation, and gender identity 

A.5-2 Change the patient’s preferred language, date of birth, birth sex, race, ethnicity, sexual 

orientation, and gender identity 

A.5-3 Display the patient’s changed preferred language, date of birth, birth sex, race, ethnicity, 

sexual orientation, and gender identity 

6. Problem List 170.315 (a)(6) 

A.6-1 Record a problem to the problem list 

A.6-2 Change a problem on the problem list 

A.6-3 Display the active problem list 

A.6-4 Display the historical problem list 

7. Medication List 170.315 (a)(7) 

 A.7-1 Record a medication to the medication list 

A.7-2 Change a medication on the medication list 

A.7-3 Display the active medication list 

A.7-4 Display the historical medication list 

8. Medication Allergy List 170.315 (a)(8) 

A.8-1 Record a medication allergy 

A.8-2 Change a medication allergy 

A.8-3 Display the active medication allergy list 

A.8-4 Display the historical medication allergy list 

9. Clinical Decision Support 170.315 (a)(9) 

A.9-1 Add a CDS intervention and/or reference resource for each of the required elements:  

o Problem List 

o Medication List 

o Medication Allergy List 

o At least one Demographic,  

o Laboratory Test 

o Vital Signs 

o And a Combination of at least 2 of the elements listed above 
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A.9-2 Trigger the CDS interventions/resources added using the applicable data elements from 

each of the required elements 

A.9-3 View the intervention/resource information using the InfoButton standard for data 

elements in the problem list, medication list, and demographics 

A.9-4 Trigger the CDS interventions/resources based on data elements in the problem list, 

medication list, and medication allergy list by incorporating patient information from a 

transition of care/referral summary 

A.9-5 Access the following attributes for one of the triggered CDS interventions/resources: 

bibliographic citation, developer, funding source, release/revision date 

10. Implantable Device List 170.315 (a)(14) 

A.14-1 Record UDI 

A.14-2 Change UDI Status 

A.14-3 Access UDI, Device Description, Identifiers and Attributes 

11. Clinical Information Reconciliation and Incorporation 170.315 (b)(2) 

B.2-1 Incorporate a CCDA and conduct reconciliation of the medications, medication allergies, 

and problems in the CCDA with the information currently in the patient's record  

B.2-2 Generate a new CCDA with reconciled data 

12. Electronic Prescribing 170.315 (b)(3) 

B.3-1 E-prescribe new prescription  

B.3-2 Change dosage or duration or discontinue Prescription 

B.3-3 View medication history for the Patient 

B.3-4 Refill Prescription 

B.3-5 Receive Fill Status Notification 

B.3-6 Request and Receive Medication History Information 

 

The one-on-one usability test sessions were conducted in remote web-conferencing sessions that 

generally took about 1 1/2 hours.  Participants had prior experience with the EHR. Prior to each session, 

each participant was asked to review and sign an informed consent/release form (included as Appendix 

2); at the beginning of each session, they were instructed that they could withdraw at any time.  As part 

of the test, the participants were given a 20-30-minute training session on the use of Drs Enterprise®.    

During each session, the administrator introduced the test, and instructed participants to complete a 

series of tasks (given one at a time) using Drs Enterprise®. During the testing, the assistant data logger 

timed the test and, along with the administrator and the primary data logger, recorded user 

performance data on paper and electronically. The administrator did not give the participants assistance 
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in how to complete the task.  The test sessions, conducted in webinar format using Join.me and 

GotoMeeting.com, were recorded for subsequent analysis.  

The following types of data were collected for each participant:  

1. Number of tasks successfully completed within the allotted time without assistance  

2. Time to complete the tasks  

3. Number and types of errors  

4. Path deviations  

5. Participant’s verbalizations  

6. Participant’s satisfaction ratings of the system  

All participant data was de-identified – no correspondence could be made from the identity of the 

participant to the data collected. Following the conclusion of the testing but before the conclusion of 

the webinar, participants were asked to complete a post-test questionnaire. Various recommended 

metrics, in accordance with the examples set forth in the NIST Guide to the Processes Approach for 

Improving the Usability of Electronic Health Records, were used to evaluate the usability of Drs 

Enterprise®.   
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PERFORMANCE AND RATING DATA 
 

Table 1.1 below is a summary of the performance and rating data collected on Drs Enterprise® for each 

of the tasks associated with the test procedures listed above. 

 

Table 1.1 Summary of Measures Tested and Data Collected on Drs Enterprise®  
 

             MEASURE 
 
 
 
 
TASKS 

N Task 
Success 

(%) 

Path Deviation 
(#) 

Task Time 
(Secs) 

Task Time 
Deviation 

(Secs) 

Task 
Errors 

(%) 

Task 
Ratings 
5=Easy 

(#) 

# Mean 
(SD) 

Deviations 
(Observed/ 

Optimal) 

Mean  
(SD) 

Deviations 
(Observed/ 

Optimal) 

Mean 
(SD) 

Mean 
(SD) 

CPOE – Medication orders (a.1) 

A.1-1  Record 
CPOE Medication 
Order 

11 84.85% 
(0.6556) 

6/5 63  
(45) 

63/38 15.15% 
(65.56) 

4.45 
(0.66) 

A.1-2  Change 
CPOE Medication 
Order 

11 93.94% 
(0.3857) 

7/7 37  
(43) 

37/11 6.06% 
(38.57) 

4.45 
(0.66) 

A.1-3   Access 
CPOE Medication 
Order 

11 100% 
(0) 

1/1 19  
(12) 

19/62 0% 
(0) 

4.45 
(0.66) 

CPOE – Labs (a.2) 

A.2-1  Record Lab 
order via CPOE 

11 100% 
(0) 

7/7 40  
(23) 

40/20 0% 
(0) 

4.82 
(0.39) 

 

A.2-2  Change Lab 
order via CPOE 

11 93.94% 
(0.3856

95) 

3/3 23  
(14) 

23/10 6.06% 
(38.56) 

4.82 
(0.39) 

 

A.2-3  Display 
changed CPOE 
Lab order 

11 100% 
(0) 

0/0 5 
(8) 

5/2 0% 
(0) 

4.82 
(0.39) 

 

CPOE – Diagnostic Imaging (a.3) 

A.3-1  Record 
Imaging order via 
CPOE 

11 100% 
(0) 

5/5 32 
(20) 

32/17 0% 
(0) 

5.0 
(0) 

A.3-2  Change 
Imaging order via 
CPOE 

11 100% 
(0) 

2/2 24  
(14) 

24/17 0% 
(0) 

5.0 
(0) 

A.3-3  Display 
changed CPOE 
Imaging order 

11 100% 
(0) 

0/0 4  
(4) 

4/0 0% 
(0) 

5.0 
(0) 
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Drug-drug, drug-allergy interaction checks for CPOE (a.4) 

A.4-1  Using 
CPOE, trigger a 
drug-drug 
interaction by 
entering a new 
medication order 

11 93.94% 
(0.5750) 

5/5 48  
(35) 

48/36 6.06% 
(57.49) 

4.0 
(1.28) 

A.4-2  Using 
CPOE, trigger a 
drug-allergy 
interaction by 
entering a new 
medication order 

11 93.94% 
(0.5750) 

1/1 6  
(4) 

6/7 6.06% 
(57.49) 

4.0 
(1.28) 

A.4-3  Adjust the 
severity level of a 
displayed drug-
drug interaction 

11 100% 
(0) 

5/5 54  
(27) 

54/37 0% 
(0) 

4.0 
(1.28) 

Demographics (a.5) 

A.5-1  Record a 
patient’s 
preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation 
and gender 
identity 

11 100% 
(0) 

22/21 95 
(42) 

95/57 0% 
(0) 

4.91 
(0.29) 

A.5-2  Change the 
patient’s 
preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation 
and gender 
identity 

11 96.97% 
(0.2875) 

29/28 78 (24) 78/74 3.03% 
(28.74) 

4.91 
(0.29) 

A.5-3  Display the 
patient’s changed 
preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation 
and gender 
identity 
 
 

11 100% 
(0) 

1/1 10  
(6) 

10/1 0% 
(0) 

4.91 
(0.29) 
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Problem list (a.6) 

A.6-1   
Record a problem 
to the problem 
list 

11 87.88% 
(0.7714) 

6/5 53  
(39) 

53/34 12.12% 
(77.13) 

4.45 
(1.16) 

A.6-2   
Change a problem 
on the problem 
list 

11 93.94% 
(0.3857) 

3/3 23  
(26) 

23/16 6.06% 
(38.56) 

4.45 
(1.16) 

A.6-3   
Display the active 
problem list 

11 100% 
(0) 

2/2 13  
(9) 

13/2 0 (0) 4.45 
(1.16) 

A.6-4   
Display the 
historical problem 
list 

11 100% 
(0) 

0/0 0  
(0) 

0/0 0% 
(0) 

4.45 
(1.16) 

Medication list (a.7) 

A.7-1 Record a 
medication to the 
medication list 

11 96.97% 
(0.2875) 

6/6 50  
(39) 

50/51 3.03% 
(28.74) 

4.27 
(0.86) 

A.7-2 Change a 
medication on 
the medication 
list 

11 100% 
(0) 

4/4 49  
(31) 

49/16 0% 
(0) 

4.27 
(0.86) 

A.7-3  
Display the active 
medication list 

11 100% 
(0) 

1/1 17  
(18) 

17/1 0% 
(0) 

4.27 
(0.86) 

A.7-4   
Display the 
historical 
medication list 

11 100% 
(0) 

0/0 0  
(0) 

0/0 0% 
(0) 

4.27 
(0.86) 

Medication allergy list (a.8) 

A.8-1  
Record a 
medication 
allergy 

11 100% 
(0) 

12/12 58  
(35) 

58/32 0% 
(0) 

4.0  
(0.95) 

A.8-2   
Change a 
medication 
allergy 

11 93.94% 
(0.3857) 

4/4 59  
(43) 

59/40 6.06% 
(38.56) 

4.0 
(0.95) 

A.8-3 
Display the active 
medication 
allergy list 

11 100% 
(0) 

1/1 15  
(13) 

15/32 0% 
(0) 

4.0 
(0.95) 

A.8-4 
Display the 
historical 

11 100% 
(0) 

0/0 0  
(0) 

0/0 0% 
(0) 

4.0 
(0.95) 
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medication 
allergy list 

Clinical Decision Support (a.9) 

A.9-1   
Add a CDS 
intervention 
and/or reference 
resource for each 
of the required 
elements 

11 96.97% 
(0.2874) 

6/6 32  
(15) 

32/23 3.03% 
(28.74) 

4.36 
(0.77) 

A.9-2   
Trigger the CDS 
interventions/res
ources added 
using the 
applicable data 
elements from 
each of the 
required 
elements 

11 96.97% 
(0.2875) 

6/6 45  
(37) 

45/36 3.03% 
(28.74) 

4.36 
(0.77) 

A.9-3   
View the 
intervention/reso
urce information 
using the 
InfoButton 
standard for data 
elements in the 
problem list, 
medication list, 
and 
demographics 

11 100% 
(0) 

1/1 13  
(13) 

13/1 0% 
(0) 

4.36 
(0.77) 

A.9-4   
Trigger the CDS 
interventions/res
ources based on 
data elements in 
the problem list, 
medication list, 
and medication 
allergy list by 
incorporating 
patient 
information from 
a transition of 
care/referral 
summary 

11 93.94% 
(0.3857) 

20/19 157  
(60) 

157/173 6.06% 
(38.57) 

4.36 
(0.77) 
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A.9-5   
Access the 
following 
attributes for one 
of the triggered 
CDS 
interventions/re-
sources: 
bibliographic 
citation, 
developer, 
funding source, 
release/revision 
date 

11 100.00% 
(0) 

2/2 8 
 (5) 

8/1 0% 
(0) 

4.36 
(0.77) 

Implantable Device List (a.14) 

A.14-1   
Record UDI 

11 100% 
(0) 

5/5 27  
(11) 

27/36 0% 
(0) 

4.91 
(0.29) 

A.14-2   
Change UDI 
Status 

11 100% 
(0) 

5/4 35  
(14) 

35/11 0% 
(0) 

4.91 
(.29) 

A.14-3   
Access UDI, 
Device 
Description, 
Identifiers and 
Attributes 

11 100% 
(0) 

1/1 14  
(11) 

14/6 0% 
(0) 

4.91 
(0.29) 

Clinical Information Reconciliation and Incorporation (b.2) 

B.2-1  
Incorporate a 
CCDA and 
conduct 
reconciliation of 
the medications, 
medication 
allergies, and 
problems in the 
CCDA with the 
information 
currently in the 
patient's record  

11 96.97% 
(0.2875) 

28/27 194  
(52) 

194/122 3.03% 
(28.74) 

4.55 
(0.50) 

B.2-2  
Generate a new 
CCDA with 
reconciled data 
 
 
 

11 100% 
(0) 

6/6 46  
(25) 

46/49 0% 
(0) 

4.55 
(0.50) 
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E-Prescribing (b.3) 

B.3-1   
E-prescribe New 
Prescription 

11 100% 
(0) 

8/8 49 (51) 49/34 0% 
(0) 

4.64 
(0.64) 

B.3-2   
Discontinue 
Prescription 

11 100% 
(0) 

4/4 43 (39) 43/22 0% 
(0) 

4.64 
(0.64) 

B.3-3 
View medication 
History for the 
Patient 

11 100% 
(0) 

2/2 9 (10) 9/2 0% 
(0) 

4.64 
(0.64) 

B.3-4 
Refill Prescription 

11 93.94% 
(0.3857) 

4/4 16 (11) 16/21 6.06 
(38.56) 

4.64 
(0.64) 

B.3-5   
Receive Fill Status 
Notification 

11 100% 
(0) 

3/3 15 (13) 15/26 0 (0) 4.64 
(0.64) 

B.3-6   
Request and 
Receive 
Medication 
History 
Information 

11 100% 
(0) 

0/0 2 (4) 2/13 0% 
(0) 

4.64 
(0.64) 
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QUALITATIVE USABILITY RATING AND OBSERVATIONS 
 

The results from the System Usability scale scored the subjective satisfaction with Drs Enterprise® based 

on performance of these tasks to be 88.  Scores under 60 represent poor usability; scores over 80 would 

be above average. 

In addition to the performance data, the following qualitative observations were made:  

It should be noted that six of the eleven have never used another EHR.  Those participants are judging it 

solely on its own merits, not in comparison to any other product.   

User reactions to work flows: some participants got momentarily lost, others waited while considering 

options or reading the instructions.  Others read the instructions completely before starting the process.  

Some participants disliked lots of clicking and some CCDA stuff (including slowness to load).  They were 

generally favorably surprised to learn about implantable devices and the existence of User Settings.  

Some volunteered that they liked the portal inbox, a new feature in Version 11. 

Navigation: some participants typed text in; others chose to use dropdown menus.   They commented 

that it was easy to navigate.  

Screen designs:    In general, participants thought screens were not too busy, and easy to navigate 

around.  In ePrescribe, provided by a third party, the inconsistent Save-type buttons caused confusion 

and delay.   

Things that tested well:  

-Participants commented on the easy intuitive layout and user-friendly character of the program.  One 

mentioned liking the nonmodal full page screen for patient visits.  It made it easy to go back to other 

screens.  One mentioned that it was easier than expected.   

-Other aspects mentioned favorably included the following comments: 

 screen layout, not too busy;  

 simplified work process;  

 a great way to integrate CCDA’s,  

 very descriptive;  

 easy to use,  

 ability to change things in the medication list; 

 easy to prescribe medications; and  

 great to be able to do lab orders right in program without retyping information.   

 

Non-Software Factors:  Finally, it is important to note that many factors affecting performance are not 

found in the software program itself.  These include: 

 quality and quantity and frequency and personal nature of training,  
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 quickness and openness to learning of users, natural ability, limitations, language ability, 

familiarity with conventions of computer use and software by users,  

 personality types and tendencies to rush or deliberate, and  

 technology-related issues.   

These factors influenced the performance and the results.  One participant commented to herself that a 

particular medication would be in the form of a suspension, revealing prior knowledge of the 

medication.  One participant read the instructions completely before beginning each task.  Other 

participants obviously read the instructions as they went, with some slowing down to reread the 

instructions during the process.   Some read aloud or under their breaths the entire time.  Some asked 

questions, pausing to wait for answers, most of which could not be given.   
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2. INTRODUCTION 
 

Drs Enterprise® is designed to present medical information to healthcare providers in physicians’ offices, 

in both general and specialized practices.  The version of Drs Enterprise® tested for this study was the 

current version, Version 11, copyright 2019.  

The purpose of this study was to test and validate, and provide evidence of the usability of, Drs 

Enterprise®. To this end, the usability test captured measures of effectiveness, efficiency and user 

satisfaction, such as task success (if the participant was able to achieve the correct outcome, without 

assistance, within the time allotted) and failures (if the participant abandoned the task, did not reach 

the correct answer or performed it incorrectly), deviations (the extent to which the participant’s path 

through the application did not follow the optimal path and the deviant path was not as efficient), task 

time (comparing the average time it took the participants to complete the task) and task rating 

(participants’ subjective rating of the ease of use of the application). The usability testing attempted to 

represent realistic exercises and conditions.   
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3. METHOD 
 

3.1 PARTICIPANTS 
 

A total of eleven participants were tested on Drs Enterprise®.  Recruited participants had a mix of 

backgrounds and demographic characteristics.  

The following table provides a high-level overview of the participants in this study.   See Appendix 1 for a 

table containing full demographic characteristics of all participants including demographics, professional 

experience, computing experience and user needs for assistive technology. 

 

Table 3.1 Participants Information Table 
Gender  Age Education 

Men  

Women 

Other 

2 

9 

0 

18-25  

26-39  

40-59  

60-74  

1 

4 

5 

1 

HS/GED 

College  

Grad School 

 

4 

6 

1 

Total participants 11 Total participants 11 Total participants 11 

 

Occupation/Role  Professional Experience EHR Experience 

LPN  1 1-10 yrs 4 1-5 yrs    5 

6-10 yrs 4 

11-15 yrs 2 

CPNP  1  11-20 yrs

  

3 Total Participants 11 

Physician 

Assistant 

1 21-30 yrs` 3 Weekly Computer Usage 

Admin Staff  3  30+ yrs 1 11-20 hrs 1 

21-30 5 

31-40 2 

40+ 3 
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Surgical 

Assistant 

1 Total participants 11 Total participants 11 

Nursing 

Assistant 

1  

Consultant/ 

Reseller 

3 

Total participants 11 

 

Participants included a certified pediatric nurse practitioner, a nursing assistant, a surgical assistant, a 

licensed practical nurse, a physician’s assistant, front office staff, clinic managers, software resellers, and 

consultants.  Some are already end users of Drs Enterprise® or work in offices where Drs Enterprise® is 

used.  Others are not end users but are familiar with Drs Enterprise®. Participants were recruited 

personally by Keiser Computers.  No monetary compensation was offered for their time. Participants 

had no direct connection to the development of Drs Enterprise® or the organization producing Drs 

Enterprise® other than as clients of Keiser Computers or resellers of Drs Enterprise®.  Participants were 

not employees of Keiser Computers. Participants were given the opportunity to receive initial or 

refresher training, if needed, before the test.  Appendix 1 is a table of participants by characteristics, 

including demographics, professional experience, computing experience and user needs for assistive 

technology. Participant names were replaced with Participant IDs so that an individual’s data could not 

be tied back to individual identities. 

Participants scheduled one-to-two-hour sessions according to their schedules, with no more than two 

sessions per day to allow for debriefing by the administrator and data loggers, and to reset systems to 

proper test conditions.  A spreadsheet was used to keep track of the participant schedule. 

 

3.2 STUDY DESIGN 
 

Overall, the objective of this test was to uncover areas where the application performed well – that is, 

effectively, efficiently, and with satisfaction – and areas where the application failed to meet the needs 

of the participants. The data from this test may serve as a baseline for future tests with an updated 

version of the same EHR and/or comparison with other EHRs provided the same tasks are used.  In 

short, this testing serves as both a means to record or benchmark current usability, and also to identify 

areas where improvements must be made. During the usability test, participants interacted with Drs 

Enterprise® in their home locations under their normal conditions of use.  Each participant was provided 

with the same instructions. The system was evaluated for effectiveness, efficiency and satisfaction as 

defined by measures collected and analyzed for each participant:  

 Number of tasks successfully completed within the allotted time without assistance  

 Time to complete the tasks  

 Number and types of errors  
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 Path deviations  

 Participant’s verbalizations (comments)  

 Participant’s satisfaction ratings of the system 

Additional information about the various measures can be found in Section 3.9 on Usability Metrics. 

 

3.3 TASKS 
 

A number of tasks were constructed that would be realistic and representative of the kinds of activities a 

user might do with this EHR, including recording, changing and displaying various information, pursuant 

to NIST IR 7742 3.3.   The tasks presented for usability testing were mapped to the test procedures listed 

in Section 1 (Executive Summary).  The list of tasks below details the test procedures, identifies risk 

prone errors and rates the potential likelihood of occurrence and adverse consequences, pursuant to 

the NIST IR 7742 guidelines.  The first group of tasks (High Criticality Level) present the highest risk of 

occurrence and most adverse consequences, in descending order.  The second group of tasks (Lower 

Criticality Level) present less critical risks of occurrence and adverse consequence.   See Section 4 

(Results) for a more detailed error analysis of both groups of test procedures.  See Appendix 3 for more 

detail about the test scenarios presented through these test procedures and tasks. 

 

HIGH CRITICALITY LEVEL (HIGHEST RISK OF OCCURRENCE AND ADVERSE CONSEQUENCES) 

• Criticality 1: Medication allergy list (a.8): Record a medication allergy, change the medication allergy, 

display the active medication allergy lists, and display the historical medication allergy lists 

• Criticality 2: Drug-drug, drug-allergy interaction checks for CPOE (a.4): Trigger a drug-drug interaction 

using computerized physician order entry (CPOE) by entering a new medication order, and adjust the 

severity level of a displayed drug-drug interaction, trigger a drug-allergy interaction using computerized 

physician order entry (CPOE) by entering a new medication order, and adjust the severity level of a 

displayed drug-allergy interaction 

• Criticality 3: E-Prescribing (b.3): Create a new prescription, change or cancel the prescription view the 

prescription, and refill the prescription, receive fill status notification, and request and receive 

medication history information. 

• Criticality 4:   CPOE – Medications (a.1): Record and change medication using computerized physician 

order entry (CPOE), change the medication order, and display changed CPOE medication order  

• Criticality 5: Clinical Information Reconciliation and Incorporation (b.2): Incorporate a CCDA and 

conduct reconciliation of the medications, medication allergies, and problems in the CCDA with the 

information currently in the patient’s record, and generate a new CCDA with reconciled data 

 

 



20 
 

LOWER CRITICALITY LEVEL (LOWER RISK OF OCCURRENCE AND ADVERSE CONSEQUENCES) 

• Problem list (a.6): Record a problem to the problem list, and change the problem, display the active 

problem lists and display the historical problem list 

• Medication list (a.7): Record a medication to the medication list, change the medication, display the 

active medication lists, and display the historical medication list 

• CPOE – Labs (a.2): Record lab order using computerized physician order entry (CPOE), change lab 

order, and display changed CPOE lab order  

• CPOE – Diagnostic Imaging (a.3): Record imaging order using computerized physician order entry 

(CPOE), change imaging order, and display the changed CPOE imaging order   

• Demographics (a.5): Record a patient’s preferred language, date of birth, birth sex, race, ethnicity, 

sexual orientation, and gender identity, change the patient’s preferred language, date of birth, birth sex, 

race, ethnicity, sexual orientation, and gender identity and display the patient’s changed preferred 

language, date of birth, birth sex, race, ethnicity, sexual orientation, and gender identity 

• Clinical decision support (a.9): Add a CDS intervention and/or reference resource for each of the 

following elements: problem list, medication list, medication allergy list, at least one demographic, lab 

test, vital signs, and a combination of at least 2 of the listed elements;  trigger a CDS for the above-listed 

elements; view the intervention/resource information using the InfoButton standard for data elements 

in the problem list, medication list, and demographics,  and trigger the CDS interventions/resources 

based on data elements in the problem list, medication list, and medication allergy list by incorporating 

patient information from a transition of care/referral summary, and access the following attributes for 

one of the triggered CDS interventions/resources: bibliographic citation, developer, funding source, 

release/revision date 

• Implantable Device List (a.14): Record UDI, change UDI status, and access UDI status, device 

description, identifiers, and attributes 
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3.4 PROCEDURES 
 

Each participant reviewed, signed, scanned and emailed to Keiser Computers an informed consent form 

(See Appendix 2) and a form listing demographic questions (See Appendix 1). Participants were then 

assigned a participant ID. 

Upon accessing Join.me or GoToMeeting.com and joining the individually scheduled web conference, 

participants were greeted; their identity was verified through verbal communication and matched with a 

name on the participant List.   

To ensure that the test ran smoothly, two and sometimes three staff members participated in this test, 

the usability administrator and the data logger. The usability testing staff conducting the test were 

experienced in Drs Enterprise®.  The administrator, Jeff Keiser, is president of Keiser Computers, Inc.  He 

has been in the healthcare computer software business for over thirty years.  He has a BA and has been 

a certified reseller of various healthcare software programs, in addition to entering the field almost 20 

years ago with Drs Enterprise®, the EHR developed by Keiser Computers.  Sheila (Shan) Denyer, primary 

data logger, has extensive experience with systems as well as almost 10 years’ experience with Drs 

Enterprise®.  Jeff and Shan were assisted in data logging and evaluation by Judith Keiser, an attorney 

who occasionally serves as a consultant to Keiser Computers, Inc. 

The administrator moderated the session, including recording of data during the test, administering 

instructions and tasks, taking notes on task success and path deviations and obtaining post-task rating 

data. The primary data logger took notes on participant performance during the test and monitored the 

screen for deviations.  The assistant data logger monitored task times and took notes on participant 

comments, number and type of errors, noted any issues with internet connection and mouse 

performance, and evaluated data post-test.   

In each administration of the test, the participant was given a written description and list of instructions 

for the tasks by email prior to the session.  The administrator then summarized the task aloud.  The 

participant was then instructed to perform that task as follows: 

 As quickly as possible making as few errors and deviations as possible. 

 Without assistance; administrators were allowed to give immaterial guidance and clarification 

on tasks, but not instructions on use. 

 Without using a think aloud technique. 

For each task, task timing began once the administrator finished describing the task and the participant 

signaled his/her readiness to begin.  The task time was stopped once the participant indicated he/she 

had successfully completed the task, or it became clear that the participant would not successfully 

complete the task.  Scoring is discussed below in Section 3.10.   

After each task, the administrator asked the participant to rate the task on a Likert scale of 1 to 5.  At the 

completion of the tasks, the administrator asked the participant the questions listed in the Moderator’s 

Guide (see Appendix 3).  To conclude the session, the administrator verbally administered the post-test 

questionnaire (the System Usability Scale, see Appendix 4) and thanked each individual for participating.  
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Participants' task success rate, time on task, errors, deviations, verbal responses and task ratings, and 

post-test questionnaire results were recorded into a spreadsheet. 

 

3.5 TEST LOCATION 
 

Since the test was performed online, there was no test facility.  This replicated usual working conditions 

for each participant.    

 

3.6 TEST ENVIRONMENT 
 

Drs Enterprise® is typically used in private medical practice offices.  In this instance, the testing was 

conducted online. All the participants were in their normal business environments.  For testing, the 

computer used by each participant was the type usually used by that participant.  In general, the 

computers were a personal computer running Microsoft 7 or 10. The display, including screen size, 

resolution and color settings, were those usually used by each participant, including any preferred 

settings to accommodate medical needs.  In general, the display was on a 23-inch screen, with the 

default resolution and full color settings.  The participants used a mouse and keyboard when interacting 

with Drs Enterprise®. The application was set up by Keiser Computers according to its standard 

documentation describing the system set-up and preparation. The application itself was running on a 

laptop using Drs Enterprise® on a WAN connection. Technically, the system performance (i.e., response 

time) was representative to what actual users would experience in a field implementation, or perhaps a 

bit slower due to internet connectivity factors. Additionally, participants were instructed not to change 

any of the default system settings (such as control of font size). 

 

3.7 TEST FORMS AND TOOLS 
 

In connection with the usability test, various documents and instruments were used, including: 

1. Informed Consent 

2. Moderator’s Guide, Test Instructions [put them back in as appendix?] and Optimal Path List 

3. Post-test Questionnaire 

Examples of these documents can be found in Appendices 2-4 respectively. The Moderator’s Guide was 

designed to be able to capture required data. 

The participant’s interaction with Drs Enterprise® was captured and recorded digitally using the tools 

available in the web-based conferencing software Join.me or GoToMeeting.  The participants joined the 

web conference, they were given mouse control at the beginning of each session, their mouse and 

cursor movements were shown on the screen and their verbalizations were recorded.  The entire 

session, as well as video capture, was downloaded and saved post-test.  The administrator and data 
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loggers observed the test session at the offices of Keiser Computers, on a screen connected to a 

projector attached to the laptop on which Join.me or GoToMeeting was running.  

 

3.8 PARTICIPANT INSTRUCTIONS 
 

The administrator read the following instructions aloud to each participant (also see the Moderator’s 

Guide in Appendix 3): 

“Thank you for participating in this study. Our session today will last approximately 1 ½ hours. During 

that time you will take a look at Drs Enterprise®, an electronic health record system.  

I will ask you to complete a few tasks using this system and answer some questions. We are interested 

in how easy (or how difficult) this system is to use, what features are useful for you, and how we could 

improve it.  We know the system may be slow at times due to connection issues; please bear with us. 

You will be asked to complete these tasks on your own trying to do them as quickly as possible with the 

fewest possible errors or deviations. Do not do anything more than asked. If you get lost or have 

difficulty I cannot answer or help you with anything to do with the system itself.  

Please save your detailed comments until the end of a task or the end of the session as a whole when 

we can discuss the experience freely.   We will offer a short break halfway through. 

The product you will be using today is currently in use across the country.  As a condition of obtaining 

the next degree of certification under the rules of the ONC, we are required to test the usability of Drs 

Enterprise®, with regard to its effectiveness, its efficiency, and the satisfaction level of its users.   We are 

using fake data, so do not be concerned about violating privacy.  Be aware that some of the data may 

not make sense as it is placeholder data. Please be honest with your opinions.  

We are recording the audio and screenshots of our session today. All of the information that you 

provide will be kept confidential and your name will not be associated with your comments at any time.  

Do you have any questions or concerns at this time?”  

Following the procedural instructions, participants were shown the EHR and prior to the testing, they 

were given a short (20-30 minutes) training in the relevant portions of the software.  Once the training 

was complete, the administrator asked if the participants needed a short break.  The administrator 

instructed the participants to indicate when they were ready to begin each task and indicate when they 

believed they had finished the task.  They would then be asked a few questions and given a 

questionnaire to answer. 

Participants were then given twelve tasks to complete. The tasks are listed in the Moderator’s Guide in 

Appendix 3. 
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3.9 USABILITY METRICS 
 

According to the NIST Guide to the Processes Approach for Improving the Usability of Electronic Health 

Records, EHRs should support a process that provides a high level of usability for all users. The goal is for 

users to interact with the system effectively, efficiently, and with an acceptable level of satisfaction. To 

this end, metrics for effectiveness, efficiency and user satisfaction were captured during the usability 

testing. The goals of the test were to assess:  

1. Effectiveness of Drs Enterprise® by measuring participant success rates and errors  

2. Efficiency of Drs Enterprise® by measuring the average task time and path deviations 

3. Satisfaction with Drs Enterprise® by measuring ease of use ratings 
 
 
 

3.10 DATA SCORING  
 
 

Measures Rationale and Scoring 

Effectiveness: Task 
Success 
 

A task was counted as a “Success” if the participant was able to achieve 
the correct outcome, without assistance, within the time allotted on a 
per task basis. If the participant required assistance or had difficulty 
completing the task, the task was scored lower see the following 
measure of effectiveness). The total number of successes were 
calculated for each task and then divided by the total number of times 
that task was attempted. The results are provided as a percentage.   

Effectiveness: Task 
Failures and Errors 
 

If the participant abandoned the task, or ran out of time because it was 
obvious no progress was going to be made, the task was counted as 
“not completed.”  If the participant did not reach the correct answer, 
left out steps, or hit the wrong buttons, the task was counted “with 
errors.”  Time on tasks not completed was given the lowest score in the 
scale of successes.  Tasks with errors were also scored lower on the 
success scale, and reduced the overall success score.   The effect of 
errors on the score differentiated between major errors and minor 
errors.  Tasks performed with errors were then recalculated in terms of 
the total number of errors, calculating the difference between the 
optimal score on each task and the score with errors.  The number of 
errors was divided by the total number of times that task was 
attempted.  On a qualitative level, an enumeration of errors and error 
types was collected. 

Efficiency: Task Deviations 
 

The participant’s path (i.e., steps) through the application was recorded. 
Deviations occur if the participant, for example, went to a wrong screen, 
clicked on an incorrect menu item, followed an incorrect link, or 
interacted incorrectly with an on-screen control and then had to return 
to the optimal path. This path was compared to the optimal path. The 
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number of steps in the observed path is divided by the number of 
optimal steps to provide a ratio of path deviation. 

Efficiency: Task Time  
 

Task times were recorded for successes. Observed task times divided by 
the optimal time for each task is a measure of optimal efficiency.  
Optimal task performance time, as benchmarked by expert performance 
under realistic conditions, is recorded when constructing tasks. Each 
task was timed from when the administrator said “Begin” until the 
participant said, “Done.” If the participant failed to say “Done,” the time 
was stopped when the participant stopped performing the task, or it 
became clear the participant would not be able to continue.  Average 
time per task was calculated for each task. Variance measures such as 
standard deviation were also calculated.  

Satisfaction: Task Rating  
 

Participant’s subjective impression of the ease of use of the application 
was measured by administering a simple post-task question, a list of 
Final Questions, and a post-session questionnaire. After each task, the 
participant was asked to rate “Overall, this task was:” on a scale of 1 
(Very Difficult) to 5 (Very Easy). These data are averaged across 
participants.  Common convention is that average ratings for systems 
judged easy to use should be 3.3 or above. To elicit opinions and 
observations from the participants, they were asked seven Final 
Questions from a list in the Moderator’s Guide.  These questions 
included “What aspects of the system did you like the most?”, “Were 
there any features that you were surprised to see?”, and “How would 
you compare this system to other systems you have used?”  See 
appendix 3 for a complete list of Final Questions.  To measure 
participants’ confidence in and satisfaction with Drs Enterprise® overall, 
the testing team administered the System Usability Scale (SUS) post-test 
questionnaire. Questions included, “I think I would like to use this 
system frequently,” “I thought the system was easy to use,” and “I 
would imagine that most people would learn to use this system very 
quickly.” See full System Usability Scale questionnaire in Appendix 4. 
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4. RESULTS 

 

4.1 DATA ANALYSIS AND REPORTING  
 

The results of the usability test were calculated according to the methods specified in the Usability 

Metrics section above. Elapsed time was adjusted for internet connection issues, latency issues and 

interruptions in communication that affected performance of some tasks.  Where delays and deviations 

were caused by such issues, the timer was paused or a factor was subtracted to maintain parity among 

tasks and participants.  All eleven participants attempted all required tasks, whether or not the 

particular task was part of that participant’s usual daily job function.  Participants who failed to 

complete tasks had those results noted and factored into the success calculations.  Several participants 

were plagued by mouse slowness and lack of mouse control; changing the web conferencing software 

and connection parameters substantially reduced mouse issues.   

The usability testing results for Drs Enterprise® are detailed below (see Table 4.1). The results, also 

found in the Executive Summary in table form as Table 1.1, should be evaluated in light of the objectives 

and goals outlined in Section 3.2 (Study Design). The data should yield actionable results that, if 

corrected, will yield material, positive impact on user performance.  We have presented the data in the 

table below so that the tasks can be easily identified and their performance results examined and 

compared. The table presents data for each sub-task separately and individually.  The narrative which 

follows the table analyzes the data for each task across all the participants and presents major findings, 

error analysis, effectiveness, efficiency, and areas for improvement, all in the context of the risk of 

occurrence and adverse consequences of error. 

 

Table 4.1 Usability Testing Results 
 

             MEASURE 
 
 
 
 
TASKS 

N Task 
Success 

(%) 

Path Deviation 
(#) 

Task Time 
(Secs) 

Task Time 
Deviation 

(Secs) 

Task 
Errors 

(%) 

Task 
Ratings 
5=Easy 

(#) 

# Mean 
(SD) 

Deviations 
(Observed/ 

Optimal) 

Mean  
(SD) 

Deviations 
(Observed/ 

Optimal) 

Mean 
(SD) 

Mean 
(SD) 

CPOE – Medication orders (a.1) 

A.1-1  Record 
CPOE Medication 
Order 

11 84.85% 
(0.6556) 

6/5 63  
(45) 

63/38 15.15% 
(65.56) 

4.45 
(0.66) 

A.1-2  Change 
CPOE Medication 
Order 

11 93.94% 
(0.3857) 

7/7 37  
(43) 

37/11 6.06% 
(38.57) 

4.45 
(0.66) 
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A.1-3   Access 
CPOE Medication 
Order 

11 100% 
(0) 

1/1 19  
(12) 

19/62 0% 
(0) 

4.45 
(0.66) 

CPOE – Labs (a.2) 

A.2-1  Record Lab 
order via CPOE 

11 100% 
(0) 

7/7 40  
(23) 

40/20 0% 
(0) 

4.82 
(0.39) 

 

A.2-2  Change Lab 
order via CPOE 

11 93.94% 
(0.3856

95) 

3/3 23  
(14) 

23/10 6.06% 
(38.56) 

4.82 
(0.39) 

 

A.2-3  Display 
changed CPOE 
Lab order 

11 100% 
(0) 

0/0 5 
(8) 

5/2 0% 
(0) 

4.82 
(0.39) 

 

CPOE – Diagnostic Imaging (a.3) 

A.3-1  Record 
Imaging order via 
CPOE 

11 100% 
(0) 

5/5 32 
(20) 

32/17 0% 
(0) 

5.0 
(0) 

A.3-2  Change 
Imaging order via 
CPOE 

11 100% 
(0) 

2/2 24  
(14) 

24/17 0% 
(0) 

5.0 
(0) 

A.3-3  Display 
changed CPOE 
Imaging order 

11 100% 
(0) 

0/0 4  
(4) 

4/0 0% 
(0) 

5.0 
(0) 

Drug-drug, drug-allergy interaction checks for CPOE (a.4) 

A.4-1  Using 
CPOE, trigger a 
drug-drug 
interaction by 
entering a new 
medication order 

11 93.94% 
(0.5750) 

5/5 48  
(35) 

48/36 6.06% 
(57.49) 

4.0 
(1.28) 

A.4-2  Using 
CPOE, trigger a 
drug-allergy 
interaction by 
entering a new 
medication order 

11 93.94% 
(0.5750) 

1/1 6  
(4) 

6/7 6.06% 
(57.49) 

4.0 
(1.28) 

A.4-3  Adjust the 
severity level of a 
displayed drug-
drug interaction 

11 100% 
(0) 

5/5 54  
(27) 

54/37 0% 
(0) 

4.0 
(1.28) 

Demographics (a.5) 

A.5-1  Record a 
patient’s 
preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 

11 100% 
(0) 

22/21 95 
(42) 

95/57 0% 
(0) 

4.91 
(0.29) 
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sexual orientation 
and gender 
identity 

A.5-2  Change the 
patient’s 
preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation 
and gender 
identity 

11 96.97% 
(0.2875) 

29/28 78 (24) 78/74 3.03% 
(28.74) 

4.91 
(0.29) 

A.5-3  Display the 
patient’s changed 
preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation 
and gender 
identity 

11 100% 
(0) 

1/1 10  
(6) 

10/1 0% 
(0) 

4.91 
(0.29) 

Problem list (a.6) 

A.6-1   
Record a problem 
to the problem 
list 

11 87.88% 
(0.7714) 

6/5 53  
(39) 

53/34 12.12% 
(77.13) 

4.45 
(1.16) 

A.6-2   
Change a problem 
on the problem 
list 

11 93.94% 
(0.3857) 

3/3 23  
(26) 

23/16 6.06% 
(38.56) 

4.45 
(1.16) 

A.6-3   
Display the active 
problem list 

11 100% 
(0) 

2/2 13  
(9) 

13/2 0 (0) 4.45 
(1.16) 

A.6-4   
Display the 
historical problem 
list 

11 100% 
(0) 

0/0 0  
(0) 

0/0 0% 
(0) 

4.45 
(1.16) 

Medication list (a.7) 

A.7-1 Record a 
medication to the 
medication list 

11 96.97% 
(0.2875) 

6/6 50  
(39) 

50/51 3.03% 
(28.74) 

4.27 
(0.86) 

A.7-2 Change a 
medication on 
the medication 
list 

11 100% 
(0) 

4/4 49  
(31) 

49/16 0% 
(0) 

4.27 
(0.86) 

A.7-3  11 100% 
(0) 

1/1 17  
(18) 

17/1 0% 
(0) 

4.27 
(0.86) 
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Display the active 
medication list 

A.7-4   
Display the 
historical 
medication list 

11 100% 
(0) 

0/0 0  
(0) 

0/0 0% 
(0) 

4.27 
(0.86) 

Medication allergy list (a.8) 

A.8-1  
Record a 
medication 
allergy 

11 100% 
(0) 

12/12 58  
(35) 

58/32 0% 
(0) 

4.0  
(0.95) 

A.8-2   
Change a 
medication 
allergy 

11 93.94% 
(0.3857) 

4/4 59  
(43) 

59/40 6.06% 
(38.56) 

4.0 
(0.95) 

A.8-3 
Display the active 
medication 
allergy list 

11 100% 
(0) 

1/1 15  
(13) 

15/32 0% 
(0) 

4.0 
(0.95) 

A.8-4 
Display the 
historical 
medication 
allergy list 

11 100% 
(0) 

0/0 0  
(0) 

0/0 0% 
(0) 

4.0 
(0.95) 

Clinical Decision Support (a.9) 

A.9-1   
Add a CDS 
intervention 
and/or reference 
resource for each 
of the required 
elements 

11 96.97% 
(0.2874) 

6/6 32  
(15) 

32/23 3.03% 
(28.74) 

4.36 
(0.77) 

A.9-2   
Trigger the CDS 
interventions/res
ources added 
using the 
applicable data 
elements from 
each of the 
required 
elements 

11 96.97% 
(0.2875) 

6/6 45  
(37) 

45/36 3.03% 
(28.74) 

4.36 
(0.77) 

A.9-3   
View the 
intervention/reso
urce information 
using the 

11 100% 
(0) 

1/1 13  
(13) 

13/1 0% 
(0) 

4.36 
(0.77) 
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InfoButton 
standard for data 
elements in the 
problem list, 
medication list, 
and 
demographics 

A.9-4   
Trigger the CDS 
interventions/res
ources based on 
data elements in 
the problem list, 
medication list, 
and medication 
allergy list by 
incorporating 
patient 
information from 
a transition of 
care/referral 
summary 

11 93.94% 
(0.3857) 

20/19 157  
(60) 

157/173 6.06% 
(38.57) 

4.36 
(0.77) 

A.9-5   
Access the 
following 
attributes for one 
of the triggered 
CDS 
interventions/re-
sources: 
bibliographic 
citation, 
developer, 
funding source, 
release/revision 
date 

11 100.00% 
(0) 

2/2 8 
 (5) 

8/1 0% 
(0) 

4.36 
(0.77) 

Implantable Device List (a.14) 

A.14-1   
Record UDI 

11 100% 
(0) 

5/5 27  
(11) 

27/36 0% 
(0) 

4.91 
(0.29) 

A.14-2   
Change UDI 
Status 

11 100% 
(0) 

5/4 35  
(14) 

35/11 0% 
(0) 

4.91 
(.29) 

A.14-3   
Access UDI, 
Device 
Description, 

11 100% 
(0) 

1/1 14  
(11) 

14/6 0% 
(0) 

4.91 
(0.29) 
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Identifiers and 
Attributes 

Clinical Information Reconciliation and Incorporation (b.2) 

B.2-1  
Incorporate a 
CCDA and 
conduct 
reconciliation of 
the medications, 
medication 
allergies, and 
problems in the 
CCDA with the 
information 
currently in the 
patient's record  

11 96.97% 
(0.2875) 

28/27 194  
(52) 

194/122 3.03% 
(28.74) 

4.55 
(0.50) 

B.2-2  
Generate a new 
CCDA with 
reconciled data 

11 100% 
(0) 

6/6 46  
(25) 

46/49 0% 
(0) 

4.55 
(0.50) 

E-Prescribing (b.3) 

B.3-1   
E-prescribe New 
Prescription 

11 100% 
(0) 

8/8 49 (51) 49/34 0% 
(0) 

4.64 
(0.64) 

B.3-2   
Discontinue 
Prescription 

11 100% 
(0) 

4/4 43 (39) 43/22 0% 
(0) 

4.64 
(0.64) 

B.3-3 
View medication 
History for the 
Patient 

11 100% 
(0) 

2/2 9 (10) 9/2 0% 
(0) 

4.64 
(0.64) 

B.3-4 
Refill Prescription 

11 93.94% 
(0.3857) 

4/4 16 (11) 16/21 6.06 
(38.56) 

4.64 
(0.64) 

B.3-5   
Receive Fill Status 
Notification 

11 100% 
(0) 

3/3 15 (13) 15/26 0 (0) 4.64 
(0.64) 

B.3-6   
Request and 
Receive 
Medication 
History 
Information 

11 100% 
(0) 

0/0 2 (4) 2/13 0% 
(0) 

4.64 
(0.64) 

 

The results from the SUS (System Usability Scale) questionnaire scored the subjective satisfaction with 

the system based on performance with these tasks to be 88. Broadly interpreted, scores under 60 

represent systems with poor usability; scores over 80 would be considered above average. 
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4.2 DISCUSSION OF THE FINDINGS  
 

The results of the usability test were calculated according to the methods specified in Section 3. 9 

(Usability Metrics).  The results for Drs Enterprise® are detailed in Table 4.1 and summarized below for 

each test procedure. 

The discussion analyzes use, tested performance and error rates in order to identify risk prone errors 

with potential likelihood of occurrence and adverse consequences.  The sections below include, in 

addition to the risk analysis, a discussion of effectiveness, efficiency, major test findings and areas for 

improvements.  The risk analysis of use identifies the criticality of error and adverse consequences.  

Overall results, and each test procedure separately and individually, are discussed in terms of efficiency, 

effectiveness and satisfaction as measured through the test procedures and as expressed by participants 

through the ratings, comments and SUS Questionnaire.   

 

MAJOR FINDINGS 
 

Critical errors are those that are highly likely to occur, relate to critical functions, privacy concerns, and 

health and safety issues, and substantially increase the risk of adverse consequences.  Noncritical errors 

do not prevent users from completing the task, but result in additional, unnecessary actions.   

Errors that were observed or identified included the following types, divided into high criticality and low 

criticality errors and noncritical errors consisting of missteps, misunderstandings and omissions that 

were observed:  

High Criticality Errors: 

 Problems writing prescriptions 

 Problems changing the severity level of a reaction 

 Skipped adding medication step 

 Dosage issue – entered incorrect dosage 

 Didn’t save new allergic reaction 

 Added a prescription not listed in the instructions 

 Added meds not allergies 

 Didn’t change the severity of the allergy 

 Removed without replacing severity measure 

 

Low Criticality Errors: 

 Failed to change lab order 

 Entered wrong demographic information 

 Skipped a demographic field 

 Left old demographic information  
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 Erased new demographic information instead of saving information 

 Couldn’t find visits 

 Didn’t double click in Visits 

 

Noncritical Errors:  

 Got momentarily lost.   

 Tried path A and then backed out and tried Path B.   

 Missed the exact Save and Close button called for in the instructions, choosing the Save button 

instead.  That meant they were stuck on the same screen for a few seconds until they figured 

out that they needed to Save and Close to leave that screen and proceed with the task.   

 Got lost 

 Confused Use vs Add buttons 

 Didn’t recognize new Favorites method for adding med orders 

 Had trouble finding things 

 Confusion between Save type buttons – the biggest issue on the eRx page 

 Missed page, clicked wrong tab/detour and got stuck on eRx page all in one task 

 Checked View not Use 

 Got stuck at Send 

 Rushed through steps – tried to do med reconciliation before it was possible 

 Tried to send without signing password 

 Confusion re: correct tab/screen 

 Forgetting pencil icon 

 Chose wrong tab 

 Procedures v. problems conceptual problem delaying start of task 

 Delay on resolved tab 

 Left out reason resolved 

 Tried to save too soon 

 Wrong tab 

 Had trouble finding the proper tabs (three separate errors re: Save Add close) 

 Had conceptual How To questions 

 Trouble finding reason for removal of device 

 Delay scrolling and typing 

 

Errors that more than one participant made: 

 Missed allergy severity 

 eRx inconsistent buttons confused users 

 Didn’t change mild to severe reaction 

 Forgot to use pencil icon, delaying start of task. 

 Couldn’t find save button (close and add 1 participant each – similar error) 
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Failures to complete were due to: 

 Failure to change lab order 

 Problem writing prescription and changing severity level 

 

General Observations: 

 Changing a measure is harder than initially recording/inputting the measure 

 Taking a long time is not a high risk or bad consequence 

 Fundamental delays caused by inability to find things is more a matter of training than design on 

the EHR.  It impacts staff efficiency, not software efficiency. 

 Errors that delayed completion affect efficiency and in some cases effectiveness.  Errors that 

prevented completion affected effectiveness.  They were not necessarily critical errors in terms 

of known industry risks, safety, and severity of adverse consequences. 

 Biggest problem/risk is sending wrong data.  That’s worse than not sending the data, so 

protections are built into the software to minimize possibility of sending wrong data by making 

it difficult to do so. 

 Extra indications, clearly visible, are built into the software.  User has to make an affirmative 

step to get past the screen or message… user has to choose to prescribe anyway in spite of a 

contraindication.  -Can’t change an order without using the pencil icon.  There is no confusion 

about whether the lab has been entered or changed.  The user knows that they have completed 

that operation.  There is a low risk of making that error – protection is built into the software. 

 Tests of this type are inherently useful to improve the product and also to create better 

understanding of the other factors influencing its use by participants.  These other factors 

include: 

o Individual strengths and weaknesses of participants,  

o Externalities like internet signal strength and continuity, and technology like web 

conferencing software, computers, monitors and mouse/keyboard components, 

o Inherent latency in internet connections through wireless networks,  

o Features of different web conferencing programs,  

o Unfamiliarity of participants with parts of the program that they don’t normally use for 

their job functions, 

o Unfamiliarity of participants with a newer version of an EHR, leading to a learning curve 

and sometimes resistance/confusion/frustration about the change, with resulting delay 

and dissatisfaction, and 

o Importance of training to instill a solid foundation of understanding that users can build 

on.   

 The test also served to highlight the high degree of flexibility built into Drs Enterprise®, which by 

its structure creates several equally efficient and effective alternative pathways through tasks.  

The optimal path chosen as a benchmark is not the only or necessarily the most efficient or 

effective path.  Individual users develop their own preferred paths to accomplish their goals.  
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Thus the quantitative calculations of task success do not in themselves completely describe the 

efficiency or effectiveness of the program.   

 Finally, each task tested highlighted different functions, concepts and processes.  There was 

substantial variation among tasks, in number of steps, number of clicks, number of screens 

visited, amount of typing needed, and other variables.  The attributes of each task had an 

influence on the resulting scores, as did the time of day, internet issues, and pre-existing 

attitudes of the participants toward the product. 
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ERROR ANALYSIS 
 

Summary and Error Analysis of Each Test Procedure: 

GROUP 1: HIGH CRITICALITY LEVEL (HIGHEST RISK OF OCCURRENCE AND ADVERSE CONSEQUENCES, 

RANKED WITH 1 AS THE HIGHEST RISK) 

• Criticality 1: Medication allergy list (a.8): Record a medication allergy, change the medication allergy, 

display the active medication allergy lists, and display the historical medication allergy lists 

Task A.8-2 (change mild to severe diarrhea) had the lowest task success, at 93.84%.  It also had the 

longest time and highest standard deviation and error rate for this test procedure. This task also 

contained noncritical errors relating to A.8-2 severity measures of medication allergies.  Two 

participants didn’t change mild to severe, and one removed the old severity measure without inserting a 

new severity measure.  Another participant got lost at the change step for a short time.   

• Criticality 2: Drug-drug, drug-allergy interaction checks for CPOE (a.4): Trigger a drug-drug interaction 

using computerized physician order entry (CPOE) by entering a new medication order, and adjust the 

severity level of a displayed drug-drug interaction, trigger a drug-allergy interaction using computerized 

physician order entry (CPOE) by entering a new medication order, and adjust the severity level of a 

displayed drug-allergy interaction: 

This test procedure had errors in A.4-1 (write prescription) and A.4-2 (read alert), along with a success 

rating of 93.94%.  There were no path deviations in this test procedure.  A.4-3 (modify alert level) took 

the most time to complete. 

One critical error that was observed involved a participant who did not complete this test procedure due 

to a problem writing the prescription and another problem changing the level of severity of the 

displayed interaction.  Other errors which were noncritical were observed.  One participant was 

confused between Use and Add tabs.  One didn’t know how to use favorites to enter a medication 

order.  One had trouble finding everything.  These delayed but did not prevent completion of the tasks. 

• Criticality 3: E-Prescribing (b.3): Create, a new prescription, change or cancel the prescription view the 

prescription, and refill the prescription, receive fill status notification, and request and receive 

medication history information: 

Only B.3-4 (renew/refill prescription) had errors, with a 93.94% success rating.  There were no path 

deviations.  The most time was spent on B.3-1 (create a prescription) and B.3-2 (cancel the prescription).  

The errors observed in relation to B.3-1 stemmed from inconsistent Save-type buttons in the third party 

e-prescribe application, which caused confusion and delay, though they did not prevent participants 

from completing the task.  One participant could not find, and one did not click, the Medication History 

button on the e-prescribing screen.  Several participants had difficulty following the logic of the 

procedure and tracking the location of the tabs.  In addition, there was internal inconsistency on that 

page between commands used to complete a task: in some cases, the program calls for the user to Use, 

in others, Add, in still others, Make These Changes.  Six of the eleven participants had trouble with this 

inconsistency, either not finding the right buttons or not clicking on them, or needing further questions 

answered during the test to clarify the various tabs used. 
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• Criticality 4:   CPOE – Medications (a.1): Record and change medication using computerized physician 

order entry (CPOE), change the medication order, and display changed CPOE medication order: 

Task A.1-1 (record med order) had the lowest success rating for this test procedure, at 84%.  That task 

also had the only path deviation for this test procedure, and took the longest time to complete. 

Noncritical errors related to this task included one participant who missed the e-prescribe page at first, 

one who clicked the wrong tab first and took a detour, and one who got stuck on the ePrescribe page.  

A.1-2 (change med order) contained the only critical errors, which related to several different aspects of 

that task, including a participant who skipped adding the medication, and one who had an issue with the 

dosage.  Noncritical errors were also observed in connection with this task, including a participant who 

got stuck at Send, and one who checked View, not Use, on the e-prescribe page. 

• Criticality 5: Clinical Information Reconciliation and Incorporation (b.2): Incorporate a CCDA and 

conduct reconciliation of the medications, medication allergies, and problems in the CCDA with the 

information currently in the patient’s record, and generate a new CCDA with reconciled data: 

Success was high for this test procedure, with B.2-1 (incorporate a CCDA) at 96% and B.2-2 (generate a 

new CCDA) at 100%.  B.2-1 had a small path deviation.  Time for both tasks in this test procedure was 

long, but errors were only observed in B.2-1.  The errors, both critical and noncritical, mainly related to 

participants who were rushing through the required steps.  One participant tried to do the medical 

reconciliation before it was possible.  One critical error was observed in B.2-2, where one participant 

forgot to save after choosing hives as a reaction.  Noncritical errors were also observed in both tasks.  

One participant tried to send the prescription without hitting the “signature password” tab.  Two 

participants missed the allergy severity.  One had trouble with the portal inbox, which is a new feature 

in Version 11 of the EHR.  One participant had trouble finding glucose intolerance to add, one couldn’t 

find the tree view to create a new CCDA, and one got lost in an irrelevant screen for some time. 

 

GROUP 2: LOWER CRITICALITY LEVEL (LOWER RISK OF OCCURRENCE AND ADVERSE CONSEQUENCES) 

• CPOE – Labs (a.2): Record lab order using computerized physician order entry (CPOE), change lab 

order, and display changed CPOE lab order: 

Task A.2-2 (change lab order) had a success rating of 93%; the other tasks were 100%.  There was no 

path deviation.  A.2-1 (record lab order) took more time than A.2-2. The noncritical errors that occurred 

in A.2-2 related to confusion as to the proper tab or screen.  One participant went to the wrong screen 

first.  One clicked on the wrong tab.  Two initially forgot to use the pencil icon needed to change the 

date.  One critical error observed involved a participant who failed to change the lab order. 

• CPOE – Diagnostic Imaging (a.3): Record imaging order using computerized physician order entry 

(CPOE), change imaging order, and display the changed CPOE imaging order:   

All tasks in this test procedure had 100% success rating.  There were no significant errors or path 

deviations.  There was some time delay but not significant.  No critical errors were observed in 

connection with this test procedure.  The few noncritical errors observed occurred in A.3-1 and 

consisted of not choosing the correct tab initially and momentarily forgetting the pencil icon. 
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• Demographics (a.5): Record a patient’s preferred language, date of birth, birth sex, race, ethnicity, 

sexual orientation, and gender identity, change the patient’s preferred language, date of birth, birth sex, 

race, ethnicity, sexual orientation, and gender identity and display the patient’s changed preferred 

language, date of birth, birth sex, race, ethnicity, sexual orientation, and gender identity: 

Only task A.5-2 (change demographic information), with a 96% task success rating, had less than 100% 

ratings.  There were small path deviations in A.5-1 and A.5-2.  This test procedure took a lot of time, and 

A.5 -2 took the longest time.  This test procedure also had a wide range of task errors, mostly in A.5-2, 

due to the long list of demographic elements being entered and changed.  Some critical errors included 

the following: participants entered the wrong information, skipped a field entirely, didn’t change 

information previously entered, and erased information by accident instead of saving it.  In addition, 

noncritical errors were observed, including choosing the wrong tab so the participant couldn’t enter the 

information.  A desire to finish the test may have contributed to these errors, as the Demographics test 

procedure was the final procedure tested and people were impatient to finish, even though they were 

instructed not to rush through the test.  

• Problem list (a.6): Record a problem to the problem list, change the problem, display the active 

problem lists and display the historical problem list: 

This test procedure had the lowest success rating, at 87% for A.6-1 (record problem).  That task showed 

the only path deviation.  Time deviation was large in that task also, and it contained the most errors.  

Noncritical errors related both to starting the task and to changing the problem from active to resolved.  

One participant had trouble with the name of the proper operation to do the task (procedures vs. 

problems).  One delayed on the resolved tab.  One left out the reason resolved.  One tried to save/apply 

too soon.  One error observed in A.6-1 concerned a participant who couldn’t find the Visits tab to open a 

recent visit, and didn’t double click on the visit once it was opened, which was necessary to proceed 

with the task.   

• Medication list (a.7): Record a medication to the medication list, change the medication, display the 

active medication lists, and display the historical medication list: 

This test procedure had a good success rating, with the only task not at 100% being A.7-1 (record a 

medication) at 96%.  There was no path deviation.  Time deviation was larger in A.7-2 (change the 

medication).  The errors were mostly noncritical and related to A.7-1. One participant clicked on the 

wrong tab.  One got lost for a short time at A.7-2.  One critical error involved a participant who added a 

prescription, which did not prevent the participant from completing the task but did add time to the 

task. 

• Clinical decision support (a.9): Add a CDS intervention and/or reference resource for each of the 

following elements: problem list, medication list, medication allergy list, at least one demographic, lab 

test, vital signs, and a combination of at least 2 of the listed elements;  trigger a CDS for the above-listed 

elements; view the intervention/resource information using the InfoButton standard for data elements 

in the problem list, medication list, and demographics,  and trigger the CDS interventions/resources 

based on data elements in the problem list, medication list, and medication allergy list by incorporating 

patient information from a transition of care/referral summary, and access the following attributes for 

one of the triggered CDS interventions/resources: bibliographic citation, developer, funding source, 

release/revision date: 
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A.9-1 (add CDS) had a success rating of 96%, and A.9-2 (trigger a CDS intervention) had a success rating 

of 93%.  The other tasks had 100% success ratings.  There were errors in those tasks and also in A.9-4 

(trigger the new intervention), which took the longest time to complete and had the largest standard 

deviation for this test procedure, and had the only path deviation.  Every task in this test procedure had 

some time deviation.  Errors were mainly related to finding the proper tabs.  Two participants could not 

find the Save button, one could not find the Add button and one could not find the Close button.  In 

connection with A.9-1, one participant could not find User Settings, and one could not find Add 

Problems tab.  One critical use error involved a participant who added meds, not allergies.  One 

noncritical error involved a participant who didn’t recognize the Progress Note concept and navigated to 

a practice management software used by some clients to search for Progress Notes.  One noncritical 

error involved a participant who had a conceptual “how to” issue that delayed the completion a little. 

• Implantable Device List (a.14): Record UDI, change UDI status, and access UDI status, device 

description, identifiers, and attributes: 

This test procedure had the lowest number of deviations and errors across all participants.  All tasks had 

100% success rating.  There was one path deviation, in A.14-2 (change UDI status), which also took the 

longest of all tasks in this test procedure.  There were very few errors.  No critical errors were observed 

in connection with any of the tasks in this test procedure.  One participant had trouble finding the 

reason for removal of the implantable device.  One had some delay in scrolling to the proper tab and 

typing in the reason for removal.  This was an artifact of the mouse issues that affected some test 

sessions. 
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AREAS FOR IMPROVEMENT  
 

Based on the test results and verbalizations during the test, changes that would improve effectiveness, 

efficiency or satisfaction would include: 

 Overall, more streamlined workflow in e-Prescribe and CCDA areas 

 In ePrescribe, standardize the names of the buttons used to click to end a task, so users are not 

confronted with such a variety of choices, such as: Use, Add, Make These Changes, etc. 

 Standardize the placement of Close and Save buttons so users get accustomed to finding them 

in the same relative location for every logical end of task.  E.g., top right, bottom right, bottom 

left… 

 Fewer clicks necessary to accomplish a task whenever possible 

 Faster loading of CCDA’s  

 Different, more integrated in-app eprescribing function  

 Two participants did note that they need experience for the program to make more sense, and 

it would be nice if they knew more about Drs Enterprise® as a whole to understand what they 

were doing in the test.    

 What they liked the least included lots of clicking, the tabs that appeared on the edge of the 

screen, extra clicking in CCDA, and some CCDA related functionality, including the length of time 

it took to load.   

 Not many participants were surprised; those that were mentioned the CCDA’s from outside/the 

new CCDA functionality.  They liked the new implantable device features and the Drs User 

Settings.  Few of them expected something they did not see.   

 ePrescribing, where a third-party product was integrated into the program, was an area where 

efficiency was affected by participant error.  Issues included the need to standardize buttons, 

the existence of different ways to view or display Medication History, and the fact that two 

places existed to type in “signature password”.  A new version is coming out soon that hopefully 

will address some concerns.  Keiser Computers offers feedback continually to the developer 

concerning updates that would improve efficiency. 

 User Settings is located in a drop down box, but is not listed in the actual drop down menu 

within that box.  It is located in a tab at the bottom edge of the drop down box.  Several 

participants commented that they were not expecting it to be there.  They spent time looking 

for it in the dropdown menu, which added to the task time. 
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EFFECTIVENESS 
 

Testing results for Drs Enterprise® showed a generally high level of effectiveness in accomplishing tasks.  

Based on both the quantitative and qualitative data, factors that specifically impacted the effectiveness 

of Drs. Enterprise® include the following: 

Flexibility: as mentioned above, Drs Enterprise® is exceptionally flexible.  End users control how to arrive 

at the desired result.  A corollary of this flexibility is that many elements are customizable.  This requires 

initial investments of time by end users to create their own complete templates and menus.  It also 

speeds up the subsequent use of the program significantly.  This investment of time can be perceived as 

a detriment or as a benefit by users, but the net effect is to increase the effectiveness of the software by 

enabling users to accomplish tasks in several different ways tailored to their preferences.   

Number of Steps/Degree of Detail: The data showed that in a particular task, only one or two areas 

created issues for participants.  There were some tasks that involved more steps than others (the range 

per task was from 7 clicks to 50 clicks).  As a rule, the more steps involved, the more opportunities for 

errors and deviations.  In addition, some participants rushed through tasks requiring many steps, using 

too few clicks (e.g., Task b.2, Clinical Information).  Lots of detail involved in a task also increased the 

chances of committing an error and the types of errors possible.  Types of errors made by participants 

included clicking on the wrong button, inputting incorrect information into a box, and forgetting to 

remove information to be replaced by new information (E.g. Task a.5, Demographics, had six types of 

errors participants made). 

Tendencies of participants:  Test results are affected by human behavioral factors.  Several participants 

showed a general tendency to rush through a task, whether because they felt the time pressure of being 

timed or because that is their habitual way of approaching tasks.  Some were careless with reading 

instructions; some were heedless in typing in data; some tried to click Save or Close before they had 

completed all the steps or inserted all the information required.  One participant was prevented from 

doing a medical reconciliation because of her failure to hit the signature password (Task B.2, Clinical 

Information Reconciliation and Incorporation). 

ePrescribe issues: Drs Enterprise® integrates several third-party products into its interface, including the 

ePrescribing function.  As described in the Error Analysis section in more detail, some participants had 

difficulty with the e-prescribe page, particularly with the inconsistency between names of tabs to close, 

save or apply (E.g.: Task a.9, Clinical Decision Support).  

Errors related to effectiveness affected completion rates in several tasks, including A.1, A.4 and A.8.  

Typical types of error in these tasks included skipping a step, failing to save a change, failure to change 

severity, entering the wrong dosage, and failure to add a medication.   

In Task A.6 (Problem List), which had the lowest success rating, one participant failed to find the Visits 

page and then once it was found failed to double-click on it to reveal the screen needed to proceed.  In 

Task A.9 (Clinical Decision Support), a participant failed to find the correct tab and page, which impeded 

completion of the task without difficulty. 
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EFFICIENCY 
 

Efficiency can be measured/categorized by several means that fall into the categories of task deviation 

and task time.   The following factors contributed to errors observed in the usability test of Drs 

Enterprise®: number of keystrokes or clicks required to do a task, places on the screen where the mouse 

needs to go, alternatives between choosing a listed option in a dropdown menu or typing text in, and 

scrolling down a page to find a tab in a list too long for a single screen.   Efficiency also depends on the 

strengths and weaknesses of the user, and the attributes of the physical characteristics of the work 

environment.  Based on the data, there are several observations that can be made about Drs 

Enterprise® Version 11 in terms of efficiency: 

Customizability: One of the strengths of the program is also perceived by some as a weakness.  The 

extremely customizable nature of the program, which makes operation very flexible, also necessitates 

front-loading of templates to create a customized system to work with.  This may appear inefficient to 

some office staff, who may not be regular users of the program.  One participant commented on the 

high workload of a colleague to create templates.  On the other hand, once the configurations are input, 

the program is very efficient, as noted by other participants. Flexibility in having the choice to type data 

in or use dropdown menus was also appreciated.   

Demographic Data (Task A.5): One of the structural inefficiencies of Drs Enterprise® occurs in the tabs 

where demographic data are entered.  Moving among three different tabs requires skill in hitting key 

strokes and good recall of what information is in what tab.  Some participants went back and forth 

between Misc and Misc3, the relevant tabs.  One or two also clicked on Misc2, which did not contain any 

relevant information.   There were other issues with demographics: participants needed to click away 

from some dropdown boxes in order to be able to proceed to the next box.  That inserted an extra click 

into the optimal path.  Also, with some demographic categories, the information is either/or.  For 

others, multiple answers are possible.  Multiple clicks might be necessary to create a full and accurate 

picture of the patient’s demographics, or to change the demographics.   

Severity of symptoms: For some categories of information, the either/or nature of the information 

dictates the way it should be input.  For example, symptoms are either mild or severe – not both.  The 

participants were instructed to change the description of symptoms as part of Task A.8 (Medication 

Allergy List).  Some neglected to do that step.  It did require an extra click; perhaps it was one click too 

many.  Perhaps they misread the instructions.  Or perhaps they had trouble remembering that step 

during the test.  In any case the extra click added time and reduced efficiency. 

Finding the way: Some participants had trouble finding certain screens.  It could be a logic issue or an 

ease of access issue.  If the path from one screen to another follows logically, users can figure the path 

out.  If they can see the choices, they have a better sense of the options among which they’re to choose. 

Several participants experienced this challenge in the e-prescribe screen, which was relevant to several 

tasks.  One participant working on a laptop through a remote connection had a technical challenge in 

finding the buttons quickly.  It was probably an artifact of the effect of the remote connection on the 

screen, which was stretched into an oblong shape, with the tabs appearing at the very edges of the 

screen. 
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Scrolling: When there is too much information to fit on one screen, users must scroll down to access all 

the information and, sometimes, the Save/Close button.  Especially in Task A.4 (drug-drug or drug-

allergy interactions checks for CPOE), participants were delayed by having to find the elevator button 

and move the mouse to manipulate it, or use the middle button on the mouse to move the cursor down 

to bring the rest of the page into view.  In addition, sat times participants didn’t realize that there was 

more to be seen, and spent time looking at partial information and getting confused about where the 

necessary information or next step is. 
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SATISFACTION 
 

Satisfaction was measured for each task procedure through rating each test procedure immediately 

upon completion, and for the EHRUT as a whole through post-test comments and the SUS 

Questionnaire. With an overall mean rating of 4.53 on the individual tasks and a mean satisfaction 

response of 4.55 on the System Usability Scale questionnaire, Drs. Enterprise® Version 11 tested well for 

user satisfaction.  See Table 4.2 below for the results of the Rating in tabular form.  A narrative summary 

of the user satisfaction levels for each test procedure follows Table 4.2. 

 

Table 4.2 Mean Rating per Test Procedure 

Test Procedure Mean Rating Standard Deviation 

A.1 4.45 .66 

A.2 4.82 .39 

A.3 5 0 

A.4 4 1.28 

A.5 4.9 .29 

A.6 4.45 1.16 

A.7 4.27 .86 

A.8 4 .95 

A.9 4.36 .77 

A.14 4.91 .29 

B.2 4.55 .50 

B.3 4.64 .64 

 

 Based on the answers to the Final Questions asked after the tests were administered, the following 

quotes exemplify participants’ overall impression of the system: 

 It is “easy,” “intuitive,” “easy to use and navigate around,” “user-friendly,” “very nice,” “a lot 

easier,” “pretty fast,” “super user-friendly.”  

 “The screen layout was intuitive and not too busy.”  

 “The program simplifies work flow. “ 

See also Executive Summary, Qualitative Usability Rating and Observations, “Things that tested well” for 

other comments made by participants in answer to the Final Questions. 

Based on the results of the SUS Questionnaire, most of the participants (nine of the eleven) would give it 

a rating of easy or very easy.  For six of the questions, at least seven of the eleven participants were 

either in agreement or strongly in agreement with each other.  Most agreed or agreed strongly that 

most people would learn the program easily (ten participants), don’t need to learn a lot to get started 

using it (nine participants), and the program is consistent (eleven participants).  At least eight agreed 

that the program is not cumbersome and they would feel confident using the program.   
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Six participants had no knowledge of other EHR’s.  Of the remaining participants, they compared Drs to 

others saying that it is significantly more free-flow than certain others, more visually usable, more user-

friendly, laid out nicely and pretty intuitive.  One participant could not compare it to recent programs, 

but did say Drs is better than what she knew before.   

When asked if they would recommend Drs Enterprise® to their colleagues, all but two said yes – one 

participant volunteered the information that she recommends it all the time.  Of the two who would 

not, only one explained the comment, saying it’s because of the time needed upfront to build the 

system.   

Satisfaction often depends on the point of view of the person expressing the opinion.  Most participants 

expressed appreciation for the flexibility and ease of use of Drs Enterprise®.  One participant explained 

in detail the advantages of the approach taken by the developers of Drs Enterprise®.  Condensed, that 

participant’s comments include the following: “we’re not pigeonholed into their templates.  Makes it 

much easier.  Guidelines to stay in but [we control the] look, content and extras we might want – easy to 

personalize.  Doctors get what they need for patient care, what we need, not what the developer wants.  

It’s easily designed and created with templates.”   

A few participants commented on the difference between the familiar techniques they were used to and 

the order or path contained in the instructions for the test.  They expressed surprise, in observing that 

either something was not where expected, or appeared where it had not in the earlier version, or that 

an action had an unexpected result.  There were no strong negative comments, merely observations 

that certain elements did not meet the expectations of the users.   Change can be uncomfortable; based 

on the comments by participants, the changes commented on did not elicit strong negative expressions.  

One participant commented specifically on liking the new portal inbox feature. 

One participant mentioned liking the nonmodal full page screen for patient visits.  It made it easy to go 

back to other screens.  One mentioned that it was easier than expected.  Another participant 

commented that it was great to be able to do lab orders right in program without retyping information.   
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APPENDICES 
 

The following appendices include supplemental data for this usability test report. Following is a list of 

the appendices provided:  

1. Participant demographics                                                                                                         47 

2. Informed Consent Form                                                                                                         48 

3. Moderator’s Guide, Test Scenarios, Tasks and Instructions, and Optimal Path                 49 

4. System Usability Scale Questionnaire                                                                                          79 
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Appendix 1: PARTICIPANT DEMOGRAPHICS 

 

 

  

ID Gender Age Education Occupation/Role Professional 

Experience 

(months) 

Participant 

Computer 

Experience 

(months) 

Participant 

Product 

Experience 

(months) 

Participant 

Assistive 

Technology 

Needs 

1 Male 50-59 Bachelor's Degree Admin staff 360 360 120 No 

2 Female 50-59 High school graduate, 

diploma or the 

equivalent (for 

example: GED) 

Physician’s 

assistant/LPN 

240 240 60 No 

3 Male 30-39 Bachelor's Degree Lead field 

technician 

240 240 180 No 

4 Female 50-59 High school graduate, 

diploma or the 

equivalent (for 

example: GED) 

LPN 120 120 120 No 

5 Female 50-59 Bachelor's Degree Admin staff 360 360 60 No 

6 Female 50-59 Bachelor's Degree Admin staff 360 360 120 No 

7 Female 30-39 High school graduate, 

diploma or the 

equivalent (for 

example: GED) 

Admin staff 120 120 60 No 

8 Female 30-39 Master's Degree Cert. Ped. Nurse 

practitioner 

120 120 60 No 

9 Female 20-29 High school graduate, 

diploma or the 

equivalent (for 

example: GED) 

Nursing assistant 120 120 60 No 

10 Female 70-79 Bachelor's Degree Consultant/reseller 360 360 180 No 

11 Female 30-39 Bachelor's Degree Surgical 

assistant/clinic 

manager 

240 240 120 No 
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Appendix 2: INFORMED CONSENT FORM 
 

DEAR TEST PARTICIPANT: 

 

Keiser Computers Inc. would like to thank you for participating in this usability test of Drs Enterprise.  

The purpose of this test is to evaluate Drs Enterprise, an electronic health records system, in terms of 

effectiveness, efficiency and satisfaction.  Participants will be asked to perform several tasks using Drs 

Enterprise and give your feedback. The study will last about 60 minutes. At the conclusion of the test, 

you will be asked to complete an evaluation of Drs Enterprise. 

 

Agreement 

I understand and agree to participate in the test conducted by Keiser Computers, Inc.  I understand and 

agree that as a voluntary participant in the test I agree to immediately raise any concerns or areas of 

discomfort with the study administrator. I am free to withdraw consent or discontinue participation at 

any time.  

I understand that the test may be recorded by Keiser Computers for purposes of quality assurance.  I 

consent to the use and release of the recording by Keiser Computers for such purpose.   I understand 

that the information and recording is for research and certification purposes only and that my name and 

image will not be used for any other purpose. I relinquish any rights to the recording and understand the 

recording may be copied and used by Keiser Computers without further permission, including in 

connection with HIPAA regulations and Meaningful Use certification requirements.   

I understand and agree that data confidentiality is assured, because only de-identified data – i.e., 

identification numbers, not names – will be used in analysis and reporting of the results.  

 

Please check the following:  

__ YES, I have read the above statement and agree to be a participant.  

 

Signature:  

Date: 
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Appendix 3: MODERATOR’S GUIDE AND OPTIMAL PATH 
 

MODERATOR’S GUIDE for DRS Usability Test 

Administrator _________________ Data Logger ______________________ 

Date _______________   Time _____________________ 

Participant #  

 

Prior to testing  

___ Confirm schedule with Participants  

___ Ensure laptop and Join.me are running properly  

___ Ensure data recording equipment is running properly  

 

Prior to each participant:  

___ Reset application  

___ Start session recordings with Join.me tools 

 

Prior to each task:  

___  Reset application to starting point for next task  

 

After each participant:  

___  End session recordings with Join.me tools  

 

After all testing  

___  Back up all video and data files  
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Orientation (___ minutes)  

Thank you for participating in this study. Our session today will last approximately 1 ½ hours. During that 

time you will take a look at Drs Enterprise, an electronic health record system.  

I will ask you to complete a few tasks using this system and answer some questions. We are interested 

in how easy (or how difficult) this system is to use, what features are useful for you, and how we could 

improve it.  We know the system may be slow at times due to connection issues; please bear with us. 

You will be asked to complete these tasks on your own trying to do them as quickly as possible with the 

fewest possible errors or deviations. Do not do anything more than asked. If you get lost or have 

difficulty I cannot answer or help you with anything to do with the system itself.  

Please save your detailed comments until the end of a task or the end of the session as a whole when 

we can discuss the experience freely.   We will offer a short break halfway through. 

The product you will be using today is currently in use across the country.  As a condition of obtaining 

the next degree of certification under the rules of the ONC, we are required to test the usability of Drs 

Enterprise, with regard to its effectiveness, its efficiency, and the satisfaction level of its users.   We are 

using fake data, so do not be concerned about violating privacy.  Be aware that some of the data may 

not make sense as it is placeholder data. Please be honest with your opinions.  

We are recording the audio and screenshots of our session today. All of the information that you 

provide will be kept confidential and your name will not be associated with your comments at any time.  

Do you have any questions or concerns at this time?  
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Preliminary Questions (____ minutes)  

What is your job title / position?  

 

How long have you been working in this role? What are some of your main responsibilities?  

 

Tell me about your experience with electronic health records. 

 

 

First Impressions (_____ Seconds)  

You will be working with Drs Enterprise, Version 11. How familiar are you with it?   

 

Does this screen look like the version of Drs Enterprise you are familiar with? 

 

 

Training (_____ minutes) 

 

We will give a short general training in the features of Drs Enterprise that you will be using during the 

test.  We will also give some specific training on the modules used in the test, some of which you may 

not use regularly: 

-Demographics, lab orders, medication lists, problem lists, ePrescribe, drug-drug and drug-allergy 

interactions, etc. 

-Particular points to cover: 

-Give participants sig password 

-Portal Inbox is new 

-Heart icon new for most people 

-Need to exit Drs and go back in – he’ll help with that 

-Need to drag CCDA in – he’ll help with that 

Notes / Comments: 
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Task 1: CPOE – Labs (a.2): Record and change lab order via CPOE and display 

changed CPOE lab order  

 

Success:  

___  Easily completed  

 ___ Completed with difficulty or help: Describe below  

 ___ Not completed  

 

Comments:  

Task Time: ____ Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 

___  Correct  

 ___ Minor Deviations / Cycle: Describe below  

___  Major Deviations: Describe below  

 

Comments:  

Observed Errors and Verbalizations:  

Comments: 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

 

Administrator / Notetaker Comments: 
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Task 2: CPOE – Diagnostic Imaging (a.3): Record and change Imaging order via 

CPOE and display changed CPOE Imaging order  

 

Success:  

___ Easily completed  

___ Completed with difficulty or help: Describe below  

___ Not completed  

 

Comments:  

Task Time: Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 

___  Correct  

 ___ Minor Deviations / Cycles: Describe below  

___  Major Deviations: Describe below  

 

Comments:  

Observed Errors and Verbalizations:  

Comments: 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

Administrator / Notetaker Comments: 
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Task 3: Medication allergy list (a.8): Record and change a medication allergy, 

and display the active and historical medication allergy lists 

Success:  

 ___ Easily completed  

___ Completed with difficulty or help: Describe below  

___  Not completed  

 

Comments:  

Task Time: Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 

___  Correct  

___  Minor Deviations / Cycles: Describe below  

___  Major Deviations: Describe below  

Comments:  

 

Observed Errors and Verbalizations:  

Comments: 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

 

Administrator / Notetaker Comments: 
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Task 4: Medication list (a.7): Record and change a medication to the medication 

list, and display the active and historical medication lists 

Success:  

 ___ Easily completed  

 ___ Completed with difficulty or help: Describe below  

___  Not completed  

 

Comments:  

Task Time: Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 

 ___ Correct  

___  Minor Deviations / Cycles: Describe below  

 ___ Major Deviations: Describe below  

 

Comments:  

Observed Errors and Verbalizations:  

Comments: 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

 

Administrator / Notetaker Comments: 
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Task 5: CPOE – Meds (a.1): Record and change medication via CPOE and display 

changed CPOE medication order   

 

Success: 

 ___ Easily completed  

___ Completed with difficulty or help: Describe below  

___ Not completed  

Comments:  

 

 

Task Time: ___ Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 

___  Correct  

___  Minor Deviations / Cycles: Describe below  

___  Major Deviations: Describe below  

Comments:  

 

Observed Errors and Verbalizations:  

Comments: 

 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

Administrator / Notetaker Comments: 
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Task 6: Drug-drug, drug-allergy interaction checks for CPOE (a.4): Trigger a drug-

drug and a drug-allergy interaction using CPOE by entering a new medication 

order, and adjust the severity level of a displayed drug-drug interaction 

Success:  

 ___ Easily completed  

 ___ Completed with difficulty or help: Describe below  

___  Not completed  

 

Comments:  

Task Time: Seconds  

Optimal Path:  

 

___  Correct  

 ___ Minor Deviations / Cycles: Describe below  

___  Major Deviations: Describe below  

 

Comments:  

Observed Errors and Verbalizations:  

Comments: 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

 

Administrator / Notetaker Comments: 
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Task 7: Problem list (a.6): Record and change a problem to the problem list, and 

display the active and historical problem lists 

 

Success:  

___  Easily completed  

___ Completed with difficulty or help: Describe below  

 ___ Not completed  

 

Comments:  

Task Time: Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 

___  Correct  

 ___ Minor Deviations / Cycles: Describe below  

___  Major Deviation: Describe below  

 

Comments:  

Observed Errors and Verbalizations:  

Comments: 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

 

Administrator / Notetaker Comments: 
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Task 8: Clinical Information Reconciliation and Incorporation (b.2): Incorporate a 

CCDA and conduct reconciliation of the medications, medication allergies, and 

problems in the CCDS with the information currently in the patient’s record, and 

generate a new CCDA with reconciled data 

Success:  

___  Easily completed  

___  Completed with difficulty or help: Describe below  

 ___ Not completed  

 

Comments:  

Task Time: Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 

___  Correct  

___  Minor Deviations / Cycles: Describe below  

___  Major Deviations: Describe below  

 

Comments:  

Observed Errors and Verbalizations:  

Comments: 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

 

Administrator / Notetaker Comments: 
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Task 9: E-Prescribing (b.3): Create, change, cancel and refill a new prescription, 

receive fill status notification, and request and receive medication history 

information 

Success:  

___  Easily completed  

___  Completed with difficulty or help: Describe below  

___  Not completed  

 

Comments:  

 

Task Time: Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 

 

 ___ Correct  

 ___ Minor Deviations / Cycles: Describe below  

___  Major Deviations: Describe below  

 

Comments:  

Observed Errors and Verbalizations:  

Comments: 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

 

Administrator / Notetaker Comments: 



61 
 

 

Task 10: Implantable Device List (a.14): Record UDI, change UDI status, and 

access UDI status, device description, identifiers, and attributes 

Success:  

___  Easily completed  

___  Completed with difficulty or help: Describe below  

__  Not completed  

 

Comments:  

Task Time: Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 

 

 ___ Correct  

___  Minor Deviations / Cycles: Describe below  

___  Major Deviations: Describe below  

 

Comments:  

Observed Errors and Verbalizations:  

Comments: 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

 

Administrator / Notetaker Comments: 
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Task 11: Clinical decision support (a.9): Add and trigger a CDS intervention 

and/or reference resource for each of the following elements: problem list, 

medication list, medication allergy list, at least one demographic, lab test, vital 

signs, and a combination of at least 2 of the listed elements; view the 

intervention/resource information using the InfoButton standard for data 

elements in the problem list, medication list, and demographics,  and trigger the 

CDS interventions/resources based on data elements in the problem list, 

medication list, and medication allergy list by incorporating patient information 

from a transition of care/referral summary, and access the following attributes 

for one of the triggered CDS interventions/resources: bibliographic citation, 

developer, funding source, release/revision date 

Success:  

___  Easily completed  

 ___ Completed with difficulty or help: Describe below  

___  Not completed  

Comments:  

Task Time: Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 ___ Correct  

 ___ Minor Deviations / Cycles: Describe below  

___  Major Deviations: Describe below  

Comments:  

Observed Errors and Verbalizations:  

Comments: 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

Administrator / Notetaker Comments: 
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Task 12: Demographics (a.5): Record and change and display the changed 

patient’s preferred language, date of birth, birth sex, race, ethnicity, sexual 

orientation, and gender identity 

Success:  

___  Easily completed  

___  Completed with difficulty or help: Describe below  

 ___ Not completed  

 

Comments:  

Task Time: Seconds  

Optimal Path: see Optimal Path attached to Moderators Guide 

 

 ___ Correct  

___  Minor Deviations / Cycles: Describe below  

 ___ Major Deviations: Describe below  

 

Comments:  

Observed Errors and Verbalizations:  

Comments: 

 

Rating:  

Overall, this task was:  

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

Administrator / Notetaker Comments: 

 

WE HAVE A FEW QUESTIONS TO ASK YOU, AND THEN WE HAVE A SHORT 

QUESTIONNAIRE TO ADMINISTER, AND THAT WILL BE THE END OF THE TEST.  
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Final Questions (X minutes): 

What was your overall impression of this system? 

 

 

 

What aspects of the system did you like the most? 

 

 

 

What aspects of the system did you like least? 

 

 

 

Were there any features that you were surprised to see? 

 

 

 

What features did you expect to encounter but did not see?  That is, is there anything that is missing 

in this system? 

 

 

 

How would you compare this system to other systems you have used? 

 

 

 

Would you recommend this system to your colleagues? 

 

ADMINISTER THE SYSTEM USABILITY SCALE QUESTIONNAIRE 



65 
 

Test Scenarios, Tasks and Instructions 
 

All participants were instructed to sign on to Drs Enterprise as a user and each participant opened a 

patient’s chart prior to starting the tasks. 

Criteria 172.315(a)(1) – CPOE Medications 

Test Scenario: User creates a medication order for “Propranolol 40mg Tablet” from the favorite list, 

then changes the dosage to 20mg, saves the information and sends the medication order. Finally, the 

user reviews the medication order in the patient’s chart. 

 A.1-1 Record CPOE Medication Order: 

1. Prescribe Propranolol 40mg Tablet from the favorite list 

2. Click Use and enter the SIG information 

3. Save information. Don’t send the prescription yet. 

 A.1-2 Change CPOE Medication Order 

1. Change the Propranolol dosage to 20mg 

2. Click Continue 

3. Click OK  

4. Enter the signature password to send order. 

5. Send order/prescription 

 A.1-3 Access CPOE Medication Order 

1. View the medication order in the patient’s chart 

Criteria 170.315(a)(2) - CPOE Laboratory 

Test scenario: User orders “CBC PANEL IN BLOOD BY AUTOMATED COUNT – 58410-2” as pending, then 

changes the Results Scheduled Date to 10 days from the current date, saves the information and sends 

the lab order. Finally, the user reviews the lab order in the patient’s chart. 

 A.2-1 Record Lab order via CPOE (Create) 
1. Order a CBC PANEL IN BLOOD BY AUTOMATED COUNT – 58410-2 
2. Save as Pending 

 A.2-2  Change Lab order via CPOE 
1. Change the Results Scheduled Date to 10 days from today. 
2. Save and Send 

 A.2.3  Display changed CPOE Lab order 
1. View the lab order in the patient’s chart 

 
Criteria 170.315(a)(3) - CPOE Radiology   

Test Scenario: User orders “X-Ray Spine, Lumbar, and 3 View” as pending, then changes the Results 
Scheduled Date to 10 days from the current date, saves the information and sends the imaging order. 
Finally, the user reviews the imaging order in the patient’s chart. 
 

 A.3-1 Record Imaging order via CPOE (Create) 
1. Order X-Ray Spine, Lumbar, and 3 View 
2. Save as Pending 
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 A.3-2 Change Imaging order via CPOE 
1. Change the Results Scheduled Date to 10 days from today. 
2. Save and Send 

 A.3-3 Display changed CPOE Imaging order 
1. View the imaging order in the patient’s chart 

 
 
Criteria 170.315(a)(4) - Drug-drug, Drug-allergy Interaction Checks 

Test Scenario: User writes a new medication order/prescription for “Cipro, 500mg Tablet” from the 

favorite list. The drug-drug and drug-allergy interactions trigger. User goes to options for the system and 

adjusts the severity level of a displayed drug-drug interaction, then repeats previous task to trigger the 

interactions again at the adjusted severity level. 

 A.4-1 Using CPOE, trigger a drug-drug interaction by entering a new medication order 

1. Write a prescription for “Cipro, 500mg Tablet” from the favorite list 

2. View the Drug-Drug interaction. 

 A.4-2 Using CPOE, trigger a drug-allergy interaction by entering a new medication order 

1. View the Drug-Allergy interaction.  

 A.4-3 Adjust the severity level of a displayed drug-drug interaction 

1. Go to Additional Options 

2. Go to Location Preferences 

3. Find the Checking for Drug to Drug interactions and change it to contraindications only 

4. Repeat A.4-1 to see the changed interactions. 

 

Criteria 170.315(a)(5) – Demographics 

Test Scenario: User enters and saves the following patient’s demographics (Preferred Language as 

Spanish, DOB as 4/1/1996, Birth Sex as Female, Race as Black or African American, Ethnicity as Hispanic 

or Latino, Sexual Orientation as Straight or Heterosexual, Gender Identity as Identifies as Female).  Then 

user changes/updates the patient’s demographics (Preferred Language to English, DOB to 1/12/1994, 

Birth Sex to Male, Race to White, Ethnicity to Not Hispanic or Latino, Sexual Orientation to Bisexual, 

Gender Identity to Genderqueer). Finally, the user views the patient’s demographics. 

 A.5-1 Record a patient’s preferred language, date of birth, birth sex, race, ethnicity, sexual 

orientation and gender identity 

1. Open the patient account and record the following: 

i. Add Preferred Language as Spanish, 

ii. Add DOB as 4/1/1996  

iii. Add Birth Sex as Female 

iv. Add Race as Black or African American 

v. Add Ethnicity as Hispanic or Latino 

vi. Add Sexual Orientation as Straight or Heterosexual 

vii. Add Gender Identity as Identifies as Female 

2. Click Save 
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 A.5-2 Change the patient’s preferred language, date of birth, birth sex, race, ethnicity, sexual 

orientation and gender identity 

1. Update the patient’s demographics to the following information: 

i. Change Preferred Language to English 

ii. Change DOB to 1/12/1994 

iii. Change Birth Sex to Male 

iv. Change Race to White 

v. Change Ethnicity to Not Hispanic or Latino 

vi. Change Sexual Orientation to Bisexual,  

vii. Change Gender Identity to Genderqueer 

2. Click Save 

 A.5-3 Display the patient’s changed preferred language, date of birth, birth sex, race, 

ethnicity, sexual orientation and gender identity 

1. View all the patient’s demographics that were just changed 

Criteria 170.315(a)(6) - Problem List 

Test Scenario: User opens an office visit and enters a new problem for HYPERLIPIDEMIA, and saves it as 

active. Then user changes the status for HYPERLIPIDEMIA to resolved. Finally, the user reviews the 

problem lists that include active and historical problems. 

 A.6-1 Record a problem to the problem list 

1. Open the visit with the most recent date 

2. Add HYPERLIPIDEMIA as a new problem to the patient 

 A.6-2 Change a problem on the problem list 

1. Change the problem of HYPERLIPIDEMIA from Active to Resolved 

 A.6-3 Display the active problem list 

1. View the active problems for this patient 

 A.6-4 Display the historical problem list 

1. View the historical problems for this patient 

2. Close and save the visit 

 

Criteria 170.315(a)(7) - Medication List  

Test Scenario: User records a new medication for “Lasix 20mg” from favorites list. Then user stops the 

medication as of 11/11/19. Finally, the user reviews the active and historical medication list for the 

patient. 

 A.7-1 Record a medication to the medication list 

1. Order “Lasix 20mg” from favorites list 

2. Click Use 

3. Click Continue  

 A.7-2 Change a medication on the medication list 

1. Stop the medication with a stop date of 11/11/19 

 A.7-3 Display the active medication list 

1. View the active medication for this patient 
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 A.7-4 Display the historical medication list 

1. View the historical medications for this patient 

 

Criteria 170.315(a)(8) - Medication Allergy List  

Test Scenario: User records an allergy for Cipro with a mild diarrhea reaction. Then user changes the 

allergy’s severity from mild diarrhea to severe diarrhea. Finally, user reviews the active and historical 

allergy lists for the patient. 

 A.8-1 Record a medication allergy 

1. Go to the patient’s chart and click the ePrescribe button 

2. Go to allergies and add and allergy with Cipro 

3. Add the reaction of mild Diarrhea 

 A.8-2 Change a medication allergy 

1. Change the allergy’s severity for Cipro from mild diarrhea to severe diarrhea 

 A.8-3 Display the active medication allergy list 

1. Display the active allergies list for the patient 

 A.8-4 Display the historical medication allergy list 

1. Display the historical allergies list for the patient 

 

Criteria 170.315(a)(9) - Clinical Decision Support 

Test Scenario: User enables/adds the CDS for the current user and adds the applicable data elements 

into the patient’s chart to trigger the CDS interventions for Problem List, Medication List, Medication 

Allergy List, at least one Demographic, Laboratory Test, Vital Signs, and a Combination of at least 2 of 

the elements above. Then the user views the attributes from each CDS Intervention that include 

bibliographic citation, developer, funding source, release/revision date. 

 A.9-1 Add a CDS intervention and/or reference resource for each of the required elements: 

Problem List, Medication List, Medication Allergy List, at least one Demographic, Laboratory 

Test, Vital Signs, and a Combination of at least 2 of the elements above 

1. Turn on each CDS for the current user 

2. Go to Drs>User Settings>Miscellaneous 

3. Change the CDS user group to 1- CDS Group Doctors 

4. Close Drs and reopen. 

5. Open the patient you have been working with. 

 A.9-2 Trigger the CDS interventions/resources added using the applicable data elements from 

each of the required elements 

1. Add problem Hypertension – (10725009) and click Save 

2. View the CDS information 

3. Drag HL7 Lab ESR Abnormal Result into Lab Results Folder 

4. View the CDS information 

5. Change birth date to 1973 (patient age to 45) to trigger Mammogram CDS 

6. Click save 

7. View the CDS information                                                                                                                                                    
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8. Edit the Document in the Progress Note folder & change the patients weight to 100 and 

the height to 68 inches, then click save. 

9. View the CDS information 

10. Add Sulfasalazine allergy and Click Save 

11. View the CDS information 

12. Add Simvastatin in medications and Click Save 

13. View the CDS information 

 A.9-3 View the intervention/resource information using the InfoButton standard for data 

elements in the problem list, medication list, and demographics 

1. Click on the InfoButton for data elements in the problem list, medication list, and 

demographics 

 A.9-4 Trigger the CDS interventions/resources based on data elements in the problem list, 

medication list, and medication allergy list by incorporating patient information from a 

transition of care/referral summary 

1. Insert a C-CDA into the patient’s chart.  

2. Click Reconcile Document 

3. Click on the Problem tab 

4. Add a problem from the C-CDA into the account 

5. Apply reconciliation  

6. View the CDS information 

7. Click on the Allergy tab 

8. Add an allergy from the C-CDA into the account 

9. Apply reconciliation  

10. View the CDS information 

11. Click on the Medication tab 

12. Add an medication from the C-CDA into the account 

13. Apply reconciliation  

14. View the CDS information 

 A.9-5 Access the following attributes for one of the triggered CDS interventions/resources: 

bibliographic citation, developer, funding source, release/revision date 

1. This was accomplished in previous tasks. 

 

Criteria 170.315(a)(14) - Implantable Device List  

Test Scenario: User records UDI for implantable device into the patient’s chart. Then the user changes 

the UDI status and reviews the information. 

 A.14-1 Record UDI 

1. Click on the Implantable Device Icon (Heart) in the Quick Access Toolbar 

2. Click on the UDI Search and say the words “SCAN” 

3. Click Find Device  

4. Click Add to the list 

5. Click save 

 A.14-2 Change UDI Status 

1. Unclick the active check box 
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2. Give the reason for deactivation as “Device has been removed.” 

3. Save and Close 

 A.14-3 Access UDI, Device Description, Identifiers and Attributes 

1. Re-open the Implantable device and observe the devices 

 

Criteria 170.315(b)(2) - Clinical Information Reconciliation and Incorporation  

Test Scenario: User incorporates a CCDA into the patient’s account. Then user reconciles the problems, 

medications and allergies. Finally, user creates a new CCDA from the reconciled data. 

 B.2-1 Incorporate a CCDA and conduct reconciliation of the medications, medication allergies, 

and problems in the CCDA with the information currently in the patient's record  

1. Add CCDA to your patient 

i. Go to the portal inbox 

ii. Click on the CCDA attachment in blue for your patient 

iii. Click the blue button “Insert document” 

2. Go to patient’s account and reconcile the information 

3. Click reconcile document 

4. Click on the problems tab 

i. On source problems click the plus next to “Impaired glucose tolerance” to add 

problem to account.  

ii. Click Apply Reconciliation 

5. Click on the Allergies tab 

i. Add Amoxicillin 

ii. Pick the onset date of 11/1/19 

iii. Search for “Hives” 

iv. Pick hives and double click and save 

v. Click Apply Reconciliation 

6. Click on the medication tab 

i. Add Rosuvastatin 

ii. Pick a user  

iii. Click save 

iv. Click Apply Reconciliation 

 B.2-2 Generate a new CCDA with reconciled data 

1. Create a new CCDA for this patient 

i. Right click on tree view 

ii. Pick CCDA summary 

iii. Pick clinical summary 

iv. Click on a selected visit 

v. Click the preview button 

vi. Click on output tab to view CCDA information 

vii. Close the tab (We don’t need to send it) 
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Criteria 170.315(b)(3) - E-Prescribing 

Test Scenario: User creates a new prescription for “Amoxicillin, 500mg Tablet” from favorites list and 

sends prescription. Then user stops the prescription as of 11/11/2019. User reviews the medication 

history, refills information, receives status notification, and requests and receives Medication History 

Information. 

 B.3-1 E-prescribe New Prescription 

1. Go to ePrescribe 

2. Click the Prescribe button 

3. Pick “Amoxicillin, 500mg Tablet” from favorites list 

4. Send the prescription 

 B.3-2 Discontinue prescription 

1. Click to Stop the Amoxicillin, use the date of 11/11/2019 

 B.3-3 View Medication History for the Patient 

1. View the medication history 

 B.3-4 Refill Prescription 

1. Click on the renewals button 

2. Observe any refills that may be pending 

 B.3-5 Receive Fill Status Notification 

1. Observe if any refills have any status notifications 

 B.3-6 Request and Receive Medication History Information 

1. Review medication history 

2. Observe any changes 
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Optimal Path Comparison 
TASK STEPS OPTIMAL PATH (# CLICKS) 

1 CPOE – Labs 
(a.2): 
Rubric:  
Total Optimal # of 
steps (TOS):  
Total Optimal time 
 per step (TOT): time 
elapsed/# seconds 
for that task (or step 
within a task) 
 
TOS: 10 
TOT: 32 

A.2-1 Record:20 
1 Order CBC panel in blood by 
automated count 
 
 
2 Save and Send as pending 
 
 
 
A.2-2  1 Change date 30/10 
 
2 Save and Send 
 
 
A.2-3  1 View orders 32/2 

In Drs on Client page    
Drop Down (DD) 1 on left  
1 Orders - midpage 
2 New Order – top right 
3 Click CBC-left side of page 
5. Send order 
6 Click Save as Pending box  
7 click Yes 
 
1 Find pencil on green line 
2 Change date 
3 Save and send change-very bottom 
right 
 
1 View – no click needed 
 

2 CPOE – 
Diagnostic 
Imaging (a.3): 
TOS: 7 
TOT: 34 

A.3-1 Record: 17 
1 Order lab xray, details 
 
 
 
 
2 Save as pending 
 
 
A.3-2  1 Change date  34/17 
2 Save and send 
 
 
A.3-3  1 View   0 

Client    
Drop Down (DD) 1 Click Imaging 
Orders 
1. click xray spine 
2 click date 
3 click Send Order  
4 Click Save as Pending 
5. Click yes 
 
1 Find pencil 
2. Save and send change – at very 
bottom 
 
1 View no click needed 
 

3 Medication 
allergy list (a.8): 
TOS: 17 
TOT: 1:45/104 

EPrescribe  
 
A.8-1 Add prescription 
allergy:  to Cipro   32 
 
 
Add reaction – mild diarrhea 
 
 
 
 
 
 
 

1 Click on patient from main page 
2 3 erx ICON 
To RCopia page 
3 Error box – ignore 
4 Manage allergies –in ribbon at top of 
page 
5 Click select Common Allergy button 
7 click Cipro 
8 Click Add common allergy button 
9 pick diarrhea 
10 allergy Reaction: severity box – 11 
choose severity as mild 
12 Add 
 
1 Modify – bottom right 
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A.8-2 Change mild to severe 
diarrhea    1:34/72 
 
 
 
A.8-3, 4 Display active, 
historical allergies  1:45/11 
 

2 click down arrow 
3 click to erase mild 
4 click to change to severe 
 
1 Manage allergies – display full med 
report tab -  History 
 

4 Medication list 
(a.7): 
TOS: 11 
TOT: 1:08/68 

A.7-1 Add med:51 
 
 
 
1 Order Lasix 
 
 
 
 
A.7-2 Change stop date of 
medication   1:08/17 
 
 
A.7-3 Display active and 
historical med list 

1 Go to DrFirst 
2 In DrFirst Manage Medication tab – 
in ribbon on top of page 
3 click down arrow 
4 Choose Lasix from favorites near 
bottom 
med for patient list 
5 Add Meds 
6 Continue – bottom left 
 
1 click Stop – bottom right 
2 Date stopped –  
3 fill in new date 
4 Stop Medication tab 
 
1 show Medication history – very 
bottom left 
 

5 CPOE – Med 
orders (a.1): 
TOS: 13 
TOT: 1:51/111 

A.1-1 Record med:   48 
1 Prescribe propoanolol 
2 Use 
 
 
 
3 Don’t send 
A.1-2 Change dosage 
 
 
Enter sig pwd 
 
Send prescription 
 
A.1-3 View med orders  
1:50/63 
 

1 In RCopia, Client    
2 Drop Down (DD) Prescribe – mid 
page next to patient name 
3 Click down arrow t 
4 Choose propranolol from favorites 
5 Use - don’t send – change instead 
 
1 Modify – bottom right 
2 change dosage –  
3 insert detail DD 
4 Continue 
5 Ok – back to main page 
6 type sig password:  
7 Send 
 
1 view orders 
 

6 Drug-drug, drug-
allergy 
interaction checks 
for CPOE (a.4): 

A.4-1 Launch DrFirst:   36 
1  write prescription for Cipro 
 
2 Use 
3 tell proctor interaction seen 

1 Launch DrFirst with eRx icon 
2 Prescribe – 
3  click down arrow 
4 choose med cipro from favorites 
5 Use 
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TOS: 11 
TOT: 1:20/80 

 
 
A.4-2 See drug-allergy 
interaction   1:10/34 
 
A.4-3 Modify Severity level of 
drug to drug alerts to adjust 
level of popup lower   1:20/10 

 
 
1  alert appears - read 
1 Additional Options – at top ribbon 
Setting list –long, full screen on left 
2 Preferences - Location  
3 Find When checking for D-D 
interactions 
4 Choose contraindications only 
5 Make these changes – bottom left – 
need to scroll down 
 

7 Problem list 
(a.6): 
TOS: 10 
TOT: 52 

A.6-1 Add new problem:34 
1 Open recent visit 
 
2 Add hyperlipidemia 
 
 
 
 
A.6-2 Change problem from 
active to resolved  50/16 
 
 
 
A.6-3, 4  1 View active and 
historical problems  52/2 
2 Close and save visit 
 

1 Back in Drs in patient    
2 double click visit date 
3 Click Problem tab at top of inner 
screen 
4 Add problem tab bottom 1/3 of 
inner screen 
5 click on green cross to add problem 
to file 
 
1 click down arrow 
2 Change active to resolved - Top right 
box 
3 Save 
 
1 Go back 1 tab to Problems in 
Account to View active and historical 
problems 
2 Close 
 

8 Clinical 
Information 
Reconciliation 
and Incorporation 
(b.2): 
TOS: 33 
TOT: 2:51/171 

B.2-1 Add CCDA from other 
office to patient:   2:02/122 
1 Go to portal inbox 
2 Import CCDA attachment 
3 Choose med reconciliation 
 
Incorporate CCDA data into 
patient account: 
 
4 Change address 
5 Add glucose tolerance 
problem 
 
6 Add allergy to amoxicillin, 
date, reaction hives 
7 Save 
 

1 Click Drs portal inbox – top left 
above ribbon 
Find patient mid page main screen 
2 click Get messages 
3 Click on blue text to read 
name/preview attachment 
See 4 tabs 
4 Click medical reconciliation 
5 In demographics tab click Insert 
details to change address 
6 Switch to Problems screen: Scroll 
down in 3 boxes: current, 
external/CCDA, new/reconciled 
Scroll down 
7 Allergies box-click green cross to add 
glucose tolerance allergy reaction 
8 click on allergies tab 
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8 Add Rosuvostatin, provider 
 
 
 
 
 
 
 
 
 
 
9 Apply reconciliation 
Insert into doc 
 
 
 
B.2-2 Create new CCDA to 
send to portal     2:51/49 
 
 
 

9 click on green cross 
10 click down arrow 
11 Error box – ignore 
in DD box at upper left:  
12 type Onset date,  
13 type reaction hives,  
14 type enter to search for drug info in 
DrFirst 
15double click hives in Drfirst search 
box 
16 back in DrFirst 
17 Save  
18 click on Medications 
19 click rosuvostatin 
 20 Back to error box – ignore 
21 click down arrow 
22 Enter provider name – top left in 
box 
23 Save – top left box 
24 Close window, back to 
reconciliation screen 
25 Apply Reconciliation box 
26 close 
27 Insert doc  
 
 
1 rt click to send CCDA to portal 
2 choose CCDA summary 
3 Options box: Click Visit to highlight 
whole line, not just word  
4 Preview – bottom right 
5 see 4 tabs midscreen: click on 
output box 
6 Send to portal (unnec) 
 

9 E-Prescribing 
(b.3): 
TOS: 21 
TOT: 1:58/118 

B.3-1 Write prescription   34 
 
 
 
 
Choose amoxicillin from 
favorites 
 
 
Send prescription 
 
 

Patient page, general 
1 Click on Erx icon 
RCopia page 
2 Error msg – click ignore 
3 Prescribe button left of midscreen 
4 click down arrow 
5 Choose Amox from Favorites 
6 Use 
7 type sig pwd 
8 Send Button – bottom left 
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B.3-2 Stop at certain date  
56/22 
 
 
 
 
 
B.3-3 View med history  58/2 
 
B.3-4 Renew/Refill 
prescription   1:19/21 
 
 
 
 
B.3-5 Receive fill status 
notification    1:45/26 
B.3-6 Request and receive 
med history info     1:58/3 

1 Back to Drs patient page:  click Stop 
tab:  
2 down arrow 
3 choose date to be stopped 
4 Stop Medication button – lower left 
 
1 click View Medication History 
2 Click Close eprescribe 
1 Click Renewals 
2 click close ePrescribe 
3 View page in RCopia 
4 click View Medication History button 
– top of screen 
 
1 Back to Drs at bottom of screen 
2 Error msg box – ignore – see refill list 
3 Medication History button – top of 
screen 
 
 

10 Implantable 
Device List (a.14): 
TOS: 10 
TOT: 53 

A.14-1 Add implantable 
device:     36 
1 Choose heart icon 
2 Scan 
3 Find device 
4 Add 
5 Save 
 
A.14-2  1 Change active to 
deactivated    47/11 
2 Add reason 
3 Save and close 
 
 
A.14-3 Re-open and observe 
devices    53/6 
 

1 click Heart icon – ribbon at very top 
2 click UDI Search bar at bottom of DD 
box -  Jeff scan 
3 Find (looks up device) - bottom 
4 Add to List - bottom 
5 Save  
 
 
1 Click Active click box to de-activate 
to– upper right 
2 Click on reason deactivated box 
3 Type in reason deactivated 
4 Save and Close-bottom of box 
 
1 click heart icon to reopen-under 
patient 
 

11 Clinical 
decision support 
(a.9): 
TOS: 34 
TOT: 3:54/234 
 
 

A.9-1 1 Drs Settings – turn on 
CDS to add   23 
 
 
2 Change CDS group to 
doctors 
3 Close/reopen Drs 
4 Open patient 
 
A.9-2 Trigger CDS 
intervention:    59/26 

1 Drs icon – very top left corner 
2 DD user settings-bottom tab in DD 
box to turn on CDS 
3 Miscellaneous-icon at left 
4 click on DD  
5 click Choose Doctor group at bottom 
6 Save – top ribbon 
 
 
1 Open Visit – at top of patient page 
2 Problem tab at top of midpage 
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1- Add problem hypertension 
2 save 
 
 
 
A.9-1-3: View CDS  1 min/1 
 
A.9-1-4: Drag HL7 into lab 
results    3:47/167 
5 view CDS 
6 Change birth date year to 
trigger mammogram 
message 
 
7 Save 
8 View CDS 
 
9 Edit to change weight and 
height 
 
 
 
 
10 view BMI CDS 
 
 
11 Drag CCDA into patient 
chart 
12 click med allergy tab 
13 Add allergy to 
sulfasalazine 
14 save 
15 Apply reconciliation 
 
A-9-1-5: View CDS   3:54/1 

3 Add New Problem tab  
4 type hypertension/click green cross 
5 Save 
6 click Close 
 
1. Read msg 
 
1 Go to patient 
 2 Miscellaneous – view  
3 click on DOB 
4 Change birth year – type in 
5 Save 
6 Read msg re: mammogram 
7 Close 
 
8 double click Progress Note in 
Documents 
9 click weight 
10 type new weight 
11 click height 
12 type new height 
13 Save 
14 Triggers BMI – read msg and Close 
 
15 Apply medical reconciliation – 
midpage tab 
16 Allergies tab in DD box (Clinical Info 
Recon)–  
17 click green cross to add sulfa 
allergy 
18 Error msg - ignore 
19 Save – 
 
1 show CDS – read msg 
2 Close 
 

12. 

DEMOGRAPHICS 
(a.5) 
TOS: 50 
TOT: 2:12/132 

A.5-1 Record:     57 
In Drs patient:  
1 add sex,  
2 language,  
3 DOB,  
4 race,  
5 ethnicity,  
6 sex orient, and  
7 gender identity 
 
 
 

1 open patient/click Miscellaneous tab 
2 Click birth sex down arrow 
3 click female 
4 click language down arrow 
5 choose Spanish 
6 click DOB down arrow    
7 type date 
8 click Race down arrow 
9 choose black 
10 click off the tab 
11 click Ethnicity down arrow 
12 choose Hispanic 
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Save 
 
A.5-2 Change demo:    
2:11/74 
birth sex,  
language,  
DOB, race, 
 ethnicity,  
sex orient, and  
gender id 
 
 
 
Save 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A.5-3 Display   2:11/1 
 

13 click off the tab 
14 click on Misc 3 Tab 
15 click Sex Orientation down arrow 
16 choose straight 
17 click off the tab 
18 click the gender identity tab 
19 choose female 
20 click off the tab 
21 Save 
 
1 open patient/click Miscellaneous tab 
2 Click birth sex down arrow 
3 click unknown 
4 click language down arrow 
5 choose English 
6 click DOB down arrow    
7 type different date 
8 click Race down arrow 
9 unclick black 
10 choose white  
10 click off the tab 
12 click Ethnicity down arrow 
13 unclick Hispanic 
14 choose non Hispanic 
15 click off the tab 
16 click on Misc 3 Tab 
17 click Sex Orientation down arrow 
18 unclick straight 
19 choose bisexual 
20 click off the tab 
21 click the gender identity tab 
22 unclick female 
23 choose genderqueer 
24 click off the tab 
25 Save 
26 BMI message popup 
27 Save 
28 Close 
 
1 click Misc tab: Display 
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Appendix 4: System Usability Scale Questionnaire 
 

General Difficulty Rating Scale 

 

Very Difficult  Difficult   Moderate    Easy   Very Easy  

     

1          2     3    4       5 

 

 

Questionnaire 

 

 1. I think that I would like to use this system frequently  

 Strongly disagree         Strongly agree  

     

1          2     3    4       5 

 

2.I found the system unnecessarily complex  

 Strongly disagree         Strongly agree  

     

1          2     3    4       5 

 

3.I thought the system was easy to use  

 Strongly disagree         Strongly agree  

     

1          2     3    4       5 

 

4.I think that I would need the support of a technical person to be able to use this system  

 Strongly disagree         Strongly agree  

     

1          2     3    4       5 
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5.I found the various functions in this system were well integrated  

 Strongly disagree         Strongly agree  

     

1          2     3    4       5 

 

6.I thought there was too much inconsistency in this system  

 Strongly disagree         Strongly agree  

     

1          2     3    4       5 

 

 7.I would imagine that most people would learn to use this system very quickly  

Strongly disagree         Strongly agree  

 

     

1          2     3    4       5 

 

8.I found the system very cumbersome to use  

 Strongly disagree         Strongly agree  

     

1          2     3    4       5 

 

9.I felt very confident using the system  

 Strongly disagree         Strongly agree  

     

1          2     3    4       5 

 

10. I needed to learn a lot of things before I could get going with this system  

Strongly disagree         Strongly agree  

     

1          2     3    4       5 
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