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Preface 
 

About this Document 

This document is based on certification criterion from the Health Information Technology: Standards, 
Implementation Specifications, and Certification Criteria for Electronic Health Record Technology, 
2015 Edition. 

 
This document explains Test procedure for Certification Criteria: 
§170.315(g)(3) Safety-enhanced design. 

 
This document focuses on requirements of user-centered design processes that must be applied to 
each capability an EHR technology includes that is specified in the following certification criteria: 

 
§170.315(a)(1); §170.315(a)(2); §170.315(a)(3); §170.315(a)(4); §170.315(a)(5); §170.315(a)(6); 
§170.315(a)(7); §170.315(a)(8); §170.315(a)(9); §170.315(a)(14); §170.315(b)(2); and §170.315(b)(3). 

 
Document Owner 
Enable Healthcare Inc 

 
Target Audience 
This guide is intended for users of Enable Healthcare Inc MDNET V10.0 

 
Contact Information 
Enable Healthcare Inc, Inc   
100  Eagle Rock Avenue  East Hanover NJ 07936 
 Phone: 973-795-1137 
 Email: support@ehiconnect.com 
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1 Executive Summary 
A usability test of Enable Healthcare Inc, version MDNET V10.0 ambulatory software was 
conducted between 07/24/2019 – 8/30/2019 by Enable Healthcare Inc . The purpose of this test 
was to test and validate the usability of the current user interface and provide evidence of 
usability in the EHR Under Test (EHRUT). 

 
During the usability test, 10 users matching the target demographic criteria served as participant and used 
the EHRUT in simulated, but representative tasks. 

 
This study collected performance data on 38 tasks, typically conducted on an EHR: 

 

o § 170.315 (a)(1) Computerized provider order entry (CPOE) – medications 
o § 170.315 (a)(2) Computerized provider order entry (CPOE) – laboratory 
o § 170.315 (a)(3) Computerized provider order entry (CPOE) – diagnostic imaging 
o § 170.315 (a)(4) Drug-drug, drug-allergy interaction checks for CPOE  
o § 170.315 (a)(5) Demographics 
o § 170.315 (a)(6) Problem list 
o § 170.315 (a)(7) Medication list 
o § 170.315 (a)(8) Medication allergy list 
o § 170.315 (a)(9) Clinical decision support (CDS) 
o § 170.315 (a)(14) Implantable device list 
o § 170.315 (b)(2) Clinical information reconciliation and incorporation 
o § 170.315 (b)(3) Electronic prescribing 

 
During the 2 hour one-on-one usability test, each participant was greeted by the administrator and 
asked to review and sign an informed consent/release form; they were instructed that they could 
withdraw at any time. Participants had prior experience with the EHR. 

 
The administrator introduced the test, and instructed participants to complete a series of tasks (given 
one at a time) using the EHRUT. During the testing, the administrator timed the test and, along with 
the data logger(s) recorded user performance data on paper and electronically. The administrator 
did not give the participant assistance in how to complete the task. 

 
The following types of data were collected for each participant: 

 
 Number of tasks successfully completed within the allotted time without assistance  
  
 Time to complete the tasks  

 
 Number and types of errors  

 
 Path deviations  

 
 Participant’s verbalizations 

 
 Participant’s satisfaction ratings of the system 



© 2017 Enable Healthcare Inc. 
Confidential. 

5 

 

 

All participant data was de-identified – no correspondence could be made from the identity of the 
participant to the data collected. Following the conclusion of the testing, participants were asked to 
complete a post-test questionnaire. 

 
Various recommended metrics, in accordance with the examples set forth in the NIST Guide to the 
Processes Approach for Improving the Usability of Electronic Health Records, were used to evaluate 
the usability of the EHRUT. Following is a summary of the performance and rating data collected on 
the EHRUT. 

 

Task/ Measure 

N Task Success 
Path 
Deviation Task Time Errors Task Rating 

# 

Task 
Succe
ss - 
Mean 
(%) 

Task 
Succe
ss - 
Std 
Dev 
(%) 

Observed/Opt
imal 

Task 
Time - 
Mean 
(secon
ds) 

Task 
Time - 
Standa
rd 
Deviati
on 
(secon
ds) 

Task 
Errors  
Mean(
%) 

Task 
Erro
rs - 
Std 
Dev 
%) 

Task 
Rati
ng 

Task 
Rating 
- 
Standa
rd 
Deviati
on 

Record CPOE 
Medication Order 

1
0 100 0 1.48 52.5 1.58 0 0 4.1 0.73 

Change CPOE 
Medication Order 

1
0 100 0 1.28 52.9 1.59 0 0 4.3 0.48 

Access CPOE 
Medication Order 

1
0 100 0 1.42 46.9 1.337 0 0 4 0.47 

Record Lab order 
via CPOE 

1
0 100 0 1.067 57.5 1.58 0 0 4.2 0.63 

Change Lab order 
via CPOE 

1
0 100 0 1.32 53.1 1.52 0 0 4.3 0.82 

Display changed 
CPOE Lab order 

1
0 100 0 1.167 46.4 1.17 0 0 4.3 0.67 

Record Imaging 
order via CPOE 

1
0 100 0 1.167 57.2 1.32 0 0 4 0.81 

Change Imaging 
order via CPOE 

1
0 100 0 1.46 52.9 1.2 0 0 4.1 0.73 

Display changed 
CPOE Imaging 
order 

1
0 100 0 1.44 46.6 1.17 0 0 4.2 0.78 
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Using CPOE, 
trigger a drug-drug 
interaction by 
entering a new 
medication order 

1
0 100 0 0.914 63.2 1.69 0 0 3.9 0.87 

Using CPOE, 
trigger a drug-
allergy interaction 
by entering a new 
medication order 

1
0 100 0 0.914 63.2 1.69 0 0 3.9 0.87 

Adjust the severity 
level of a displayed 
drug-drug 
interaction 

1
0 100 0 0.886 57.4 1.26 0 0 4 0.81 

Record a patient’s 
preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation, 
gender identity, 
preliminary cause 
of death 
(inpatient only), 
and preliminary 
date of death 
(inpatient only) 

1
0 100 0 1.775 47.2 1.03 0 0 4 0.81 
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Change the 
patient’s preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation, 
gender identity, 
preliminary cause 
of death 
(inpatient only), 
and preliminary 
date of death 
(inpatient only) 

1
0 100 0 1.675 42.1 1.2 0 0 4.3 0.67 

Display the 
patient’s changed 
preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation, 
gender identity, 
preliminary cause 
of death 
(inpatient only), 
and preliminary 
date of death 
(inpatient only) 

1
0 100 0 1.725 47.4 0.97 0 0 4.2 0.78 

Record a problem 
to the problem list 

1
0 100 0 1.133 53.4 1.17 0 0 4.1 0.73 

Change a problem 
on the problem list 

1
0 100 0 0.986 63.7 0.95 0 0 4.3 0.82 
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Display the active 
problem list 

1
0 100 0 1.067 46.9 1.1 0 0 4.2 0.78 

Display the 
historical problem 
list 

1
0 100 0 1.4 42.9 1.2 0 0 4.3 0.82 

Record a 
medication to the 
medication list 

1
0 100 0 1.28 46.6 0.97 0 0 4.1 0.73 

Change a 
medication on the 
medication list 

1
0 100 0 1.28 46.6 0.97 0 0 4.1 0.73 

Display the active 
medication list 

1
0 100 0 1.42 46.9 1.37 0 0 4.2 0.78 

Display the 
historical 
medication list 

1
0 100 0 1.44 43 1.25 0 0 4.3 0.67 

Record a 
medication allergy 

1
0 100 0 1.36 46.9 0.99 0 0 4.4 0.69 

Change a 
medication allergy 

1
0 100 0 1.28 46.8 1.14 0 0 4.1 0.87 

Display the active 
medication allergy 
list 

1
0 100 0 1.42 46.6 1.35 0 0 4 0.81 

Display the 
historical 
medication allergy 
list 

1
0 100 0 1.38 42.5 1.08 0 0 4.3 0.67 

Record UDI 
1
0 100 0 1.46 46.2 1.03 0 0 4.1 0.73 

Change UDI Status 
1
0 100 0 1.2 52.7 0.95 0 0 4.2 0.78 

Access UDI, Device 
Description, 
Identifiers and 
Attributes 

1
0 100 0 1.42 46.7 0.95 0 0 4 0.81 
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Incorporate a 
CCDA and conduct 
reconciliation of 
the medications, 
medication 
allergies, and 
problems in the 
CCDA with the 
information 
currently in the 
patient's record  

1
0 100 0 1.25 63.1 1.2 0 0 4.5 0.52 

Generate a new 
CCDA with 
reconciled data 

1
0 100 0 1.48 53 1.25 0 0 4.6 0.51 

E-prescribe New 
Prescription 

1
0 100 0 1.36 55.9 1.19 0 0 4.3 0.82 

Change 
Prescription 
(dosage or 
duration) 

1
0 100 0 1.28 52.9 1.59 0 0 4.2 0.63 

Cancel 
Prescription 

1
0 100 0 1.2 63.5 1.08 0 0 4.2 0.78 

Refill Prescription 
1
0 100 0 1.233 58.2 1.14 0 0 4.2 0.78 

Receive Fill Status 
Notification 

1
0 100 0 1.5 47.5 1.08 0 0 4.4 0.69 

Request and 
Receive 
Medication History 
Information 

1
0 100 0 1.083 53.7 0.95 0 0 4.5 0.52 
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Add a CDS 
intervention 
and/or reference 
resource for each 
of the required 
elements: Problem 
List, Medication 
List, Medication 
Allergy List, at 
least one 
Demographic, 
Laboratory Test, 
Vital Signs, and a 
Combination of at 
least 2 of the 
elements above 

1
0 100 0 1.25 57.7 0.95 0 0 4.3 0.82 

Trigger the CDS 
interventions/reso
urces added using 
the applicable data 
elements from 
each of the 
required elements 

1
0 100 0 1.217 57.5 1.08 0 0 4.3 0.82 

View the 
intervention/resou
rce information 
using the 
Infobutton 
standard for data 
elements in the 
problem list, 
medication list, 
and demographics 

1
0 100 0 1.48 53.1 1.37 0 0 4.4 0.84 

Trigger the CDS 
interventions/reso
urces based on 
data elements in 
the problem list, 
medication list, 
and medication 
allergy list by 
incorporating 
patient 
information from a 
transition of 
care/referral 
summary 

1
0 100 0 1.2 56.9 1.2 0 0 4.2 0.76 



© 2017 Enable Healthcare Inc. 
Confidential. 

11

 

 

Access the 
following 
attributes for one 
of the triggered 
CDS 
interventions/reso
urces: 
bibliographic 
citation, 
developer, funding 
source, 
release/revision 
date 

1
0 100 0 1.014 63.1 1.2 0 0 4.1 0.73 

 
 

 
 
 

 
The results from the System Usability Scale scored the subjective satisfaction with the system based 
on performance with these tasks to be: 91. In addition to the performance data, the following 
qualitative observations were made: 

 
 

1.1 Major findings 
• Every task tested and measured using summative testing methods, were completed by 

the participants within the allocated target task time. 
 

• The participants were able to navigate the user interface to accomplish the listed tasks 
without many erroneous detours or deviations from the optimal path. 

 
• Across all tasks, the most frequent error that occurred was typos, especially when 

searching entering medications and orders 
 
 
 

1.2 Areas for improvement 
• The optimal path/ click to add Medication can be minimized as it time consuming 

especially when entering a new patient medication history 

 

• The Diagnosis search can be improved allowing user to quickly locate the ICD codes 
by multi description search 

 

• Imaging result workflow can be made easier than current workflow. 
 
 

• In addition, we will re-examine our user testing scenarios to determine if changes are 
needed to more accurately reflect typical provider workflows. 
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2 Introduction 
The EHRUT tested for this study was Enable Healthcare Inc, version MDNET V10.0 ambulatory software. 
Designed to present medical information to healthcare providers in private practices, the EHRUT 
consists of practice management, EHR and medical billing software. The usability testing attempted 
to represent realistic exercises and conditions. 

 
The purpose of this study was to test and validate the usability of the current user interface, and 
provide evidence of usability in the EHR Under Test (EHRUT). To this end, measures of effectiveness, 
efficiency and user satisfaction, such as time on task, path deviation, errors, were captured during the 
usability testing. 

 
 

3 Method 

3.1 Participants 
A total of 10 participant were tested on the EHRUT(s). Participants in the test were doctors 
(MD/DO), nurses (RN/LNP) and admin staff. Participants were selected by Enable 
Healthcare Inc and were provided with $100 as compensation for their time spent. 

 
Recruited participants had a mix of backgrounds and demographic characteristics 
conforming to participant screener. Participants were given the opportunity to have the 
same orientation and level of training as the actual end users would have received. 

 
The following is a table of participants by characteristics, including demographics, 
professional experience, computing experience and user needs for assistive technology. 
Participant names were replaced with Participant IDs so that an individual’s data cannot be 
tied back to individual 

 

identities. 
 

Participa
nt 
Identifier 

Participa
nt 
Gender 

Participa
nt Age 

Participa
nt 
Educatio
n 

Participant 
Occupation/R
ole 

Participan
t 
Profession
al 
Experienc
e 

Participa
nt 
Compute
r 
Experien
ce 

Participa
nt 
Product 
Experien
ce 

Participa
nt 
Assistive 
Technolo
gy Needs 

P01 Female 20-29 
Bachelor'
s Degree Admin 36 120 36 No 

P02 Female 20-29 

High 
school 
graduate
, diploma 
or the 
equivale
nt (for 
example: 
GED) Admin 48 120 48 No 
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P03 Female 40-49 
Associat
e degree Admin 180 312 108 No 

P04 Female 10-19 

High 
school 
graduate
, diploma 
or the 
equivale
nt (for 
example: 
GED) Admin 12 60 12 No 

P05 Female 30-39 
Bachelor'
s Degree Admin 120 120 108 No 

P06 Female 50-59 

Doctorat
e degree 
(e.g., 
MD, 
DNP, 
DMD, 
PhD) Doctor 300 300 60 No 

P07 Female 50-59 

Doctorat
e degree 
(e.g., 
MD, 
DNP, 
DMD, 
PhD) Doctor 240 240 60 No 

P08 Female 30-39 
Bachelor'
s Degree Admin 144 144 60 No 

P09 Female 40-49 
Bachelor'
s Degree Admin 60 60 12 No 

P10 Female 30-39 
Bachelor'
s Degree Admin 180 180 60 No 
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10 participants were recruited and participated in the usability test. Participants were 
scheduled for 2 hr sessions with 5 minutes in between each session for debrief by the 
administrator(s) and data logger(s), and to reset systems to proper test conditions. A 
spreadsheet was used to keep track of the participant schedule, and included each 
participant’s demographic. 

 
 

3.2 Study Design 
Overall, the objective of this test was to uncover areas where the application performed well 
– that is, effectively, efficiently, and with satisfaction – and areas where the application failed 
to meet the needs of the participants. The data from this test may serve as a baseline for 
future tests with an updated version of the same EHR and/or comparison with other EHRs 
provided the same tasks are used. In short, this testing serves as both a means to record or 
benchmark current usability, but also to identify areas where improvements must be made. 

 
During the usability test, participants interacted with Enable Healthcare Inc EHR. Each 
participant used the system in the same location, and was provided with the same 
instructions. The system was evaluated for effectiveness, efficiency and satisfaction as 
defined by measures collected and analyzed for each participant: 

 
• Number of tasks successfully completed within the allotted time without 

assistance 
• Time to complete the tasks 
• Number and types of errors 
• Path deviations 
• Participant’s verbalizations (comments) 
• Participant’s satisfaction ratings of the system 

 
Additional information about the various measures can be found in Section 3.9 on Usability 
Metrics. 

 
 

3.3 Tasks 
. 

§ 170.315 (a)(1) 
 
Task1:  
Record CPOE Medication Order – With test patient chart order a medication of your 
choice 
 
Task2:  
Change CPOE Medication Order – Change the Medication by either Deactivating / 
Discontinue the current medication 
 
Task3: 
Access CPOE Medication Order – Access the medication list and verify the updated medication 
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Criteria 170.315(a)(2) - CPOE Laboratory 
  
 Task4:  

  Record Lab order via CPOE – From test patient chart add lab order from the CPOE encounter. 
 
  Task5:  

Change Lab order via CPOE – Change the lab order by Inactivating or Disabling the current Lab 
order. 
 
Task6: 
Display changed CPOE Lab order- Access the lab order screen and view the updated lab order. 

 
Criteria 170.315(a)(3) - CPOE Radiology 
 
  Task7: 
  Record Imaging order via CPOE – From test chart order a radiology order from Lab order screen. 
 
  Task8: 

Change Imaging order via CPOE – Change the radiology order by disabling or inactivating the 
current order. 
 
Task9:  
Display changed CPOE Imaging order- Access the updated radiology order and verify . 

 
Criteria 170.315(a)(4) - Drug-drug, Drug-allergy Interaction Checks 
 
  Task10: 
                              Using CPOE, trigger a drug-drug interaction by entering a new medication order 
 
  Task11: 
  Using CPOE, trigger a drug-allergy interaction by entering a new medication order 
 
  Task12: 
  Adjust the severity level of a displayed drug-drug interaction 
 
Criteria 170.315(a)(5) – Demographics 
 
  Task 13: 

Record a patient’s preferred language, date of birth, birth sex, race, ethnicity, sexual orientation, 
gender identity 
 
Task14: 
Change the patient’s preferred language, date of birth, birth sex, race, ethnicity, sexual 
orientation, gender identity 
 
Task15: 
Display the patient’s changed preferred language, date of birth, birth sex, race, ethnicity, sexual 
orientation, gender identity. 
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Criteria 170.315(a)(6) - Problem List 
 
Task16: 
Record a problem to the problem list 
 
Task17: 
Change a problem on the problem list 

 
Task18: 
Display the active problem list 
 
Task19: 
Display the historical problem list 

 
Criteria 170.315(a)(7) - Medication List 
 
  Task20: 

 Record a medication to the medication list 
 
Task21: 
Change a medication on the medication list 
 
Task22: 
Display the active medication list 
 
Task23: 
Display the historical medication list 

 
Criteria 170.315(a)(8) - Medication Allergy List 
 

 Task24: 
Record a medication allergy 
 
Task25: 
Change a medication allergy 
 
Task26: 
Display the active medication allergy list 
 
Task27: 
Display the historical medication allergy list 

 
Criteria 170.315(a)(14) - Implantable Device List 
 
  Task28: 
  Record UDI from the chart and Configuration setup screen 
 
  Task29: 
  Change UDI Status 
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  Task30: 
  Access UDI, Device Description, Identifiers and Attributes 
 
Criteria 170.315(b)(2) - Clinical Information Reconciliation and Incorporation 
 
  Task31: 

Incorporate a CCDA and conduct reconciliation of the medications, medication allergies, and 
problems in the CCDA with the information currently in the patient's record  

 
  Task32: 
  Generate a new CCDA with reconciled data 
 
Criteria 170.315(b)(3) - E-Prescribing 
 
  Task33: 
  E-prescribe New Prescription from Test Patient chart. 
  
  Task34: 
  Change Prescription (dosage or duration) 
  
  Task35: 
  Cancel Prescription which was submitted already. 
 
  Task36: 
  Refill Prescription using prescription tracker or chart. 
 
  Task37: 
  Receive Fill Status Notification from Dashboard and view 
 
  Task38: 
  Request and Receive Medication History Information from Surescripts Medhx 
 
Criteria 170.315(a)(9) - Clinical Decision Support 
 
  Task39: 

Add a CDS intervention and/or reference resource for each of the required elements: Problem 
List, Medication List, Medication Allergy List, at least one Demographic, Laboratory Test, Vital 
Signs, and a Combination of at least 2 of the elements above. 
 
Task40: 
Trigger the CDS interventions/resources added using the applicable data elements from each of 
the required elements 
 
Task41: 
View the intervention/resource information using the Infobutton standard for data elements in 
the problem list, medication list, and demographics. 
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Task42: 
Trigger the CDS interventions/resources based on data elements in the problem list, medication 
list, and medication allergy list by incorporating patient information from a transition of 
care/referral summary 
 
Task43: 
Access the following attributes for one of the triggered CDS interventions/resources: 
bibliographic citation, developer, funding source, release/revision date 
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3.4 Risk Analysis 
Tasks in the Usability Tests Scenarios were selected based on requirements to satisfy the 
Safety-enhanced Design criterion (170.315.g.3) and on good software development 
practices. Included in the requirements is that ‘User tasks employed in the study are 
prioritized in accordance with the risk associated with user.’ The assessment of patient 
safety risk resulting from the software development, and then end-user interaction with the 
EHR, begins during the design phase, and continues through the development phase of the 
EHR functionality. The Product Owner and the development scrum team assess the 
requirements and workflow of the desired enhancement for the potential patient safety and 
IT risks and actively plan in reducing these risks. 

 
Enable Healthcare Inc has defined tasks to be performed in the summative usability tests 
based on their frequency of use, criticality of function, and those that may be most 
troublesome for users. 

 
Moderate to High-risk workflows were selected for the user tasks. Risk analysis of the tasks 
is summarized in the Table below. 

 
 

Task Criteria Liklihood Risk 
Record CPOE Medication 
Order 

§ 170.315 (a)(1) Computerized provider order 
entry (CPOE) – medications Moderate Moderate 

Change CPOE 
Medication Order 

§ 170.315 (a)(1) Computerized provider order 
entry (CPOE) – medications Moderate High 

Access CPOE Medication 
Order 

§ 170.315 (a)(1) Computerized provider order 
entry (CPOE) – medications Moderate Moderate 

Record Lab order via 
CPOE § 170.315 (a)(2) Computerized provider order 

entry (CPOE) – laboratory Moderate Moderate 
Change Lab order via 
CPOE 

§ 170.315 (a)(2) Computerized provider order 
entry (CPOE) – laboratory Moderate Moderate 

Display changed CPOE 
Lab order 

§ 170.315 (a)(2) Computerized provider order 
entry (CPOE) – laboratory Moderate High 

Record Imaging order via 
CPOE 

§ 170.315 (a)(3) Computerized provider order 
entry (CPOE) – diagnostic imaging Moderate Low 

Change Imaging order 
via CPOE 

§ 170.315 (a)(3) Computerized provider order 
entry (CPOE) – diagnostic imaging Moderate Low 

Display changed CPOE 
Imaging order 

§ 170.315 (a)(3) Computerized provider order 
entry (CPOE) – diagnostic imaging Moderate Moderate 
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Using CPOE, trigger a 
drug-drug interaction by 
entering a new 
medication order 

§ 170.315 (a)(4) Drug-drug, drug-allergy 
interaction checks for CPOE Moderate High 

Using CPOE, trigger a 
drug-allergy interaction 
by entering a new 
medication order 

§ 170.315 (a)(4) Drug-drug, drug-allergy 
interaction checks for CPOE Moderate High 

Adjust the severity level 
of a displayed drug-drug 
interaction 

§ 170.315 (a)(4) Drug-drug, drug-allergy 
interaction checks for CPOE Moderate High 

Record a patient’s 
preferred language, date 
of birth, birth sex, race, 
ethnicity, sexual 
orientation, gender 
identity, preliminary 
cause of death 
(inpatient only), and 
preliminary date of 
death (inpatient only) 

§ 170.315 (a)(5) Demographics Low Low 

Change the patient’s 
preferred language, date 
of birth, birth sex, race, 
ethnicity, sexual 
orientation, gender 
identity, preliminary 
cause of death 
(inpatient only), and 
preliminary date of 
death (inpatient only) 

§ 170.315 (a)(5) Demographics Low Low 
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Display the patient’s 
changed preferred 
language, date of birth, 
birth sex, race, ethnicity, 
sexual orientation, 
gender identity, 
preliminary cause of 
death (inpatient only), 
and preliminary date of 
death (inpatient only) 

§ 170.315 (a)(5) Demographics Low Low 
Record a problem to the 
problem list § 170.315 (a)(6) Problem list Moderate Moderate 
Change a problem on the 
problem list § 170.315 (a)(6) Problem list Moderate Moderate 
Display the active 
problem list § 170.315 (a)(6) Problem list Moderate Moderate 
Display the historical 
problem list § 170.315 (a)(6) Problem list Moderate Low 
Record a medication to 
the medication list   Moderate Low 

Change a medication on 
the medication list 

§ 170.315 (a)(7) Medication list Moderate High 
Display the active 
medication list § 170.315 (a)(7) Medication list Moderate High 
Display the historical 
medication list § 170.315 (a)(7) Medication list Low Moderate 

Record a medication 
allergy 

§ 170.315 (a)(8) Medication allergy list Moderate High 
Change a medication 
allergy § 170.315 (a)(8) Medication allergy list Moderate Moderate 
Display the active 
medication allergy list § 170.315 (a)(8) Medication allergy list Moderate Moderate 
Display the historical 
medication allergy list § 170.315 (a)(8) Medication allergy list Moderate High 

Record UDI 
§ 170.315 (a)(14) Implantable device list Moderate Moderate 

Change UDI Status § 170.315 (a)(14) Implantable device list Moderate Moderate 
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Access UDI, Device 
Description, Identifiers 
and Attributes § 170.315 (a)(14) Implantable device list Moderate Moderate 

Incorporate a CCDA and 
conduct reconciliation of 
the medications, 
medication allergies, and 
problems in the CCDA 
with the information 
currently in the patient's 
record  

§ 170.315 (b)(2) Clinical information 
reconciliation and incorporation Moderate High 

Generate a new CCDA 
with reconciled data 

§ 170.315 (b)(2) Clinical information 
reconciliation and incorporation Moderate High 

E-prescribe New 
Prescription § 170.315 (b)(3) Electronic prescribing Moderate Moderate 
Change Prescription 
(dosage or duration) § 170.315 (b)(3) Electronic prescribing Moderate High 
Cancel Prescription § 170.315 (b)(3) Electronic prescribing Moderate Moderate 
Refill Prescription § 170.315 (b)(3) Electronic prescribing Moderate Moderate 
Receive Fill Status 
Notification § 170.315 (b)(3) Electronic prescribing Moderate Low 
Request and Receive 
Medication History 
Information § 170.315 (b)(3) Electronic prescribing Moderate Moderate 
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Add a CDS intervention 
and/or reference 
resource for each of the 
required elements: 
Problem List, Medication 
List, Medication Allergy 
List, at least one 
Demographic, 
Laboratory Test, Vital 
Signs, and a Combination 
of at least 2 of the 
elements above § 170.315 (a)(9) Clinical decision support (CDS) Moderate Moderate 

Trigger the CDS 
interventions/resources 
added using the 
applicable data elements 
from each of the 
required elements § 170.315 (a)(9) Clinical decision support (CDS) Moderate Moderate 

View the 
intervention/resource 
information using the 
Infobutton standard for 
data elements in the 
problem list, medication 
list, and demographics § 170.315 (a)(9) Clinical decision support (CDS) Moderate Low 

Trigger the CDS 
interventions/resources 
based on data elements 
in the problem list, 
medication list, and 
medication allergy list by 
incorporating patient 
information from a 
transition of 
care/referral summary § 170.315 (a)(9) Clinical decision support (CDS) Moderate High 

Access the following 
attributes for one of the 
triggered CDS 
interventions/resources: 
bibliographic citation, 
developer, funding 
source, release/revision 
date § 170.315 (a)(9) Clinical decision support (CDS) Moderate Low 
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3.5 Procedures 
Upon arrival, participants were greeted; their identity was verified and matched with a name 
on the participant schedule. Participants were then assigned a participant ID. Each 
participant reviewed and signed an informed consent and release form. A representative 
from the test team witnessed the participant’s signature. 

 
To ensure that the test ran smoothly, two staff members participated in this test, the 
usability administrator and the data logger. The usability testing staff conducting the test 
was experienced usability practitioners. 

 
The administrator moderated the session including administering instructions and tasks. The 
administrator also monitored task times, obtained post-task rating data, and took notes on 
participant comments. A second person served as the data logger and took notes on task 
success, path deviations, number and type of errors, and comments. 

 
Participants were instructed to perform the tasks (see specific instructions below): 

• As quickly as possible making as few errors and deviations as possible. 
• Without assistance; administrators were allowed to give immaterial guidance and 

clarification on tasks, but not instructions on use. 
• Without using a think aloud technique. 

 
For each task, the participants were given a written copy of the task. Task timing began once 
the administrator finished reading the question. The task time was stopped once the 
participant indicated they had successfully completed the task. 

 
Following the session, the administrator gave the participant the post-test questionnaire 
(e.g., the System Usability Scale, see Appendix 5), compensated them for their time, and 
thanked each individual for their participation. 

 
Participants' demographic information, task success rate, time on task, errors, deviations, 
verbal responses, and post-test questionnaire were recorded into a spreadsheet. 

 
Participants were thanked for their time. 

 
 

3.6 Test Location 
The test facility included a waiting area and a quiet testing room with a table, computer for 
the participant, and recording computer for the administrator. Only the participant and 
administrator were in the test room. All observers and the data logger worked from a 
separate room where they could see the participant’s screen. To ensure that the 
environment was comfortable for users, noise levels were kept to a minimum with the 
ambient temperature within a normal range. All of the safety instruction and evacuation 
procedures were valid, in place, and visible to the participants. 

 
 

3.7 Test Environment 
The EHRUT would be typically be used in a healthcare office or facility. The testing were 
conducted at practice location with private space without any interruption. 

 
The application was set up by the vendor according to the vendor’s documentation 
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describing the system set-up and preparation. The application itself was running in the cloud 
using a test database. Technically, the system performance (i.e., response time) was 
representative to what actual users would experience in a field implementation. 
Additionally, participants were instructed not to change any of the default system settings 
(such as control of font size). 

 
 

3.8 Test Forms and Tools 
During the usability test, various documents and instruments were used, including: 

1. Informed Consent 
2. Moderator’s Guide 
3. Post-test Questionnaire 
4. Task List 
5. Acknowledgment Form 

 
The Moderator’s Guide was devised so as to be able to capture required data. 

 
 

3.9 Participant Instructions 
The administrator reads the following instructions aloud to each participant: 

 
Thank you for participating in this study. Your input is very important. Our session 

today will last about 2 hrs. During that time, you will use an instance of an electronic 
health record. 
I will ask you to complete a few tasks using this system and 
answer some questions. You should complete the tasks as quickly as possible making as few 
errors as possible. Please try to complete the tasks on your own following the instructions 
very closely. Please note that we are not testing you we are testing the system, therefore if 
you have difficulty all this means is that something needs to be improved in the system. I will 
be here in case you need specific help, but I am not able to instruct you or provide help in how 
to use the application. 
Overall, we are interested in how easy (or how difficult) this system is to use, what in it would 
be useful to you, and how we could improve it. I did not have any involvement in its creation, 
so please be honest with your opinions. All the information 
that you provide will be kept confidential and your name will not be associated with your 
comments at any time. Should you feel it necessary you are able to withdraw at any time 
during the testing. 

 
Following the procedural instructions, participants were shown the EHR and as their first 
task, were given time (10 minutes) to explore the system and make comments. Once this 
task was complete, the administrator gave the following instructions: 

For each task, I will read the description to you and say “Begin.” At that point, please 
perform the task and say “Done” once you believe you have successfully completed the task. 
I would like to request that you not talk aloud or verbalize while you are doing the tasks. I 
will ask you your impressions about the task once you are done. 

 
Participants were then given 43 tasks to complete. 
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3.10 Usability Metrics 
According to the NIST Guide to the Processes Approach for Improving the Usability of 
Electronic Health Records, EHRs should support a process that provides a high level of 
usability for all users. The goal is for users to interact with the system effectively, efficiently, 
and with an acceptable level of satisfaction. To this end, metrics for effectiveness, efficiency 
and user satisfaction were captured during the usability testing. The goals of the test were 
to assess: 

 
1. Effectiveness of Enable Healthcare Inc, EHR by measuring participant success rates and 

errors 
2. Efficiency of Enable Healthcare Inc, EHR by measuring the average task time and path 

deviations 
3. Satisfaction with Enable Healthcare Inc, EHR by measuring ease of use ratings 

 
 

4 Data Scoring. 
The following table details how tasks were scored, errors evaluated, and the time data analyzed. 

 
Measures Rationale and Scoring 
Effectiveness: 

Task Success 

A task was counted as a “Success” if the participant was able to achieve 
the correct outcome, without assistance, within the time 
allotted on a per task basis. 
 
The total number of successes were calculated for each task and then 
divided by the total number of times that task was attempted. The 
results are provided as a percentage. 
 
Task times were recorded for successes. Observed task times divided by 
the optimal time for each task is a measure of optimal efficiency. 
 
Optimal task performance time, as benchmarked by expert performance 
under realistic conditions, is recorded when constructing tasks. Target 
task times used for task times in the Moderator’s Guide must be 
operationally defined by taking multiple measures of optimal 
performance and multiplying by a factor of 1.5 that allows some 
time buffer because the participants are presumably not trained to 
expert performance. Thus, if expert, optimal performance on a task 
was 30 seconds then allotted task time performance was 45 seconds. 
This ratio should be aggregated across tasks and reported with mean 
and variance scores. 
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Effectiveness: 

Task Failures 

If the participant abandoned the task, did not reach the correct answer 
or performed it incorrectly, or reached the end of the allotted time 
before successful completion, the task was counted as an “Failures.” No 
task times were taken for errors. 
 
The total number of errors was calculated for each task and then divided 
by the total number of times that task was attempt. 
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Efficiency: 
 
Task Deviations 

The participant’s path (i.e., steps) through the application was 
recorded. Deviations occur if the participant, for example, went to a 
wrong screen, clicked on an incorrect menu item, followed an incorrect 
link, or interacted incorrectly with an on-screen control. This path was 
compared to the optimal path. The number of steps in the observed path 
is divided by the number of optimal steps to provide a ratio of 
path deviation. 

 It is strongly recommended that task deviations be reported. Optimal 
paths (i.e., procedural steps) should be recorded when constructing 
tasks. 

Efficiency: 

Task Time 

Each task was timed from when the administrator said “Begin” until the 
participant said, “Done.” If he or she failed to say “Done,” the time was 
stopped when the participant stopped performing the task. Only task 
times for tasks that were successfully completed were included in the 
average task time analysis. Average time per task was calculated for each 
task. Variance measures (standard deviation and standard error) were 
also calculated. 

Satisfaction: 

Task Rating 

Participant’s subjective impression of the ease of use of the 
application was measured by administering both a simple post-task 
question as well as a post-session questionnaire. After each task, the 
participant was asked to rate “Overall, this task was:” on a scale of 1 
(Very Difficult) to 5 (Very Easy). These data are averaged across 
participants. 10 
 
Common convention is that average ratings for systems judged easy to 
use should be 3.3 or above. 
 
To measure participants’ confidence in and likeability of the 
Enable Healthcare Inc, version MDNET V10.0 overall, the testing team 
administered the System Usability Scale (SUS) post-test questionnaire. 
Questions 
included, “I think I would like to use this system frequently,” “I thought 
the system was easy to use,” and “I would imagine that most people 
would learn to use this 
system very quickly.” 

 

Table [x]. Details of how observed data were scored. 
 
 

5 Results 

5.1 Data Analysis and Reporting 
The results of the usability test were calculated according to the methods specified in the 
Usability Metrics section above. Participants who failed to follow session and task 
instructions had their data excluded from the analyses. 

 
The usability testing results for the EHRUT are detailed below: 
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Measure N Task 
Success 

Path Deviation Task Time Errors Task 
Rating 

s 
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Task/ Measure 

N Task Success 
Path 
Deviation Task Time Errors Task Rating 

# 

Task 
Succe
ss - 
Mean 
(%) 

Task 
Succe
ss - 
Std 
Dev 
(%) 

Observed/Opt
imal 

Task 
Time - 
Mean 
(secon
ds) 

Task 
Time - 
Standa
rd 
Deviati
on 
(secon
ds) 

Task 
Errors  
Mean(
%) 

Task 
Erro
rs - 
Std 
Dev 
%) 

Task 
Rati
ng 

Task 
Rating 
- 
Standa
rd 
Deviati
on 

Record CPOE 
Medication Order 

1
0 100 0 1.48 52.5 1.58 0 0 4.1 0.73 

Change CPOE 
Medication Order 

1
0 100 0 1.28 52.9 1.59 0 0 4.3 0.48 

Access CPOE 
Medication Order 

1
0 100 0 1.42 46.9 1.337 0 0 4 0.47 

Record Lab order 
via CPOE 

1
0 100 0 1.067 57.5 1.58 0 0 4.2 0.63 

Change Lab order 
via CPOE 

1
0 100 0 1.32 53.1 1.52 0 0 4.3 0.82 

Display changed 
CPOE Lab order 

1
0 100 0 1.167 46.4 1.17 0 0 4.3 0.67 

Record Imaging 
order via CPOE 

1
0 100 0 1.167 57.2 1.32 0 0 4 0.81 

Change Imaging 
order via CPOE 

1
0 100 0 1.46 52.9 1.2 0 0 4.1 0.73 

Display changed 
CPOE Imaging 
order 

1
0 100 0 1.44 46.6 1.17 0 0 4.2 0.78 

Using CPOE, 
trigger a drug-drug 
interaction by 
entering a new 
medication order 

1
0 100 0 0.914 63.2 1.69 0 0 3.9 0.87 
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Using CPOE, 
trigger a drug-
allergy interaction 
by entering a new 
medication order 

1
0 100 0 0.914 63.2 1.69 0 0 3.9 0.87 

Adjust the severity 
level of a displayed 
drug-drug 
interaction 

1
0 100 0 0.886 57.4 1.26 0 0 4 0.81 

Record a patient’s 
preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation, 
gender identity, 
preliminary cause 
of death 
(inpatient only), 
and preliminary 
date of death 
(inpatient only) 

1
0 100 0 1.775 47.2 1.03 0 0 4 0.81 
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Change the 
patient’s preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation, 
gender identity, 
preliminary cause 
of death 
(inpatient only), 
and preliminary 
date of death 
(inpatient only) 

1
0 100 0 1.675 42.1 1.2 0 0 4.3 0.67 

Display the 
patient’s changed 
preferred 
language, date of 
birth, birth sex, 
race, ethnicity, 
sexual orientation, 
gender identity, 
preliminary cause 
of death 
(inpatient only), 
and preliminary 
date of death 
(inpatient only) 

1
0 100 0 1.725 47.4 0.97 0 0 4.2 0.78 

Record a problem 
to the problem list 

1
0 100 0 1.133 53.4 1.17 0 0 4.1 0.73 

Change a problem 
on the problem list 

1
0 100 0 0.986 63.7 0.95 0 0 4.3 0.82 
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Display the active 
problem list 

1
0 100 0 1.067 46.9 1.1 0 0 4.2 0.78 

Display the 
historical problem 
list 

1
0 100 0 1.4 42.9 1.2 0 0 4.3 0.82 

Record a 
medication to the 
medication list 

1
0 100 0 1.28 46.6 0.97 0 0 4.1 0.73 

Change a 
medication on the 
medication list 

1
0 100 0 1.28 46.6 0.97 0 0 4.1 0.73 

Display the active 
medication list 

1
0 100 0 1.42 46.9 1.37 0 0 4.2 0.78 

Display the 
historical 
medication list 

1
0 100 0 1.44 43 1.25 0 0 4.3 0.67 

Record a 
medication allergy 

1
0 100 0 1.36 46.9 0.99 0 0 4.4 0.69 

Change a 
medication allergy 

1
0 100 0 1.28 46.8 1.14 0 0 4.1 0.87 

Display the active 
medication allergy 
list 

1
0 100 0 1.42 46.6 1.35 0 0 4 0.81 

Display the 
historical 
medication allergy 
list 

1
0 100 0 1.38 42.5 1.08 0 0 4.3 0.67 

Record UDI 
1
0 100 0 1.46 46.2 1.03 0 0 4.1 0.73 

Change UDI Status 
1
0 100 0 1.2 52.7 0.95 0 0 4.2 0.78 

Access UDI, Device 
Description, 
Identifiers and 
Attributes 

1
0 100 0 1.42 46.7 0.95 0 0 4 0.81 
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Incorporate a 
CCDA and conduct 
reconciliation of 
the medications, 
medication 
allergies, and 
problems in the 
CCDA with the 
information 
currently in the 
patient's record  

1
0 100 0 1.25 63.1 1.2 0 0 4.5 0.52 

Generate a new 
CCDA with 
reconciled data 

1
0 100 0 1.48 53 1.25 0 0 4.6 0.51 

E-prescribe New 
Prescription 

1
0 100 0 1.36 55.9 1.19 0 0 4.3 0.82 

Change 
Prescription 
(dosage or 
duration) 

1
0 100 0 1.28 52.9 1.59 0 0 4.2 0.63 

Cancel 
Prescription 

1
0 100 0 1.2 63.5 1.08 0 0 4.2 0.78 

Refill Prescription 
1
0 100 0 1.233 58.2 1.14 0 0 4.2 0.78 

Receive Fill Status 
Notification 

1
0 100 0 1.5 47.5 1.08 0 0 4.4 0.69 

Request and 
Receive 
Medication History 
Information 

1
0 100 0 1.083 53.7 0.95 0 0 4.5 0.52 
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Add a CDS 
intervention 
and/or reference 
resource for each 
of the required 
elements: Problem 
List, Medication 
List, Medication 
Allergy List, at 
least one 
Demographic, 
Laboratory Test, 
Vital Signs, and a 
Combination of at 
least 2 of the 
elements above 

1
0 100 0 1.25 57.7 0.95 0 0 4.3 0.82 

Trigger the CDS 
interventions/reso
urces added using 
the applicable data 
elements from 
each of the 
required elements 

1
0 100 0 1.217 57.5 1.08 0 0 4.3 0.82 

View the 
intervention/resou
rce information 
using the 
Infobutton 
standard for data 
elements in the 
problem list, 
medication list, 
and demographics 

1
0 100 0 1.48 53.1 1.37 0 0 4.4 0.84 

Trigger the CDS 
interventions/reso
urces based on 
data elements in 
the problem list, 
medication list, 
and medication 
allergy list by 
incorporating 
patient 
information from a 
transition of 
care/referral 
summary 

1
0 100 0 1.2 56.9 1.2 0 0 4.2 0.76 
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Access the 
following 
attributes for one 
of the triggered 
CDS 
interventions/reso
urces: 
bibliographic 
citation, 
developer, funding 
source, 
release/revision 
date 

1
0 100 0 1.014 63.1 1.2 0 0 4.1 0.73 

 

 

The results from the SUS (System Usability Scale) scored the subjective satisfaction with the 
system based on performance with these tasks to be 91
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5.2 Effectiveness 
Enable Healthcare Inc EHR proved to be very effective based on overall success 
reported on all 43 tasks. Effective 
calculation is around 92.59%. All participant completed the assigned task without any 
failure. 

 
 

5.3 Efficiency 
Based on observations of the task time and deviation data, most of the participants were 
able to complete task ahead of target time. For all tasks, the deviation rate was relatively 
low with a range of 1.01 – 1.5 (the closer to 1 the better), with few participants drastically 
deviating from the optimal path. Efficiency calculation: Average path deviation recorded as 
1.29. Average Time deviation recorded as 1.05. 

 
 

5.4 Satisfaction 
The majority of participants rated the tasks as Very Easy. Overall post-task rating scales 
scored over 4 points (on a scale of 1 to 5, 5 being “very easy”). The overall SUS score was 
91 which is considered above average. 

 

5.5 MAJOR FINDINGS 
 

• Every task tested and measured using summative testing methods, were completed by the 
participants within the allocated target task time. 

 
• The participants were able to navigate the user interface to accomplish the listed tasks 

without many erroneous detours or deviations from the optimal path. 

 
• Across all tasks, the most frequent error that occurred was on medication and 

problems due to typos 
 

• Testing confirmed that there is low risk to patients from user inability to 
correctly operate MDnet 

5.6 AREAS OF IMPROVEMENT 
 

• The number of steps needed to create or enter a medication order is still excessive, even 
though the participants were able to navigate the user interface within the acceptable 
number of steps. 

 
• Create a “Select All” check box in CCDA import module for quick selection. 

 

 
• In addition, we will re-examine our user testing scenarios to determine if changes are 

needed to more accurately reflect typical provider workflows. 
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6 Appendix: SYSTEM USABILITY SCALE QUESTIONNAIRE 
 

In 1996, Brooke published a “low-cost usability scale that can be used for global assessments of 
systems usability” known as the System Usability Scale or SUS.16 Lewis and Sauro (2009) and others 
have elaborated on the SUS over the years. Computation of the SUS score can be found in Brooke’s 
paper, in at 
http://www.usabilitynet.org/trump/documents/Suschapt.doc or in Tullis and Albert (2008). 

 
 

 
1. I think that I would like to use this system 
frequently 1 2 3 4 5 

2. I found the system unnecessarily complex 
    

 1 2 3 4 5 

3. I thought the system was easy to use 
    

 1 2 3 4 5 

4. I think that I would need the support of a 
technical person to be able to use this 
system 

1 2 3 4 5 

5. I found the various functions in this 
system were well integrated 1 2 3 4 5 

6. I thought there was too much 
inconsistency in this system 1 2 3 4 5 

7. I would imagine that most people would 
learn to use this system very quickly 1 2 3 4 5 

8. I found the system very cumbersome to 
use 1 2 3 4 5 

9. I felt very confident using the system 
    

 1 2 3 4 5 

10. I needed to learn a lot of things before I 
could get going with this system 1 2 3 4 5 

 


