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ONC HIT Certification Program
Test Results Summary for 2014 Edition EHR Certification

Part 1: Product and Developer Information

1.1 Certified Product Information

Product Name:
Product Version:
Domain:

Test Type:

Amazing Charts
8.1
Ambulatory
Complete EHR

1.2 Developer/Vendor Information

Developer/Vendor Name:
Address:

Website:

Email:

Phone:

Developer/Vendor Contact:

Amazing Charts
650 Ten Rod Rd, Suite 12 North Kingstown Rl 02852
www.amazingcharts.com

support@amazingcharts.com
401-667-7661
Christine Tremblay
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Test Results Summary for 2014 Edition EHR Certification

Part 2: ONC-Authorized Certification Body Information

2.1 ONC-Authorized Certification Body Information

ONC-ACB Name: Drummond Group

Address: 13359 North Hwy 183, Ste B-406-238, Austin, TX 78750
Website: www.drummondgroup.com

Email: ehr@drummondgroup.com

Phone: 817-294-7339

ONC-ACB Contact: Bill Smith

This test results summary is approved for public release by the following ONC-Authorized Certification
Body Representative:

Bill Smith Certification Committee Chair

ONC-ACB Authorized Representative Function/Title

Y
\'QQ— w 1/31/2015

Signature and Date

2.2 Gap Certification
The following identifies criterion or criteria certified via gap certification

§170.314

] () ] (a)17) [ ] (d)5) L] (@)9)
[ ] (2)6) [ ] (b)5)* [ ] (d)6) Y
] (@7 L] (d)(1) [ ] (d)8)

*Gap certification allowed for Inpatient setting only

E‘ No gap certification
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2.3 Inherited Certification
The following identifies criterion or criteria certified via inherited certification

(a)(1) (a)(14) (c)(3) (f)(1)

x| ()2) [x] (a)(15) [x] (d)(1) x| (02)

[x] (a)3) [ ] (a)(16) Inpt. only | [x] (d)(2) [x] ()3)

(a)(4) [ ] (2)(17) inpt. only (d)(3) ] (f)(4) inpt. only
[x] (a)(5) [x] (b)(1) [x] (d)(4) 0 (f)(5) Optional &
[x] (a)(6) [x] (b)(2) [x] (d)(5) Amb. only
(a)(7) (b)(3) (d)(6) 0 ()(6) Optional &
(a)(8) (b)(4) (d)(7) Amb. only
[x] (a)9) [x] (b)(5) [x] (d)®) L] (e)1)

(a)(10) [ ] (b)(6)Inpt.only |[ ] (d)(9) Optional (8)(2)

(a)(11) (b)(7) (e)(1) (8)(3)

[x] (a)12) [x] (1) [x] (e)(2)Amb.only | [x] (g)(4)

x| (a)13) Xl @@ (x| (e)(3) Amb. only

[ No inherited certification
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Part 3: NVLAP-Accredited Testing Laboratory Information

Report Number: KAM-012715-2389

Test Date(s): N/A

3.1 NVLAP-Accredited Testing Laboratory Information

ATL Name: Drummond Group EHR Test Lab

Accreditation Number: NVLAP Lab Code 200979-0

Address: 13359 North Hwy 183, Ste B-406-238, Austin, TX 78750
Website: www.drummondgroup.com

Email: ehr@drummondgroup.com

Phone: 512-335-5606

ATL Contact: Beth Morrow

For more information on scope of accreditation, please reference NVLAP Lab Code 200979-0.

Part 3 of this test results summary is approved for public release by the following Accredited Testing
Laboratory Representative:

Kyle Meadors Test Proctor
ATL Authorized Representative Function/Title

K\/ le Meadlons
1/31/2015 N/A

Signature and Date Location Where Test Conducted

3.2 Test Information

3.2.1 Additional Software Relied Upon for Certification

Functionality provided

Additional Software Applicable Criteria by Additional Software
NewCropRx a.1l,a.2,a.10, b.3 Med Ordering, e-Rx
Updox Direct 2014 b.1,b.2,e.1,e.3 Direct Messaging, Patient
Portal
PDF Viewing Software b.5 Results Display

D No additional software required
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3.2.2 Test Tools

Test Tool
Cypress 2.4.1

a

ePrescribing Validation Tool 1.0.4

HL7 CDA Cancer Registry Reporting Validation Tool

Version ‘
HL7 v2 Electronic Laboratory Reporting (ELR) Validation Tool

HL7 v2 Immunization Information System (IIS) Reporting Validation
Tool

HL7 v2 Syndromic Surveillance Reporting Validation Tool

Transport Testing Tool 179

w
o
N

Direct Certificate Discovery Tool

L]
[]
[x]
HL7 v2 Laboratory Results Interface (LRI) Validation Tool
[x]
[x]
[]

No test tools required

3.2.3 Test Data

[] Alteration (customization) to the test data was necessary and is described in
Appendix [insert appendix letter]

X No alteration (customization) to the test data was necessary

3.2.4 Standards

3.2.4.1 Multiple Standards Permitted

The following identifies the standard(s) that has been successfully tested
where more than one standard is permitted

Criterion # ‘ Standard Successfully Tested ‘
(x| §170.204(b)(1) [ | §170.204(b)(2)
HL7 Version 3 Implementation | HL7 Version 3 Implementation
Guide: URL-Based Guide: Context-Aware
(a)(8)(ii)(A)(2) Implementations of the Knowledge Retrieval
Context-Aware Information (Infobutton) Service-Oriented
Retrieval (Infobutton) Domain | Architecture Implementation
Guide
(x| §170.207(a)(3) [ ] §170.207(j)
IHTSDO SNOMED CT® HL7 Version 3 Standard:
(a)(13) International Release July Clinical Genomics; Pedigree
2012 and US Extension to
SNOMED CT® March 2012
Release
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(a)(15)(i)
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Standard Successfully Tested

§170.204(b)(1)

HL7 Version 3 Implementation
Guide: URL-Based
Implementations of the
Context-Aware Information
Retrieval (Infobutton) Domain

[ | §170.204(b)(2)

HL7 Version 3 Implementation
Guide: Context-Aware
Knowledge Retrieval
(Infobutton) Service-Oriented
Architecture Implementation
Guide

(a)(16)(ii)

[ | §170.210(g)

Network Time Protocol
Version 3 (RFC 1305)

[ ] §170. 210(g)

Network Time Protocol
Version 4 (RFC 5905)

(b)(2)(i)(A)

[ §170.207(i)

The code set specified at 45
CFR 162.1002(c)(2) (ICD-10-
CM) for the indicated
conditions

(x| §170.207(a)(3)
IHTSDO SNOMED CT®
International Release July
2012 and US Extension to
SNOMED CT® March 2012
Release

(b)(7)(i)

[ | 8170.207(i)

The code set specified at 45
CFR 162.1002(c)(2) (ICD-10-
CM) for the indicated
conditions

(x| §170.207(a)(3)
IHTSDO SNOMED CT®
International Release July
2012 and US Extension to
SNOMED CT® March 2012
Release

(e)(2)(i)

Annex A of the FIPS Publication 140-2
[list encryption and hashing algorithms])

IAES 128

SHA-1

(e)(1)(ii)(A)(2)

[ | §170.210(g)

Network Time Protocol
Version 3 (RFC 1305)

(x| §170.210(g)

Network Time Protocol
Version 4 (RFC 5905)

(e)(3)(ii)

Annex A of the FIPS Publication 140-2
[list encryption and hashing algorithms)

Common MU
Data Set (15)

AES 128 |

SHA-1 |

(x| §170.207(a)(3) [ ] §170.207(b)(2)
IHTSDO SNOMED CT® The code set specified at 45

International Release July
2012 and US Extension to
SNOMED CT® March 2012
Release

CFR 162.1002(a)(5) (HCPCS
and CPT-4)

[_| None of the criteria and corresponding standards listed above are

applicable

3.2.4.2 Newer Versions of Standards

Page 6 of 11



Test Results Summary for 2014 Edition EHR Certification
Version EHR-Test-144 B Rev 01-Nov-2014

——— -y

The following identifies the newer version of a minimum standard(s) that
has been successfully tested

Newer Version Applicable Criteria

' Drummond.
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XI No newer version of a minimum standard was tested

3.2.5 Optional Functionality

Criterion # Optional Functionality Successfully Tested ‘

|z| (a)(4)(iii) Plot and display growth charts

] ) Receive summary care record using the standards specified at
(b)(1)(i)(B) §170.202(a) and (b) (Direct and XDM Validation)

] ) Receive summary care record using the standards specified at
(b)(1)(i)(C)

§170.202(b) and (c) (SOAP Protocols)

Ll )2)iye)

Transmit health information to a Third Party using the standards
specified at §170.202(a) and (b) (Direct and XDM Validation)

L))

Transmit health information to a Third Party using the standards
specified at §170.202(b) and (c) (SOAP Protocols)

Llne)

Ambulatory setting only — Create syndrome-based public health
surveillance information for transmission using the standard
specified at §170.205(d)(3) (urgent care visit scenario)

D Common MU
Data Set (15)

Express Procedures according to the standard specified at
§170.207(b)(3) (45 CFR162.1002(a)(4): Code on Dental Procedures
and Nomenclature)

D Common MU
Data Set (15)

Express Procedures according to the standard specified at
§170.207(b)(4) (45 CFR162.1002(c)(3): ICD-10-PCS)

[ ] No optional functionality tested
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3.2.6 2014 Edition Certification Criteria* Successfully Tested

>>group

(a)(17) Inpt. only

(f)(4) Inpt. only

(b)(1)

(b)(2)

(f)(5) Optional &
Amb. only

[ERN

(b)(3)

(b)(4)

(f)(6) Optional &
Amb. only

(b)(5)

(g)(1)

(b)(6) Inpt. only

(8)(2)

Bl S el (e 1 ]l = ||

(b)(7)

(8)(3)

(c)(1)

(g)(4)

| gy 0 2 e e e e

Criteria # Version Criteria # Version ‘

TP+ TD*** ™ D |
(a)(1) (] (©®)
(a)(2) ] (@)
(a)(3) (] @@
(a)(4) ] (@)
(a)(5) (] (d)4)
()(6) (] (d)s)
(a)(7) (] (d)e)
(a)(8) (] (@)
(a)(9) (] (d)8)
(a)(10) [] (d)(9) Optional
(a)(11) (] (@)
(a)(12) (] (e)(2) Amb. only
(a)(13) (] (e)(3) Amb. only
(a)(14) ] ()
(a)(15) (] @)
(a)(16) Inpt. only HEGE)

] (i

=

=

]

]

]

[]

(c)(2)

=HENE N NE e e e e =
a|[|[o[|[ur[|[~{l[~][S [N ]]|u]]|w N

|I_| No criteria tested

*For a list of the 2014 Edition Certification Criteria, please reference

http://www.healthit.gov/certification (navigation: 2014 Edition Test Method)

**|ndicates the version number for the Test Procedure (TP)

***Indicates the version number for the Test Data (TD)
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3.2.7 2014 Clinical Quality Measures*

Type of Clinical Quality Measures Successfully Tested:
[x] Ambulatory

[]

|:| No CQMs tested

Inpatient

' Drummond. |
! > gl’OUp !

*For a list of the 2014 Clinical Quality Measures, please reference http://www.cms.gov

(navigation: 2014 Clinical Quality Measures)

Ambulatory CQMs

CMSID Version CMSID Version CMSID Version CMSID Version‘

] 2 ] 90 [ ] 136 [ ] 155

[] 22 x] 117 | w2 (x| 137 v2 [ ] 156

[] 50 x] 122 w2 [] 138 [ ] 157

[] 52 ] 123 [ ] 139 [ ] 158

[ ] 56 124 | v2 [ ] 140 [ ] 159

[] 61 125 | v2 ] 1m [ ] 160

62 v2 126 v2 ] 142 161 v2

[] 64 x] 127 | w2 (] 143 (x| 163 v2

[ ] 65 [ ] 128 [ ] 144 (x| 164 v2

[] 66 [] 129 [ ] 145 (x| 165 v2

[] 68 x] 130 w2 (x| 146 v2 (x| 166 v3

[] 69 ] 131 ] 147 [ ] 167

(] 74 132 | v2 148 v2 [ ] 169

[] 75 ] 133 [ ] 149 ] 177

] 77 134 v2 [ ] 153 ] 179

[x] 82 vl [] 135 (x| 154 v2 (x| 182 v3
Inpatient CQMs ‘

CMSID Version CMSID Version CMSID Version CMSID Version‘

[] 9 ] 71 [ ] 107 ] 172

[] 26 ] 72 [ ] 108 [ ] 178

[ ] 30 ] 73 [ ] 109 ] 185

[] 31 ] 91 [] 110 [ ] 188

[] 32 [ ] 100 ] 111 [ ] 190

[] 53 [ ] 102 ] 113

[] 55 [ ] 104 ] 114

[] 60 [] 105 ] 171
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3.2.8 Automated Numerator Recording and Measure Calculation

3.2.8.1 Automated Numerator Recording

Automated Numerator Recordmg Successfully Tested

Drummond.
>>group

L] (a)) (a)(9) (a)(16) (b)(6)
L] (@6) D (a)(11) D (a)(17) D (e)(1)
L] (a)4) [ (a)12) L] (0)2) L] (e)2)
L] (a)s) [] (a)(13) L] ()3) L] (e)3)
L] (a)e) [ ] (a)(14) L] (b)4)

L] (a)?) [ ] (a)15) L] (b)5)

[x] Automated Numerator Recording was not tested

3.2.8.2 Automated Measure Calculation

Automated Measure Calculation Successfully Tested

[x] (a)1) (a)(9) (a)(16) [ | (b)e)
x| (a)3) (a)(11) D (a)(17) (e)(1)
x| (a)4) [x] (a)(12) x| (b)(2) x| (e)2)
[x] (a)5) [x] (a)(13) x| (b)3) [x] (e)3)
[x] (a)(6) [x] (a)(14) (x| (b)(4)

x] (a)7) [x] (a)(15) [x] (b)(5)

[_| Automated Measure Calculation was not tested

3.2.9 Attestation

Attestation Forms (as applicable) Appendix

Safety-Enhanced Design* A
Quality Management System** B
Privacy and Security C

*Required if any of the following were tested: (a)(1), (a)(2), (a)(6), (a)(7), (a)(8), (a)(16),

(b)(3), (b)(4)
**Required for every EHR product

3.3 Appendices

Attached below.
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May 9th, 2014

Drummond Group In.
13359 North Hwy 183
Austin, TX 78750

Dear Sir/Madam,

By this letter Amazing Charts.com, LLC attests to the accuracy of the information contained in the

attached Safety-Enhanced Design Usability Report. This report is being submitted as part of the EHR

certification requirements outlined in 170.314(g)(3) - Safety Enhanced Design. This document includes

Summative (Quantitative) Test Results for:

170.314.a.1:
170.314.a.1:
170.314.a.1:
170.314.a.1:
170.314.3.2:
170.314.a.2:
170.314.a.6:
170.314.a.7:
170.314.2.8:
170.314.a.8:
170.314.2.8:
170.314.a.8:
170.314.a.8:
170.314.3.8:
170.314.a.8:
170.314.a.8:
170.314.b.3:
170.314.b.4:
170.314.b.4:
170.314.b.4:

CPOE: Record a Medication Order

CPOE: Access and Change a Medication Order

CPOE: Order, Access, and Change a Lab Order

CPOE: Order, Access, and Change a Radiology/imaging Order

Create drug-drug, drug-allergy intervention (prior to CPOE completion)

Adjust severity of drug-drug intervention

Medication List: Record , Change, and Assess Medication List

Medication allergy list: Record, Change, and Assess Medication Allergy List

Clinical decision support: Problem List Interventions

Clinical decision support: Medication List Interventions

Clinical decision support: Medication Allergy List Interventions

Clinical decision support: Demographics Interventions

Clinical decision support: Lab Tests and Results Interventions

Clinical decision support: Vital Signs Interventions

Clinical decision support: Identify User Diagnostic and Therapeutic Reference

Clinical decision support: Configuration of CDS interventions by user

Electronic prescribing: Create prescriptions

Clinical info reconciliation: Reconcile patient’s active medication list with another source
Clinical info reconciliation: Reconcile patient’s active problem list with another source
Clinical info reconciliation: Reconcile patient’s active med allergy list with another source

Amazing Charts understands and agrees that the Drummond Group reserves the right to publish this

documentation.

Sincerely,

Choir sl ot

Chris Tremblay
Director of Product Strategy

650 Ten Rod Road, Suite 12, North Kingston, RI 02852 — 866-382-5932
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EHR Usability Test Report of
Amazing Charts Version 7.0

Report based on ISO/IEC 25062:2006 Common Industry Format Template

for Usability Test Reports (NISTIR 7742)

Product: Amazing Charts Version 7.0

Dates of Usability Test Test period from 4/15/2014 to 4/23/2014
Date of Report May 9, 2014

Report Prepared By: Amazing Charts

Chris Conrad, Product Manager
866-382-5932
cconrad@amazingcharts.com
650 Ten Rod Road, Suite 12
North Kingstown, Rl 02852

650 Ten Rod Road, Suite 12, North Kingston, RI 02852 — 866-382-5932
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Executive Summary

Amazing Charts performed usability testing on selected features of the Amazing Charts Version 7.0 as
part of the Safety-Enhanced Design requirements outlined in §170.314(g)(3) at our North Kingstown
location from 4/15/2014 to 4/23/2014. The purpose of this study was to inform our user-centered
design process and guide the development of our EHR system based on observed task completion
activities and documented user feedback in a simulated, but representative environment. 18 health care
providers matching our target demographic served as participants in this study.

This study collected performance data on following EHR features:

X3

%

Computerized provider order entry

X3

S

Drug-drug, drug-allergy interaction checks

X3

%

Medication list

X3

%

Medication allergy list

X3

¢

Clinical decision support

X3

%

Electronic prescribing

X3

%

Clinical information reconciliation

We conducted 18 one hour, one-on-one usability tests for this study. Test participants were greeted by
a moderator, briefed on test protocols, and instructed that they could withdraw at any time. The
moderator presented each participant with a series of tasks and recorded user performance data on
video and paper. The moderator did not assist participants in the completion of assigned tasks. Test
participants had prior experience with Amazing Charts and no additional training was provided prior to
these tests.

The following data was collected from each participant:

*

/
*

Number of successfully completed tasks within the allotted time without assistance

L)

Time required to complete each task

O ®
0‘0 0'0

Number and type of errors

*

/
*

Path deviations

L)

O
0‘0

Participant verbalizations (comments)

3

*

Participant satisfaction ratings of the system

At the conclusion of each test, participants completed the System Usability Scale (SUS) Questionnaire.
Participant data was de-identified for the purposes of this report. No compensation was provided to test
participants.

Recommended metrics detailed in the NIST Guide to the Processes Approach for Improving the Usability
of Electronic Health Records were used to evaluate the usability of Amazing Charts Version 7.0 and
prepare the following summary of results.

650 Ten Rod Road, Suite 12, North Kingston, RI 02852 — 866-382-5932
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Table 1: Usability Test Summary Results (Mean and Standard Deviations by Task)

Time to

Task Name/ Task | Complete el Ease of T?Sk
# participants Success | (Success P.at!1 Errors Use Efficiency
Only) Deviations (1-5) (1-5)
CPOE (314.a.1)
Scenario 1-A: Record Medication Order
11 100% 1.00 2.36 0.18 1.91 2.18
0.00 2.92 0.37 0.86 0.90
Scenario 1-B: Access and Change Medication Order
11 90% 1.80 2.20 0.30 1.90 2.10
0.45 2.14 0.37 1.07 1.07
Scenario 2-A: Record Laboratory
Order
11 90% 1.20 1.00 0.00 2.00 2.20
0.35 0.49 0.00 0.99 1.02
Scenario 2-B: Access and Change Laboratory Order
11 64% 2.14 0.57 0.29 1.86 2.14
0.64 1.05 0.45 0.99 0.83
Scenario 3-A: Record Radiology/imaging Order
11 90% 1.50 0.80 0.00 2.00 2.20
0.71 0.98 0.00 0.89 0.98
Scenario 3-B: Access and Change Radiology/imaging Order
11 82% 1.89 1.22 0.00 1.78 2.22
0.31 1.81 0.00 0.63 0.92
Electronic prescribing (314.b.3)
Scenario 1: Create prescriptions
11 100% 1.14 1.36 0.18 1.45 1.18
0.31 2.23 0.39 0.66 0.39
Medication allergy list (314.a.7)
Scenario 1: Record Medication Allergy List
7 100% 1.00 0.57 0.00 1.29 1.43
0.00 0.90 0.00 0.70 0.73
Scenario 2: Access and Change Medication Allergy List
7 100% 1.00 0.86 0.00 1.29 1.43
0.00 1.36 0.00 0.70 0.73
Drug-drug, drug-allergy interactions checks (314.a.2)
Scenario 1: Create drug-drug and drug-allergy interventions prior to CPOE completion
11 90% 1.55 0.70 0.70 1.80 2.00

650 Ten Rod Road, Suite 12, North Kingston, RI 02852 — 866-382-5932
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Task Name/ Task C-::rr:;I::e el Ease of T?Sk
# participants Success | (Success P.at!1 Errors Use Efficiency
Only) Deviations (1-5) (1-5)
0.47 1.55 0.46 1.25 1.26
Scenario 2: Adjustment of severity level of drug-drug interventions
11 90% 1.50 0.60 0.40 1.60 2.00
0.50 1.28 0.49 1.20 1.26
Medication list (314.a.6)
Scenario 1: Record Medication List
11 100% 1.00 0.45 0.36 1.73 2.36
0.00 0.89 0.48 1.05 1.07
Scenario 1: Record Medication List
11 90% 1.70 0.80 0.70 1.50 2.10
0.46 1.54 0.46 0.81 0.70
Clinical decision support (314.a.8)
Scenario 1-A: Problem List Interventions
7 100% 1.29 1.29 0.00 2.29 2.57
0.45 0.88 0.00 1.03 1.29
Scenario 1-B: Medication List Interventions
7 100% 1.29 1.71 0.00 2.29 2.57
0.45 1.75 0.00 1.03 1.29
Scenario 1-C: Medication Allergy List Interventions
7 100% 1.29 0.43 0.00 2.29 2.57
0.45 0.49 0.00 1.03 1.29
Scenario 1-D: Demographics Interventions
7 100% 1.29 0.00 0.00 2.29 2.57
0.45 0.00 0.00 1.03 1.29
Scenario 1-E: Lab Tests and Results Interventions
7 0%
Scenario 1-F: Vital Signs Interventions
7 100% 1.14 0.14 0.00 2.29 2.57
0.35 0.35 0.00 1.03 1.29
Scenario 1-G: Identify User Diagnostic and Therapeutic Reference Information
7 100% 1.29 1.29 0.86 2.29 2.57
0.45 1.67 0.35 1.03 1.29

Scenario 2: Configuration of CDS interventions by user
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Task Name/ Task C-::rr:;I::e el Ease of TéSk
# participants Success | (Success P.at!1 Errors Use Efficiency
Only) Deviations (1-5) (1-5)
7 100% 1.14 0.43 0.00 2.14 2.14
0.35 0.73 0.00 1.12 1.46
Clinical information reconciliation (314.b.4)
Scenario 1: Reconcile patient’s active medication list with another source
7 100% 1.14 0.29 0.00 1.71 1.43
0.35 0.45 0.00 0.88 0.73
Scenario 2: Reconcile patient’s active problem list with another source
7 85% 1.00 0.00 0.00 1.50 1.40
0.00 0.00 0.00 0.76 0.80
Scenario 3: Reconcile patient’s active medication allergy list with another source
7 100% 1.14 0.00 0.00 1.71 1.43
0.35 0.00 0.00 0.88 0.73
Our System Usability Scale (SUS) score was 82.

The following are representative verbalizations (comments) recorded during our sessions:

e eRX was very easy to use and intuitive. CPOE was also intuitive and straightforward

e Onthe order screen it is harder to find older results in the last version compared to this version

e Wants a feature on medication list to find alternative/generic drugs

¢ Wants to be able to modify PMH and Social History without having to save a chart

e Drug interaction should have the option to right click on the severity instead of double clicking

e Too long of a pause when changing screens

e Reconciliation is much better now than in chart, very good functionality.

e After learning the functions they will work well and integrate well with workflow

e Quick scripts options improved

e Functions will be excellent if integrated well and there is training

In addition, the following qualitative observations were made:

e Appreciate opportunity to voice opinions and have them heard

e Easy to use, great functionality

e Loves Amazing Charts and has no major complaints about the software

e Recommends Amazing Charts to other physicians
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Major Findings

Participants were well satisfied with the system enhancements tested in this study. Our overall SUS
score was 82. Within this survey, more than 94% of users agreed/strongly agreed that this release was
“easy to use” and more than 88% of users agreed/strongly agreed that they “felt very confident using
the system.”

Participants achieved consistently high success rates for individual tasks in the 90 — 100% range with few
exceptions. Task completion times were well within expected ranges and most tasks were completed in
under a minute. Ease of use and efficiency scores for individual tasks ranged from 1.50- to 2.50 with low
standard deviations.

Area for Improvement

Participants recruited from our user community for this study were pleased that we asked for their
“opinion” on this release. We expect to offer our users more opportunities to participate in formal
usability reviews going forward.

We will continue our efforts to find an appropriate balance between the need for inline alerts and alert
fatigue. Alerting users on the status of lab orders, lab results and lab interventions are areas which
require improvement.

We will continue to monitor ease of use and efficiency measures and focus our efforts on improving
overall scores.
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Introduction

Amazing Charts Version 7.0 allows clinicians in ambulatory outpatient practices to record and manage
patient charts. Supported features include: ordering medications, laboratory tests, and diagnostic tests.
In addition, a variety of clinical and practice-management functions for maintaining medication and drug
allergy lists, and settings intervention levels are supported.

The purpose of this study was to meet the Safety-Enhanced Design requirements for 2014 ONC EHR
certification and collect data for our ongoing user-centered design and usability programs. The usability
testing attempted to represent realistic exercises and conditions. Measures for effectiveness, efficiency,
and user satisfaction were collected as part of this study.
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User-Centered Design Process

Amazing Charts utilizes a Rapid Contextual User-Centered Design (UCD) process based on the principals
of the ISO standard Human-centered design for interactive systems (ISO 9241-210, 2010) optimized for
our Agile software development environment !

We activity and consistently engage members of our user community in an iterative process which
progressively articulates user requirements and refines design concepts from inception through design,
development and release. This iterative method enables our product managers, designers and
developers to incorporate user feedback at each stage of development process until the product
achieves high levels of usability.

Our Agile Rapid Contextual User-Centered Method process consists of the following:

1. Project focus - We evaluate the complexity of the project and the level of innovation required
identifying key customer roles this product release will support and plan customer visits accordingly.

2. Contextual Inquiries - We gather data from key stakeholders and interview users to develop
sequence models/wireframes.

3. Affinity Modeling - We determine the scope of issues impacting the largest number of users.

4. Data Review - We review sequences/wireframes and affinity models with the development team as
part of our technical review process.

5. Project Definition - We define the scope of the application/feature enhancement.

6. User Stories - We develop User Stories guided by these models and detail how the system will
address customer needs.

7. Release planning process - User Stories are organized into groups of stories that deliver coherent
subsets of function.

8. Prioritization - We prioritize stories necessary to meet resource, budget and time constraints for the
release.

9. Visual Design - We design detailed user interface mock-ups to support the User Stories

10. User Experience Testing - We test screen flows and page designs with users using interactive mock-
ups and demo software iteratively.

Footnote: (1) An Agile User-Centered Method: Rapid Contextual Design by Hugh Beye, Karen Holtzblatt,
Lisa Baker, Retrieved 4/4/2014 from: www.agileproductdesign.com/useful_papers/beyer_rapid_cd.pdf
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Method

We used a test instance of Amazing Charts Version 7.0 on a virtual machine and videotaped user
interactions with this system using GoToMeeting video capture capabilities.

A total of 18 matching our target demographic participated in this usability study. Participants in the test
were physician users of our EHR system. No participants were not compensated for their participation.
In addition, test participants had no direct connection to the development of the EHR and are not
connected to any Amazing Charts employees or contractors. Test participants had the opportunity to
utilize all of the available EHR training materials that are available to all Amazing Charts EHR end users,
including video tutorials, customer support, and written guidelines, but no specific training was provided
for the new features included in this test.

The objective of this test was to evaluate the features required for Safety-Enhanced Design M2
certification. For each feature included in this study, we sought to establish a base line for future
evaluations and identify features requiring further refinement.

Target Demographic Data

1. Amazing Charts EHR users for more than 6 months

2. Have not participated in a focus group or usability test in the last 3 months.

3. Does not, nor does anyone in their home, work in marketing research, usability research, or web
design.

4. Does not, nor does anyone in their home, have a commercial or research interest in an electronic
health record software or consulting company.

Participant Demographic Data
A total of 18 physicians (14 Men & 4 Women) participated in this study with a mean age of 53 years.

A preponderance of participants are specialized in Family and Internal Medicine (76%) with over 15
years in healthcare and more than 3 years of experience using Amazing Charts.

The full participant breakdown (de-identified) is found in the table below:

User Years in Years
Identifier Gender Age Specialty Role Healthcare using
AC
100 F 40 Family Practice Physician 20 3
101 M 49 Internal Medicine Physician >15 >5
102 M 51 Family Practice Physician >15 <1
103 M 49 Internal Medicine Physician >15 2-3
104 M 53 Infectious Diseases Physician >15 >5
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User Years in Years

Identifier Gender Age Specialty Role Healthcare using
AC
105 F 67 Family Medicine Physician >15 3-5
106 M 58 Pediatrics Physician >15 1-2
107 M 47 Family Practice Physician 5-10 3-5
108 F 55 Family Medicine Physician >15 >5
109 F 55 Internal Medicine Physician >15 >5
110 F 57 Family Practice Physician >15 3-5
111 M 43 Internal Medicine Physician 11-15 3-5
112 M 51 Pulmonary/Internal Physician >15 1-2

Medicine

113 M 58 Internal Medicine Physician >15 3-5
114 M 54 Neurology Physician >15 3-5
115 M 66 Family Medicine Physician >15 3-5
116 M 58 Pediatrics Physician >15 3-5
117 M 52 Family Medicine Physician >15 3-5
Mean: 53.5 14.75 3.56

All selected participants match the previously stated description of the intended users.

Representative tasks were designed to exercise EHR functionality for each feature under study.
Individual tasks were grouped so that each participant could reasonably complete their assigned tasked
in one hour. For each group of usability tests, the Moderator provided sample test data.

Amazing Charts assessed the risk level to patients for all provider workflows included in this test. These
workflows were evaluated based on the potential risk for adverse events to the patient and assigned a
risk category of high, moderate, or low risk. Tasks which included medications, interventions, alerts
and/or notifications were determined to be of high risk, while basic order functions and non-medication
list reviews were moderate, and accessing reference material was determined to be low. The risk
assessment for each individual task can be found in Table 3 below. . Tasks were prioritized in
accordance with the associated risk. All task were tested, but more participants were recruited to test
higher risk tasks.
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Table 3 — Risk Categories by Task

Risk
Tasks/Measures M

170.314.a.1: CPOE: Record a Medication Order High
170.314.a.1: CPOE: Access and Change a Medication Order High
170.314.a.1: CPOE: Order, Access, and Change a Lab Order Moderate
170.314.a.1: CPOE: Order, Access, and Change a Diagnostic Order Moderate
170.314.a.2: Create drug-drug, drug-allergy intervention High
170.314.a.2: Adjust severity of drug-drug intervention High
170.314.a.6: Medication List: Record, Change, and Assess Medication List High
170.314.a.7: Medication allergy list: Record, Change ,and Assess Medication Allergy List High
170.314.a.8: Clinical decision support — Problem List Interventions Moderate
170.314.a.8: Clinical decision support — Medication List Interventions High
170.314.a.8: Clinical decision support — Medication Allergy List Interventions High
170.314.a.8: Clinical decision support — Demographics Interventions Low
170.314.a.8: Clinical decision support — Lab Tests and Results Interventions Moderate
170.314.a.8: Clinical decision support — Vital Signs Interventions Moderate
170.314.a.8: Clinical decision support — Identify User Diagnostic and Therapeutic Reference Low
170.314.a.8: Clinical decision support — Configuration of CDS interventions by user High
170.314.b.3: Electronic prescribing: Create prescriptions High
170.314.b.4: Clinical reconciliation: Reconcile patient’s active med list with another source Moderate
170.314.b.4: Clinical reconciliation: Reconcile patient’s active problem list with another source Moderate
170.314.b.4: Clinical reconciliation: Reconcile patient’s active med/allergy list with another
source Moderate

For each session, the test configuration was set up to ensure that all data would be captured accurately
and that remote access to the test participant was successful, secure, and stable. This included ensuring
that the test participant had the correct access information prior to the session. Participants joined the

session remotely and the Moderator verified the identity of the participant prior to beginning the tasks.

The Moderator provided instructions to the test participants and read through the task list prior to
beginning the session. The Moderator also monitored tasks times, obtained post-task rating data, and
took notes that would assist with evaluating the session at the conclusion of the test. Following the
session, the Moderator gave each participant the post-test System Usability Scale Questionnaire
(Appendix 5: System Usability Scale Questionnaire).
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The usability tests were conducted at our North Kingstown location from 4/15/2014 to 4/23/2014.
location using a controlled test environment with representative but fictitious patient records. The
remote tests were conducted using GoToMeeting screen share technology and an independent
teleconferencing system. Remote testing provided an opportunity to observe the tests on a test
instance of Amazing Charts 7.0.

The test environment was an instance of Amazing Charts installed on laptop computer. Response times
were comparable to local installations of this software. The Moderator was able to view the test
participant’s interactions with the test system and hear the participant’s comments to ensure that data
was captured in real time during the course of the test.

Various documents and instruments were used in this test, including a Moderator’s Guide (Appendix 4:
Example Moderator’s Guide) and a post-test questionnaire (Appendix 5: System Usability Scale
Questionnaire). The Moderator’s Guide was used to communicate tasks to participants in a uniform
manner and to facilitate note taking by the Moderator. On the completion of each task participants
were asked to evaluate the ease of use and efficiency of the task. They were also asked to explain their
reasoning. At the end of the session, participants were also asked to complete a post-test questionnaire,
which was based on the standard System Usability Scale.

Participants were asked to verify their background and provide the demographic and experiential
information required for the study prior to scheduling the testing session including: Age, gender,
specialty, role in their medical practices, years in healthcare, and time using Amazing Charts.

At the beginning of each testing session, the moderator asked each participant about their expectations
during the test, managing them as needed. The goals for the session were explained and participants
were encouraged to comment without concern. The Moderator also reviewed the agenda for the
session with the participant prior to beginning the tasks.

The Moderator explained that the participant would be asked to complete each task:

+» As quickly and efficiently as possible
% Without help from the administrator, and
% Without discussion, other than their comments

The Moderator recorded their time to completion, errors, and deviations from the optimal path. Any
comments that the participant shared during the tasks were recorded.
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Effectiveness and efficiency were evaluated and provided results match metrics indicated. To wit,

following the completion of each task, the participant was asked to rate the ease of use for the task and

the task efficiency on a Likert scale from 1 to 5 where 1 represented “very easy” and “very efficient”

respectively, and 5 represented “very difficult” and “very inefficient.” Participants were also asked to

complete the SUS questionnaire or all tasks.

The system was evaluated for effectiveness, efficiency, and satisfaction as defined by measures

collected and analyzed for each participant including:

R/
0’0

X3

8

X3

¢

X3

%

X3

8

Path deviations

X3

8

X3

%

Efficiency rating

X3

¢

R/
0’0

Ease of use rating

Number of tasks successfully completed within the allotted time without assistance
Task ratings: Ease and efficiency

Time to complete the tasks (30 second intervals)

Number of errors (System Errors)

Participant’s verbalizations (comments)
Participant’s satisfaction ratings

This table provides details on how each task was scored, how the errors were evaluated, and how the
time-on-task data was analyzed.

Table 2: Data Scoring

Measures

Number of participants

Effectiveness: Task
Success

Effectiveness: Task
Failures
Efficiency: Task Time

Efficiency: Deviations

Satisfaction: Task Ratings

Scoring

For each task, we recorded the number of individuals who participated.

Participants successfully completed a task if they were able to achieve the
correct outcome without assistance in the allotted time.

Participants failed if they did not achieve a correct result, performed it
incorrectly, or abandoned the task.

Time was recorded in 30 second increments. Only task times for successful
tasks were recorded.

Deviations were noted if the participant pressed an incorrect button,
navigated to a wrong screen, or chose an incorrect menu.

Participants were asked to rate each task for ease of use and task
efficiency.
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The results of this usability test were calculated according to the methods specified in the Usability

Metrics section above.

LI Optimal Task
Task Name/ Task Complete Ease of Use _
# participants Success (Success I'-‘.at!\ Errors (1-5) TS
Only) Deviations (1-5)
CPOE (314.a.1)
Scenario 1-A: Record Medication Order
Success 1 0 0 1 1
Success 1 0 0 2 2
Success 1 0 0 2 3
Success 1 5 0 2 2
Success 1 5 0 1 2
Success 1 3 1 2 3
Success 1 10 0 1 1
Success 1 0 0 3 4
Success 1 0 0 1 2
Success 1 2 1 4 3
Success 1 1 0 2 1
11 100% 1.00 2.36 0.18 1.91 2.18
0.00 2.92 0.37 0.86 0.90
Scenario 1-B: Access and Change Medication Order
Success 2 1 1 1 1
Success 2 2 1 2 2
Success 2 0 0 2 3
Success 2 1 0 2 2
Success 2 10 0 1 2
Failure
Success 2 6 0 1 1
Success 1 0 0 3 4
Success 1 0 0 1 2
Success 2 2 1 4 3
Success 2 0 0 2 1
11 90% 1.80 2.20 0.30 1.90 2.10
0.45 2.14 0.37 1.07 1.07
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LI Optimal Task
Task Name/ Task Complete Ease of Use _
# participants Success (Success I'-‘.at!\ Errors (1-5) TS
Only) Deviations (1-5)
Scenario 2-A: Record Laboratory Order
Success 1 0 0 1 1
Success 2 1 0 2 2
Success 1 5 0 2 3
Success 1 2 0 2 2
Failure
Success 1 1 0 2 3
Success 1 0 0 1 1
Success 1 0 0 3 4
Success 1 0 0 1 2
Success 2 1 0 4 3
Success 1 0 0 2 1
11 90% 1.20 1.00 0.00 2.00 2.20
0.35 0.49 0.00 0.99 1.02
Scenario 2-B: Access and Change Laboratory Order
Success 2 0 1 1
Success 3
Success 2 0
Failure
Failure
Success 0 2 3
Success
Failure
Success 0 2
Success 3 4 3
Failure
11 64% 2.14 0.57 0.29 1.86 2.14
0.64 1.05 0.45 0.99 0.83
Scenario 3-A: Record Radiology/imaging Order
Success 1 1 0 1 1
Success 3 1 0 2 2
Success 1 3 0 2 3
Success 1 2 0 2 2
Failure
Success 1 1 0 2 3
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LI Optimal Task
Task Name/ Task Complete Ease of Use _
# participants Success (Success I'-‘.at!\ Errors (1-5) TS
Only) Deviations (1-5)
Success 1 0 0 1 1
Success 2 0 0 3 4
Success 1 0 0 1 2
Success 3 0 0 4 3
Success 1 0 0 2 1
11 90% 1.50 0.80 0.00 2.00 2.20
0.71 0.98 0.00 0.89 0.98
Scenario 3-B: Access and Change Radiology/imaging Order
Success 2 0 0 1 1
Success 2 1 0 2 2
Success 2 5 0 2 3
Success 2 0 0 2 2
Failure
Success 2 0 0 2 3
Success 2 1 0 1 1
Success 2 0 0 3 4
Success 1 0 0 1 2
Success 2 4 0 2 2
Failure
11 82% 1.89 1.22 0.00 1.78 2.22
0.31 1.81 0.00 0.63 0.92
Electronic prescribing (314.b.3)
Scenario 1: Create prescriptions
Success 1.5 0 0 1 1
Success 1 0 1 2 2
Success 1 2 0 2 1
Success 1 1 0 1 1
Success 2 8 0 3 1
Success 1 1 0 1 1
Success 1 2 0 1 2
Success 1 0 0 1 1
Success 1 0 0 2 1
Success 1 1 1 1 1
Success 1 0 0 1 1
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LI Optimal Task
Task Name/ Task Complete Ease of Use _
# participants Success (Success I'-‘.at!\ Errors (1-5) TS
Only) Deviations (1-5)
11 100% 1.14 1.36 0.18 1.45 1.18
0.31 2.23 0.39 0.66 0.39
Drug-drug, drug-allergy interactions checks (314.a.2)
Scenario 1: Create drug-drug and drug-allergy interventions prior to CPOE completion
Success 1.5 0 1 1 1
Success 0 0 2 2
Success 5 1 1 3
Success 1 0 1 1 1
Failure
Success 1 0 1 1 1
Success 1 0 1 1 2
Success 1 0 1 2 5
Success 2 2 0 1 1
Success 2 0 0 5 3
Success 2 0 1 3 1
11 90% 1.55 0.70 0.70 1.80 2.00
0.47 1.55 0.46 1.25 1.26
Scenario 2: Adjustment of severity level of drug-drug interventions (may be an admin type function)
Success 1 0 0 1 1
Success 2 0 0 2 2
Success 2 4 1 1 3
Success 1 0 1 1 1
Success 1 0 0 1 1
Success 1 0 1 1 1
Success 2 0 0 1 2
Success 1 0 1 2 5
Success 2 2 0 1 1
Success 2 0 0 5 3
Failure
11 90% 1.50 0.60 0.40 1.60 2.00
0.50 1.28 0.49 1.20 1.26
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LI Optimal Task
Task Name/ Task Complete Ease of Use _
# participants Success (Success I'-‘.at!\ Errors (1-5) TS
Only) Deviations (1-5)
Medication list (314.a.6)
Scenario 1: Record Medication List
Success 1 0 0 1 1
Success 1 3 0 3 3
Success 1 1 1 1 2
Success 1 0 0 1 2
Success 1 0 1 2 3
Success 1 0 0 1 1
Success 1 0 0 1 2
Success 1 0 1 4 5
Success 1 0 1 1 2
Success 1 1 0 3 3
Success 1 0 0 1 2
11 100% 1.00 0.45 0.36 1.73 2.36
0.00 0.89 0.48 1.05 1.07
Scenario 2: Access and Change Medication List
Success 2 0 0 1 1
Success 1 0 1 3 3
Success 2 5 1 1 2
Success 2 1 0 1 2
Success 2 0 1 2 3
Success 2 0 0 1 1
Success 2 2 1 1 2
Failure
Success 1 0 1 1 2
Success 1 0 1 3 3
Success 2 0 1 1 2
11 90% 1.70 0.80 0.70 1.50 2.10
0.46 1.54 0.46 0.81 0.70
Clinical decision support (314.a.8)
Scenario 1-A: Problem List Interventions
Success 1 3
Success
Success 2 2
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LI Optimal Task
Task Name/ Task Complete Ease of Use _
# participants Success (Success I'-‘.at!\ Errors (1-5) TS
Only) Deviations (1-5)
Success 1 3 0 2 1
Success 1 1 0 1 1
Success 1 1 0 3 3
Success 1 0 0 1 2
7 100% 1.29 1.29 0.00 2.29 2.57
0.45 0.88 0.00 1.03 1.29
Scenario 1-B: Medication List Interventions
Success 2 1 0 3 3
Success 2 0 0 4 5
Success 1 3 0 2 3
Success 1 4 0 2 1
Success 1 0 0 1 1
Success 1 0 0 3 3
Success 1 4 0 1 2
7 100% 1.29 1.71 0.00 2.29 2.57
0.45 1.75 0.00 1.03 1.29
Scenario 1-C: Medication Allergy List Interventions
Success 2 0 0 3 3
Success 2 1 0 4 5
Success 1 0 0 2 3
Success 1 1 0 2 1
Success 1 0 0 1 1
Success 1 0 0 3 3
Success 1 1 0 1 2
7 100% 1.29 0.43 0.00 2.29 2.57
0.45 0.49 0.00 1.03 1.29
Scenario 1-D: Demographics Interventions
Success 2 0 0 3 3
Success 2 0 0 4 5
Success 1 0 0 2 3
Success 1 0 0 2 1
Success 1 0 0 1 1
Success 1 0 0 3 3
Success 1 0 0 1 2
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LI Optimal Task
Task Name/ Task Complete Ease of Use _
# participants Success (Success I'-‘.at!\ Errors (1-5) ST
Only) Deviations (1-5)
7 100% 1.29 0.00 0.00 2.29 2.57
0.45 0.00 0.00 1.03 1.29
Scenario 1-E: Lab Tests and Results Interventions
Failure
Failure
Failure
Failure
Failure
Failure
Failure
7 0%
Scenario 1-F: Vital Signs Interventions
Success 2 0 0 3 3
Success 1 0 0 4 5
Success 1 0 0 2 3
Success 1 1 0 2 1
Success 1 0 0 1 1
Success 1 0 0 3 3
Success 1 0 0 1 2
7 100% 1.14 0.14 0.00 2.29 2.57
0.35 0.35 0.00 1.03 1.29
Scenario 1-G: Identify User Diagnostic and Therapeutic Reference Information
Success 2 2 1 3 3
Success 2 1 1 4 5
Success 1 0 1 2 3
Success 1 5 1 2 1
Success 1 1 1 1 1
Success 1 0 0 3 3
Success 1 0 1 1 2
7 100% 1.29 1.29 0.86 2.29 2.57
0.45 1.67 0.35 1.03 1.29
Scenario 2: Configuration of CDS interventions by user (may be an admin type function)
Success 2 0 0 3 3
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LI Optimal Task
Task Name/ Task Complete Ease of Use _
# participants Success (Success I'-‘.at!\ Errors (1-5) TS
Only) Deviations (1-5)
Success 1 2 0 4 5
Success 1 0 0 1 1
Success 1 1 0 2 1
Success 1 0 0 1 1
Success 1 0 0 3 3
Success 1 0 0 1 1
7 100% 1.14 0.43 0.00 2.14 2.14
0.35 0.73 0.00 1.12 1.46
Clinical information reconciliation (314.b.4)
Scenario 1: Reconcile patient’s active medication list with another source
Success 1 0 0 1 1
Success 2 1 0 3 2
Success 1 0 0 1 1
Success 1 1 0 2 1
Success 1 0 0 1 1
Success 1 0 0 3 3
Success 1 0 0 1 1
7 100% 1.14 0.29 0.00 1.71 1.43
0.35 0.45 0.00 0.88 0.73
Scenario 2: Reconcile patient’s active problem list with another source
Success 1 0 0 1 1
Failure
Success 1 0 0 1
Success 1 0 0 2 1
Success 1 0 0 1 1
Success 1 0 0 3 3
Success 1 0 0 1 1
7 85% 1.00 0.00 0.00 1.50 1.40
0.00 0.00 0.00 0.76 0.80
Scenario 3: Reconcile patient’s active medication allergy list with another source
Success 1 0 0 1 1
Success 2 0 0 3 2
Success 1 0 0 1 1
Success 1 0 0 2 1
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LI Optimal Task
Task Name/ Task Complete Ease of Use _
# participants Success (Success I'-‘.at!\ Errors (1-5) TS
Only) Deviations (1-5)
Success 1 0 0 1 1
Success 1 0 0 3 3
Success 1 0 0 1 1
7 100% 1.14 0.00 0.00 1.71 1.43
0.35 0.00 0.00 0.88 0.73
Medication allergy list (314.a.7)
Scenario 1: Record Medication Allergy List
Success 1 2 0 1 2
Success 1 0 0 1 1
Success 1 0 0 1 1
Success 1 2 0 1 1
Success 1 0 0 1 1
Success 1 0 0 3 3
Success 1 0 0 1 1
100% 1.00 0.57 0.00 1.29 1.43
0.00 0.90 0.00 0.70 0.73
Scenario 2: Access and Change Medication Allergy List
Success 1 0 0 1 2
Success 1 1 0 1 1
Success 1 0 0 1 1
Success 1 4 0 1 1
Success 1 0 0 1 1
Success 1 0 0 3 3
Success 1 1 0 1 1
100% 1.00 0.86 0.00 1.29 1.43
0.00 1.36 0.00 0.70 0.73
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The details of our SUS score are found in the table below:
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1: 2 3: Neither 5: Strongly
Strongly . Agree nor | 4: Agree SUS
Disagree Disagree Disagree Agree
1. | think that | would like to use this system frequently.
0.00% 0.00% 5.56% 16.67% 77.78% 67 3.72
94.44%
2. | found the system unnecessarily complex.
44.44% 38.89% 5.56% 11.11% 0.00% 56 3.11
83.33%
3. | thought the system was easy to use.
0.00% 0.00% 5.56% 38.89% 55.56% 63 3.50
94.44%
4. | think that | would need the support to use this system.
44.44% 50.00% 5.56% 5.56% 0.00% 62 3.44
94.44%
5. | found the various functions in this system were well integrated.
0.00% 0.00% 22.22% 33.33% 44.44% 58 3.22
77.78%
6. | thought there was too much inconsistency in this system.
50.00% 16.67% 27.78% 11.11% 0.00% 53 294
66.67%
7.l would imagine that most people would learn this system very quickly.
5.56% 5.56% 11.11% 33.33% 44.44% 55 3.06
77.78%
8. | found the system very cumbersome to use.
55.56% 27.78% 11.11% 5.56% 0.00% 60 3.33
83.33%
9. | felt very confident using the system.
0.00% 0.00% 11.11% 38.89% 50.00% 61 3.39
88.89%
10. I needed to learn a lot before | could get going with this system.
44.44% 33.33% 11.11% 11.11% 0.00% 56 3.11
77.78%

Sum of Score
SUS Score

32.83
82.08

650 Ten Rod Road, Suite 12, North Kingston, RI 02852 — 866-382-5932
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Appendix 6: Acknowledgement Form

Not applicable. No compensation provided.
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Sincerely, %(%
/C%qe Tremblay
Director of Product Strategy

Amazing Charts
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April 11, 2014
Re: Attestation for 170.314(d)(2) — Auditable Events and Tamper Resistance

This letter serves as attestation regarding Amazing Charts v.6.7 ability to satisfy the documentation requirements for
testing and certification of the ONC 2014 Edition criteria: 170.314(d) 2 —Auditable Events and Tamper-Resistant.

Ability to disable default audit log settings

By default, Amazing Charts v 6.7 does not permit any users to perform the disabling of audit logging or encryption status
and therefor do not offer the ability to access a default setting for this feature as it does not exist.

Ability to disable audit logs

Amazing Charts v 6.7 does not permit any users to perform the disabling of audit logging.
Ability to disable audit log status

Amazing Charts v 6.7 does not permit any users to perform the disabling of audit log status.
Ability to disable encryption Status

Amazing Charts v 6.7 does not permit any users to perform the disabling of encryption status.
Ability to copy health information from puatient record

Amazing Charts v 6.7 does not permit any users from copying the patient record.

559 Ten Rod Raad, Suite 132, North Kingstown, ki 02852 - (8661 382°59%2
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Ability to identify the method(s) by which our technology detects whether the audit log has been altered.
Amazing Charts v 6.7 does not permit any users to alter the content of the audit logs.

Ability by which the EHR technology protects 1) recording of actions related to electronic health information, 2)
recording of audit log stats, 3) recording of encryption status, from being changed overwritten or deleted by the EHR
technology.

Amazing Charts prevents and detects attempts at tampering of the audit log in a number of ways:
« Key audit log values in each row are hashed and encrypted using native SQL Server features that allow us to
detect if any rows were added, altered, or removed.

» Manual changes are prevented using triggers that disable updating or deleting rows, ensuring the table is
WORM (write once, read many).

Regards,

ﬂ‘iffjj;\/f/\“ QK;@?L« Date lfj (] ﬁf‘f[’

3

Kathleen Repoli
Sr. Vice President
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April 14, 2014

* [IN170.314(d}{7) — 1.01] Vendor documentation specifying EMR encryption functions utilizes an encryption
algorithm specified by Annex A of the Federal Information Processing Standards (FIPS) Publication 140-2 to
store electronic health information from the EHR technology on an end-user device.

o [IN170.314(d)(7} — 1.02] If 3" party solution is used, method(s) is sufficiently verified by Proctor along with
supporting documentation that demaonstrates that the third party solution encryption function utilizes an
encryption algorithm specified by Annex A of the Federal Information Processing Standards (FIPS)
Publication 140-2 to locally store electronic health information from the EHR technology on end-user
devices.

e [IN170.314(d}(7) — 2.01] Encryption configuration setting is enabled by default.

e [IN170.314{d){7) — 3.01] All electronic health information stored locally on the end-user device is encrypted
in accordance with Annex A of the Federal Information Processing Standards (FIPS) Publication 140-2 after
the EHR technology session stops.

Amazing Charts utilizes AES (Rijndael} with a 256 bit cypher key length for its encryption algorithm. Encryptionis
enabled by default, and cannot be turned off. Only Amazing Charts can decrypt the encrypted file. We do not share
our key.

Regards,

C\Lu\'“‘/\l}\/% L{U«x e Al

850 Ten Rod Road, Suite 1 2, North Kingstown, RI 02852 « (866) 382-5932
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