HIPAA
Compliance
Your Trusted HIPAA Compliance Partner
As a covered entity you must comply with the risk analysis requirement mandated by the HIPAA Security Rule, MACRA, Meaningful Use
and other regulations. Drummond helps our clients achieve HIPAA compliance as an independent third-party assessor and a recognized
leader in Healthcare and HIPAA compliance – with over 200 HIPAA assessments completed to date. Our industry experienced healthcare
compliance team will give you an objective view of potential risks and vulnerabilities to patient information and we will ensure that your
security, privacy, compliance goals align with business goals and ultimately mitigate risk. Our clients have been able to save as much as 50%
of the labor costs using our proven methodology and automation processes and we are ready to help you with these service offerings.

Drummond Healthcare Risk Assessment
Comprehensive Healthcare Assessment

Small Practice Assessment

Drummond’s highly skilled experts provide a formal, detailed, yet flexible method
of evaluating your business and operational risks and controls to understand and
appropriately mitigate risks to the organization. This includes testing services such as
vulnerability scanning, penetration testing, database assessments, social engineering
testing (physical, voice, email phishing), network security architecture assessments,
and wireless assessments to ensure a complete view of all risks.

Drummond provides a baseline assessment
leveraging the requirements set forth in
the HIPAA Security Rule in conducting
information security risk assessments based
on NIST 800-30 and the report will identify
the highest-risk areas to your organization.

Drummond HIPAA Compliance Services
HIPAA
Gap Analysis
Drummond assesses your organization’s
current security control implementations
against the HIPAA Security Rule to
identify potential gaps in compliance with
respect to the confidentiality, integrity, and
availability of protected health information.

HIPAA Policy and
Procedure Review

HIPAA Compliance
Consulting

Drummond assists your organization by
providing a complete review of HIPAA
policies and procedures to ensure you
are compliant with the Security Rule and
identify any potential gaps in compliance.
Additionally, Drummond offers a Policy and
Procedure template that can be applied to
your operating environment to help ensure
HIPAA compliance.

Drummond provides subject matter expertise,
guidance, and recommendations for meeting
HIPAA compliance. Drummond will work with
you to understand the environment and make
recommendations on policy and procedure
requirements, make recommendations on
how to implement technology in a compliant
manner, guide on personnel and process
compliance matters, and more.

Beyond HIPAA: Cybersecurity services to protect what matters most
Penetration Testing Service
Physical Security Advisory and Testing Service
Social Engineering Training and Testing Service

Application Security Testing
Red Team and Purple Team
Advisory and Testing Service

If you are interested in improving security beyond HIPAA-specific requirements, we offer cybersecurity services. From penetration
testing to physical security services as well as application security testing, we help protect you in today’s highly volatile business
environment and beyond. Using the latest developments in Red Teaming and Purple Teaming, we will identify vulnerabilities in
networks and applications previously undetected by other 3rd party testing firms or internal IT security staff. Our team of experts will
train your organization to create your own adversarial simulation security practice and cybersecurity continuous improvement
programs. We can also help you with Social Engineering-based Penetration Testing for additional protection against social
engineering exploits -- one of the most common methods of a hacker attack.

Your partner for Healthcare, HIPAA Compliance and Cybersecurity
We are ready to help you incorporate continuous security and compliance practices into
your organization and culture. Experience our team of highly skilled experts ready to
collaborate with you and your team. Increase trust, gain expertise, and experience our
unique approach and attention to detail as we partner with you to achieve compliance,
application conformance, and protect your business with advanced cybersecurity practices.
To get started, visit: www.drummondgroup.com or contact us at sales@drummondgroup.com

